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About this publication

This book provides instructions for installing IBM® Hardware Management Pack for
Microsoft® System Center Operations Manager 2007, Version 2.4 into the Microsoft
System Center Operations Manager 2007 and using the integrated features to
manage systems in your environment.

Conventions and terminology

These notices are designed to highlight key information:

Note:
These notices provide important tips, guidance, or advice.

Important:
These notices provide information or advice that might help you avoid
inconvenient or difficult situations

Attention:
These notices indicate possible damage to programs, devices, or data. An
attention notice appears before the instruction or situation in which damage can
occur.

PDF files

View or print documentation that is available in Portable Document Format (PDF).

Downloading Adobe Acrobat Reader

You need Adobe® Acrobat Reader to view or print these PDF files. You can download
a copy from the Adobe Web site.

Viewing and printing PDF files

You can view or print the following PDF files. The most current version of each
document is available online in the information center and on the product download
page. Go to the IBM Web site for Microsoft Systems Management Solutions for IBM
Servers at http://www.ibm.com/systems/management/director/partners/microsoft/
to locate the download links for the following titles, or click any title in the following
list to open the version of each book that is in the IBM System x® and BladeCenter®
Tools information center:

e IBM Hardware Management Pack for Microsoft System Center Operations
Manager 2007, Version 2.4 Release Notes®

e IBM Hardware Management Pack for Microsoft System Center Operations
Manager 2007, Version 2.4 Installation and User's Guide
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World Wide Web resources

The following Web pages provide resources for understanding, using, and
troubleshooting IBM System x, BladeCenter blade servers, and systems-
management tools.

IBM System X Integration Offerings for Microsoft System
Management Solutions

IBM System x Integration Offerings for Microsoft System Management Solutions at
http://www.ibm.com/systems/management/director/partners/microsoft/

Locate the latest downloads for IBM Hardware Management Pack for Microsoft
System Center Operations Manager 2007, Version 2.4.

IBM Systems: Technical support site

IBM Systems: Technical support site at http://www-
304.ibm.com/jct01004c/systems/support/

Locate support for IBM hardware and systems-management software.

IBM Systems Director: Download/Registration page

IBM Systems Management Software: Download/Registration page at
http://www.ibm.com/systems/management/director/downloads.html

Download IBM systems-management software, including IBM Systems Director.

IBM Systems Management page

IBM Systems Management page at http://www.ibm.com/systems/management/

Obtain an overview of IBM systems management.

IBM ServerProven pages

System x ServerProven® pages at http://www-
03.ibm.com/servers/eserver/serverproven/compat/us/indexsp.html

BladeCenter ServerProven pages at http://www-
03.ibm.com/servers/eserver/serverproven/compat/us/eserver.html

Obtain information about hardware compatibility with IBM System x and xSeries
servers and IBM BladeCenter.

Microsoft System Center Operations Manager 2007 page

Microsoft System Center Operations Manager at TechNet
http://technet.microsoft.com/en-us/opsmgr/default.aspx
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Obtain information about System Center Operations Manager that describes how to
monitor your IBM systems across large organizations using IBM and Microsoft
applications and operating system knowledge to resolve operational problems.
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Overview

The Microsoft System Center Operations Manager allows you to monitor the health of
a management target, to author management packs, and to perform administrative
operations. A management target in Microsoft System Center Operations Manager
can be a computer system, an operating system instance, an application, a network
adapter, or a subcomponent inside of a management target. The scope of
management classifies Microsoft System Center Operations Manager as a systems
management software tool. The IBM Hardware Management Pack provides the
management know-how of its IBM management targets.

Upon finding (discovering) a Windows® system, the Microsoft System Center
Operations Manager management server pushes the Microsoft System Center
Operations Manager agent onto the system, along with scripts inside the IBM
Hardware Management Pack that provide policies for monitoring health and collecting
events.

Microsoft System Center Operations Manager reports health characteristics of a
management target in these categories:

Availability
Configuration
Performance
Security

For example, the Microsoft System Center Operations Manager reports cooling fan
availability based on the fan presence sensor reading and fan performance by the fan
tachometer reading.

The IBM Hardware Management Pack establishes relationships for hosting,
aggregating, and establishing health dependency among IBM management targets.
Microsoft System Center Operations Manager provides health roll-ups and drill-downs
to give you a holistic view of objects, and to allow you to quickly identify any specific
problem.

With the Microsoft System Center Operations Manager you can create custom groups
of objects to manage a holistic health aggregation based on your business needs.
You can define different monitoring or aggregation rules for different groups. For
example, an application hosting provider might have a per-client holistic health view
of all of the hardware, operating systems, applications, and other objects involved
with the client. The hosting provider might also have a per-application view or have
both views available at the same time.

Microsoft System Center Operations Manager maintains operations databases to
track all events that are reported. Expert analysis of the operations databases can



show deep cause and effect relationships in the historical data that can reveal the
root cause of a sophisticated problem.

Supported configurations

The following sections describe the supported configurations of the Hardware
Management Pack of this release.

Supported systems

The following servers are supported by the Hardware Management Pack v2.4:

Server Product Name

Machine Type

IBM BladeCenter HS12 8014, 8028
IBM BladeCenter HS21 8853
IBM BladeCenter HS22 7870
IBM BladeCenter HS22V 7871
IBM BladeCenter HX5 7872
IBM BladeCenter LS21 7971
IBM BladeCenter LS22 7901
IBM BladeCenter LS41 7972
IBM BladeCenter LS42 7902
IBM System x3200 M2 4367, 4368
IBM System x3200 M3 7327, 7328
IBM System x3250 M2 4190, 4191, 4194
IBM System x3250 M3 4251, 4252, 4261
IBM System x3350 4192, 4193
IBM System x3400 M2 7836, 7837
IBM System x3400 M3 7378, 7379
IBM System x3450 7948, 7949, 4197
IBM System x3455 7940, 7941
IBM System x3500 M2 7839
IBM System x3500 M3 7380
IBM System x3550 7978
IBM System x3550 M2 7946
IBM System x3550 M3 4254, 7944
IBM System x3620 M3 7376
IBM System x3630 M3 7377
IBM System x3650 7979
IBM System x3650 M2 7947
IBM System x3650 M3 4255, 7945
IBM System x3650 T 7980, 8837
IBM System x3655 7985
IBM System x3690 X5 7148, 7149
IBM System x3755 7163, 8877
IBM System x3755 M3 7164

IBM System x3850 M2

7141, 7144, 7233, 7234

IBM System x3850 X5

7145, 7146

IBM System x3850 MAX5

7145, 7146

IBM System x3950 M2

7141, 7144, 7233, 7234




Server Product Name Machine Type
IBM System x3950 X5 7145, 7146
IBM System x3950 MAX5 7145, 7146
IBM System x iDataPlex dx360 6380, 7323, 7321
M2

IBM System x iDataPlex dx360 6391

M3

For a description of the compatibility of a specific system with Windows and other
hardware components, see the respective ServerProven page for that system. The
ServerProven links are provided in the “IBM ServerProven pages” section of the
"World Wide Web resources".

The following BladeCenter chassis are supported by the IBM Hardware Management
Pack v2.4:

BladeCenter Chassis Machine Type
BladeCenter 7967
BladeCenter E 8677
BladeCenter H 8852, 7989
BladeCenter S 8886, 7779
BladeCenter T 8720, 8730
BladeCenter HT 8740, 8750

For a description of the compatibility of a specific BladeCenter chassis with blade
servers and other BladeCenter modules, see the respective ServerProven page for
that chassis. The ServerProven links are provided in the “IBM ServerProven pages”
section of the "World Wide Web resources".

Note that Advanced Management Module (AMM) of a BladeCenter is required for the
Hardware Management Pack to discover and monitor the BladeCenter.

Supported configurations of management servers

Several factors determine if a system is supported by the Hardware Management
Pack as a management server.

Management server requirements

A management server is supported if it meets the requirements of a management
server of Operations Manager 2007 on a supported hardware configuration.
Supported versions of Operations Manager 2007 for management
Servers

A management server that is running Microsoft System Center Operations Manager
2007 SP1 or Operations Manager 2007 R2 is supported.

Supported operating systems for management servers



For Operations Manager 2007 R2, see the "Management server or root management
server"” row in the table of Operations Manager 2007 R2 Supported Configurations at
http://technet.microsoft.com/en-us/library/bb309428.aspx for the supported
operating systems.

For Operations Manager 2007 SP1, see the "Management server or root
management server" row in the table of Operations Manager 2007 SP1 Supported
Configurations at http://technet.microsoft.com/en-us/library/dd819933.aspx for the
supported operating systems.

Note that Operations Manager 2007 SP1 is supported on Windows Server 2008 and
Windows Server 2008 R2, but requires you to apply a set of hot fixes. See Support
for running System Center Operations Manager 2007 Service Pack 1 and System
Center Essentials 2007 Service Pack 1 on a Windows Server 2008-based computer at
http://support.microsoft.com/kb/953141 or System Center Operations Manager
2007 SP1 Update Rollup at http://support.microsoft.com/kb/971541 for information
about the required hot fixes.

Additional configuration requirements for management servers

All the management servers of the Operations Manager in the same management
group must have the same version of the Hardware Management Pack installed.

The management servers that are managing BladeCenters must have the Hardware
Management Pack package installed.

The three management packs of the Hardware Management Pack package must be
imported to the Operations Manager. A mixed version of the management packs
from a different version of the Hardware Management Pack is not supported.
Supported hardware configurations for management servers

See Supported systems and their respective ServeProven page for the compatibility
with operating systems and add-on hardware.

Supported configurations of managed systems

A managed system is supported if the system is:

e Managed in an Operations Manager management group with a management
server of a supported configuration

e On a system in the “Supported systems” list
¢ Running a supported version of a Windows operating system

e Running the software required for hardware management

Supported operating systems for managed systems
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For managed systems with Operations Manager 2007 R2, see the "Agent" row in the
table of Operations Manager 2007 R2 Supported Configurations at
http://technet.microsoft.com/en-us/library/bb309428.aspx for the supported
Windows operating systems.

For managed systems with Operations Manager 2007 SP1, see the "Agent" row in
the table of Operations Manager 2007 SP1 Supported Configurations at
http://technet.microsoft.com/en-us/library/dd819933.aspx for the supported
Windows operating systems.

Hardware management software for managed systems

Supported versions of IBM Systems Director Agent

A managed Windows system must have a supported version of IBM Systems Director
Agent installed and running, as shown in Table 1.

Table 1 Supported versions of IBM Director Agent

Supported by IBM
Hardware Management Notes
Pack v2.4

IBM Director
Agent Version

Director Platform Agent or

6.2.1 Supported Direct Common Agent
Director Platform Agent or
6.2.0 Supported Director Common Agent
Director Platform Agent or
6.1.2 Supported Director Common Agent
6.1.1 Not supported |Known compatibility issues

Director Core Services
5.20.3x Supported (also called Level-1 Agent)
or Level-2 Agent

Director Core Services
5.20.2 Supported (also called Level-1 Agent)
or Level-2 Agent

5.20.1 Not supported [Known compatibility issues

Director Core Services
5.20 Supported (also called Level-1 Agent)
or Level-2 Agent

Supported configurations by IBM Systems Director Agent

Table 2 describes compatibility with the respective version of the IBM Systems
Director Agent.


http://technet.microsoft.com/en-us/library/bb309428.aspx�
http://technet.microsoft.com/en-us/library/bb309428.aspx�
http://technet.microsoft.com/en-us/library/dd819933.aspx�
http://technet.microsoft.com/en-us/library/dd819933.aspx�

Table 2 Supported configurations by IBM Systems Director Agent

IBM Director
Agent version

Supported hardware and software

6.2.1

See Supported hardware at
http://publib.boulder.ibm.com/infocenter/director/v6r2x/t

opic/com.ibm.director.plan.helps.doc/fgm0O_r hardware c

ompatibility.html for supported BladeCenter blade servers

and System x servers.

See Supported operating systems” at
http://publib.boulder.ibm.com/infocenter/director/v6r2x/t

opic/com.ibm.director.plan.helps.doc/fgm0O_r supported

operating_systems.html for supported Windows versions.

6.2.0

See Supported hardware at
http://publib.boulder.ibm.com/infocenter/director/v6r2x/t

opic/com.ibm.director.plan.helps.doc/fgm0O_r hardware c

ompatibility.html for supported BladeCenter blade servers
and System x servers.

See Supported operating systems” at
http://publib.boulder.ibm.com/infocenter/director/v6r2x/t

opic/com.ibm.director.plan.helps.doc/fgm0O_r supported

operating_systems.html for supported Windows versions.

6.1.2

See Supported hardware at
http://publib.boulder.ibm.com/infocenter/director/v6rlx/i

ndex.jsp?topic=/director.plan_6.1/fgm0O_r_hardware com

patibility.html for supported BladeCenter blade servers,
and System Xx servers.

See Supported operating systems at
http://publib.boulder.ibm.com/infocenter/director/v6rlx/i

ndex.jsp?topic=/director.plan_6.1/fgm0_r_os_supported

by ibm_director_612.html for supported Windows

versions.

5.20.x

See Supported hardware at
http://publib.boulder.ibm.com/infocenter/eserver/vir2/to

pic/diricinfo_5.20/fgmO_r_hardware compatibility.html

for supported BladeCenter blade servers, System X
servers, xSeries servers, eServer servers, and NetFinity
servers.

See Supported operating systems at
http://publib.boulder.ibm.com/infocenter/eserver/vir2/in

dex.jsp?topic=/diricinfo_5.20/fgm0O_r_supported

operating systems.html for supported Windows versions.

Supported configurations for managed systems with BMC or IMM
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A managed Windows system with a Baseboard Management Controller (BMC) or an
Integrated Management Module (IMM) must have a supported version of the IPMI
driver stack installed and running.

For Windows Server 2000 or Windows Server 2003, both the OSA IPMI device driver
and the IBM Mapping Layer for OSA IPMI driver are required. The OSA IPMI device
driver for Windows is available at
http://www.ibm.com/systems/support/supportsite.wss/docdisplay?brandind=500000
8&Indocid=MIGR-5069608. The IBM Mapping Layer for OSA IPMI on Windows is
available at
http://www.ibm.com/systems/support/supportsite.wss/docdisplay?brandind=500000
8&Indocid=MIGR-5069605 (for x86 version) and at
http://www.ibm.com/systems/support/supportsite.wss/docdisplay?brandind=500000
8&Indocid=MIGR-5069607 (for x64 version).

For Windows Server 2003 R2, the Microsoft IPMI driver should be installed and
running. Note that the Microsoft IPMI driver is not installed by default.

For Windows Server 2008 or Windows Server 2008 R2, the Microsoft IPMI driver is
required. Note that the Microsoft IPMI driver is automatically installed on IBM servers
that come with BMC or IMM, and there is no need to install the IBM Mapping Layer
for OSA IPMI driver with the Microsoft IPMI driver stack.

Acquire and apply the latest firmware for the BMC or the IMM on the managed
systems. See http://www.ibm.com/systems/support to locate the latest firmware for
BMC or IMM.

Supported configurations for managed systems with RSA-I1

A managed Windows system with a Remote Supervisor Adapter (RSA) Il must have
the RSA-Il1 daemon installed and running. The RSA-I11 daemon for Windows is
available at
http://www.ibm.com/systems/support/supportsite.wss/docdisplay?brandind=500000
8&Indocid=MIGR-5071025 (for x86 version), and at
http://www.ibm.com/systems/support/supportsite.wss/docdisplay?brandind=500000
8&Indocid=MIGR-5071027 (for x64 version).

For systems that come with a BMC and also have the RSA-II installed, the RSA-I1
daemon is optional if a supported IPMI driver stack is installed and running.
However, the RSA-11 daemon adds additional in-band system management
functionality to is the functionality that is offered through the IPMI driver stack with
BMC.

Director Agent 6.x does not support systems that do not have a BMC but have only
the RSA-I1. Use Director Agent 5.20.3x with the RSA-11 daemon for these systems.
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Acquire and apply the latest firmware for the RSA-11 on the managed systems. See
http://www.ibm.com/systems/support to locate the latest firmware for RSA-II.

Supported configurations for managed systems with ServeRAID-MR or MegaRAID

Table 3 lists the requirements for systems with ServeRAID-MR or MegaRAID. Acquire
and apply the latest firmware and the device driver for the controller on the
managed system. See http://www.ibm.com/systems/support to locate the latest
firmware and the device driver for the ServeRAID-MR or MegaRAID controller.

Table 3 Requirements for ServeRAID-MR or MegaRAID

IBM Director
Agent version [|Additional software needed
6.2.1 No additional software is needed. The needed CIM
T provider is now part of the Director Platform Agent.
6.2.0 No additional software is needed. The needed CIM
T provider is now part of the Director Platform Agent.
6.1.2 No additional software is needed. The needed CIM
T provider is now part of the Director Platform Agent.
Download and install the LS| Mega RAID Provider for
Windows from
5.20.x https://www.software.ibm.com/webapp/iwm/web/reg/do
wnload.do?source=dmp&S_PKG=director_x_ext&lang=e
n_US.

Supported configurations for managed systems with ServeRAID-BR/IR or
Integrated RAID

Table 4 lists the requirements for systems with ServeRAID-BR/IR or Integrated
RAID. Acquire and apply the latest firmware and the device driver for the controller
on the managed system. See http://www.ibm.com/systems/support to locate the
latest firmware and the device driver for the ServeRAID-BR/IR or Integrated
controller.

Table 4 Requirements for ServeRAID-MR or MegaRAID

IBM Director
Agent version |Additional software needed

No additional software is needed. The needed CIM

6.2.1 provider is now part of the Director Platform Agent.

6.2.0 No additional software is needed. The needed CIM
T provider is now part of the Director Platform Agent.

6.1.2 No additional software is needed. The needed CIM

provider is now part of the Director Platform Agent.

Download and install the LSI Mega RAID Provider for
5.20.x Windows from
https://www.software.ibm.com/webapp/iwm/web/reg/do
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Supported configurations for managed systems with ServeRAID-8x/7x/6x

Table 5 lists the requirements for systems with ServeRAID-8x/7x/6x controller.
Acquire and apply the latest firmware and the device driver for the controller on the
managed system. See http://www.ibm.com/systems/support to locate the latest
firmware and the device driver for the ServeRAID-8x/7x/6x controller.

Table 5 Requirements for ServeRAID-8x/7x/6x

IBM Director
Agent version |Additional software needed

No additional software is needed. The needed CIM

6.2.1 provider is now part of the Director Platform Agent.

No additional software is needed. The needed CIM
provider is now part of the Director Platform Agent.

6.1.2 Not supported.

Download and install the ServeRAID Manager 9.0 —

Windows L1 Agent or ServeRAID Manager 9.0 — Windows

5 20.x L2 Agent from

T https://www.software.ibm.com/webapp/iwm/web/reg/do

wnload.do?source=dmp&S_PKG=director_x_ext&lang=en
Us.

6.2.0

IBM Hardware Management Pack for
Microsoft System Center Operations
Manager 2007, Version 2.4

With the IBM® Hardware Management Pack for Microsoft® System Center Operations Manager
2007, Version 2.4 you can use enhanced features of Microsoft System Center
Operations Manager 2007 to communicate with BladeCenter management modules
installed with IBM Director Core Services or IBM Platform Agent to discover and
monitor the health of:

e IBM BladeCenter chassis and chassis components
e IBM System x systems and BladeCenter blade server systems

How IBM Hardware Management Pack,
Version 2.4 supports IBM systems
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Because the IBM Hardware Management Pack communicates with BladeCenter
chassis and components, as well as with individual System x and BladeCenter
x86/x64 blade servers, you can use Microsoft System Center Operations Manager to
monitor all BladeCenter chassis and Windows-based IBM servers holistically.

The IBM Hardware Management Pack communicates with BladeCenter chassis and
components through the management module using Simple Network Management
Protocol (SNMP) over a LAN.

The IBM Hardware Management Pack communicates with individual servers,
including BladeCenter blade servers, which are running a Windows operating system
and that have a supported version of IBM Director Core Services or IBM Platform
Agent installed.

Overview of the installation process

Install a supported version of the Microsoft System Center Operations Manager on
the management server, then install IBM Hardware Management Pack on the
management server. Use the Operations Manager Discovery Wizard to add Windows
systems running on an IBM System X server or on a BladeCenter blade server that
the Operations Manager is to manage. Follow similar steps to add a BladeCenter to
be managed by the Operations Manager.

Note: See the Release Notes for the detailed supported configurations of this
release.

When you install the IBM Hardware Management Pack, the following Microsoft
System Center Operations Manager functions are enhanced for IBM System x and
BladeCenter x86 systems:

e Health explorer view: Examines the health state of IBM BladeCenter
chassis and components, and individual servers at a component level in a
hierarchical view of availability, configuration, performance, and security.

o Diagram view: Shows inner organization views of IBM chassis and IBM
System x and BladeCenter x86/x64 systems.

e Events view: Captures events that occur on specific or aggregate targets of
IBM chassis and IBM System x and BladeCenter x86/x64 systems.

e Active alerts view: Lists all alert notifications for specific or aggregate
targets of IBM chassis and IBM System x and BladeCenter x86/x64 systems.

Management concepts

To manage a BladeCenter with Operations Manager, enable the SNMP protocol on
the BladeCenter so it can communicate with the Operations Manager management
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server. When it is set up successfully, the management server can discover the
chassis and communicate with the management module on the BladeCenter.

Individual Windows servers are handled differently. After it selects a server to
manage, Microsoft System Center Operations Manager pushes its Microsoft System
Center Operations Manager agent onto the managed system with the IBM Hardware
Management Pack, if the target is an IBM System x or BladeCenter x86/x64 blade
server. The Microsoft System Center Operations Manager agent and the IBM
Hardware Management Pack communicate with the IBM Director Agent and other
software for hardware management on the system and across the network to the
Operations Manager Server.

Note: These management functions are supported on IBM BladeCenter chassis and
on System x and x86/x64 blade servers running Windows. They are not
supported on System i, System p, and System z systems.

Major features

Major features of IBM Hardware Management Pack are:

¢ Rich monitoring of the health of BladeCenter chassis and BladeCenter modules
through one of the standards — Simple Network Management Protocol (SNMP) —
defined by the Internet Engineering Task Force (IETF)

e Extensive monitoring of the health of hardware components of IBM System x
servers and BladeCenter x86/x64 blade servers where Microsoft Windows is
running, through Windows Management Instrumentation (WMI) with IBM
Systems Director Agent, along with other necessary WMI providers and other
necessary software stacks

e Comprehensive monitoring of the health of software stacks required on Windows
for adequate health monitoring of hardware components of IBM System x servers
and BladeCenter x86/x64 blade servers

e Easy determination of system health problems by aggregating monitors together
for hardware component health together in the Operations Manager’s Health
Explorer

Installing

IBM provides the Hardware Management Pack for you to integrate into the
Operations Manager to enhance the management of IBM systems. The Hardware
Management Pack discovers and monitors the health of IBM BladeCenter chassis and
chassis components, such as the management module and 1/0 modules, IBM System
X systems, BladeCenter blade server systems, and system components.
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Follow the instructions in the Operations Manager 2007 Quick Start Guide at
http://technet.microsoft.com/en-us/library/bb418758.aspx to install Microsoft
System Center Operations Manager 2007.

See the Supported versions of Operations Manager 2007 for management servers for
the hot fixes needed for Microsoft System Center Operations Manager 2007 SP1 to
run successfully on Windows Server 2008.

Installation requirements for the IBM Hardware Management
Pack

Install the IBM Hardware Management Pack on an IBM system that is running as a
Microsoft System Center Operations Manager management server. The server can be
the root management server (RMS) in the Operations Manager management group
or a non-RMS server in the management group. See Supported configurations of

management servers for detailed requirements.

You need administrative privilege to the system to which you are installing the
Hardware Management Pack and also have administrative privilege to the Operations
Manager's management group into which you import the management packs.

IBM Hardware Management Pack v2.4 depends on the management packs (MPs) or a
later and compatible version of the respective management pack listed in Table 6.

Table 6 Hardware Management Pack dependencies

MP Name MP 1D MP .
Version

Health Library System.Health.Library 6.0.5000.0

System Library System.Library 6.0.5000.0

P_erformance System.Performance.Library 6.0.5000.0

Library

SNMP Library System.Snmp.Library 6.0.6278.0

Data Warehouse
Library

System Center
Core Library
Network Device
Library
Windows Core
Library

Microsoft.SystemCenter.Datawarehouse.Library | 6.0.6278.0

Microsoft.SystemCenter.Library 6.0.5000.0

Microsoft.SystemCenter.NetworkDevice.Libary | 6.0.6278.0

Microsoft.Windows.Library 6.0.5000.0

Installing the Hardware Management Pack

You can install the IBM Hardware Management Pack for Microsoft System Center
Operations Manager 2007, Version 2.4, on a Root Management Server (RMS) or on a
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non-RMS server. The RMS is the first management server on which you install the
Operations Manager.

There is only one installation package of the Hardware Management Pack for 32-bit
and 64-bit Windows. To start the installation, follow the instructions to locate and
launch the correct installation package and then follow the instructions in the User's
Guide to complete the installation process.

You need to have a sufficient level of privilege and information about the Root
Management Server (RMS) of the management group before you start the
installation process.

See Upgrading to the IBM Hardware Management Pack v2.4 if you already have an
earlier version of the Hardware Management Pack installed on a management server
or the management packs are already imported to the Operations Manager.

Steps for this task
To install the Hardware Management Pack, complete the following steps:

1. Go to IBM System x Integration Offerings for Microsoft Systems Management

Solutions at
http://www.ibm.com/systems/management/director/partners/microsoft/,

navigate to “Microsoft System Center Operations Manager 2007” and locate
the appropriate link in the "File Details" section to find the "IBM Systems
Director - downloads" page for “IBM Director Upward Integration Modules”.
On the downloads page, locate "IBM Hardware Management Pack for
Microsoft System Center Operations Manager 2007, Version 2.4" in the "IBM
Director Upward Integration Modules for Microsoft" section and download the
file named IBM_HW_MP_V2.4.XX_setup.exe, where XX is the build
number of the release.

2. If not already installed, install Microsoft Operations Manager 2007 to establish
a management server.

Go to the Operations Manager 2007 Quick Start Guide Web site at
http://technet.microsoft.com/en-us/library/bb418758.aspx to install Microsoft

Operations Manager 2007.

3. If you are running Microsoft System Center Operations Manager 2007 Service
Pack 1 (SP1) on a Windows Server 2008, install hot fixes on both Windows
Server 2008 and Microsoft Operations Manager 2007 SP1.

Go to the Support for running System Center Operations Manager 2007
Service Pack 1 and System Center Essentials 2007 Service Pack 1 on a
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Windows Server 2008-based computer at
http://support.microsoft.com/kb/953141 to install the hot fixes.

Follow the instructions in the Release Notes to locate and download the 1BM
Hardware Management Pack for Microsoft System Center Operations
Manager 2007, Version 2.4.

Double-click the downloaded installation executable file to start installing the
IBM Hardware Management Pack.

If the installer cannot find Microsoft Operations Manager on your system, the
installation closes. Otherwise, after the preparation, the Welcome to the
InstallShield Wizard for IBM Hardware Management Pack for Microsoft System
Center Operations Manager 2007, Version 2.4 window is displayed.

Click Next.
The License Agreement window is displayed.

Read the software license agreement. If you agree with the terms, select |
accept the terms in the license agreement; then click Next.

If the system already has Version 2.4 installed, you can select to repair or
remove the IBM Hardware Management Pack, Version 2.4 code.

The "Repair" function reinstalls the code and registry entries on the local
server.

The "Remove" function uninstalls the Hardware Management Pack package
from the local system but does not delete the management packs from the
Operations Manager. You must use the Operations Console to delete the
management packs from the Operations Manager.

Verify the default target location. If necessary, select the target folder for the
installation code and the knowledge articles that describe IBM systems and
components.

Click Next to confirm the installation.

If you are installing on a non-RMS server, you need manually configure the
RMS name. Refer the “PostSetupCheckList.rtf” file after you finish the
installation.

When the installation is completed, select Read me and click Finish.

It is recommended that you read the PostSetupCheckList.rtf file and take the
suggested actions.
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The installation process does not import the IBM Hardware Management Pack
into Operations Manager 2007.

10. Open the Operations Console of the Microsoft System Center Operations
Manager, to import the management packs of the Hardware Management
Pack to the Operations Manager.

11. Click the Administration button then right-click Management Packs and
then click Import Management Packs... Follow the wizard to manually
import the four management packs of the IBM Hardware Management Pack.
By default, the management packs are installed in
“%ProgramFiles%\IBM\IBM HW Mgmt Pack for OpsMgr 2007\Management
Packs” They are:

e IBM Hardware Management Pack - Common Library
"IBM.HardwareMgmtPack.Common.mp"

e IBM Hardware Management Pack for IBM System x and x86/x64 Blade
Systems
"IBM.HardwareMgmtPack.xSystems.mp"

e IBM Hardware Management Pack for IBM BladeCenter Chassis and
Modules
"IBM.HardwareMgmtPack.BladeCenter.mp"

e IBM Hardware Management Pack — Hardware IDs Library

“IBM.HardwareMgmtPack.HardwarelDs.mp”

After they are successfully imported, the IBM Hardware Management Packs
listed above should appear in the Administration pane of the Operations
Manager console.

Note: Sometimes management pack entries might not display immediately
after the installation. Refresh the window (F5) or wait a few minutes
for the management pack entries to be displayed.

Installing on more than one management server

To install the Hardware Management Pack on more than one management server,
install the Hardware Management Pack on all the management servers on which you
plan to install the Hardware Management Pack first. Then, import the management
packs of the Hardware Management Pack on one of the management servers to the
Operations Manager. See the documentation of Operations Manager for information
about importing management packs.

Note: To manage more than one BladeCenter in disjoint networks, install the Hardware
Management Pack on more than one management servers that can communicate with their
respective BladeCenters through SNMP.
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Note: One management server can manage more than one BladeCenter Chassis as long as the management
server can use SNMP to communicate with the target BladeCenters Chassis.

Upgrading to the IBM Hardware Management Pack v2.4

If you start the installation process and you already have an older version of the
Hardware Management Pack installed, the installation performs an upgrade of the
Hardware Management Pack. For detailed steps for an upgrade see the ” Upgrading
from version 2.3 or earlier” section.

To upgrade, first place the management server on which you are installing the
Hardware Management Pack in Operations Manager's maintenance mode and keep it
in that mode until you complete importing the new management packs of the
Hardware Management Pack to the Operations Manager.

Place the management server in the maintenance mode to eliminate errors caused
by the stale definitions of old management packs that are cached locally by the
Operations Manager.

Upgrading more than one management server

If you are installing the Hardware Management Pack on more than one management
server, finish installing the Hardware Management Pack on all the management
servers completely before proceeding to import the management packs of the
Hardware Management Pack to the Operations Manager. Then take the management
servers out of maintenance mode.

Upgrading from version 2.3 or earlier

If you are upgrading from a version 2.3 or earlier of the Hardware Management
Pack, first delete any of the already-imported management packs from the
Operations Manager.

Uninstalling IBM Hardware Management Pack, Version 2.4

To uninstall, set the server you are uninstalling into maintenance mode, remove the
management pack entries from the Operations Console of the Microsoft System
Center Operations Manager, and then uninstall the software package using the "Add
or Remove Programs" function in the Windows Control Panel.

Removing the management packs from the Operations Console
of the Microsoft System Center Operations Manager

Find the BladeCenter blade server or System x server that you are uninstalling in the
Operations Manager console, right-click the server, and click Maintenance Mode ->
Start Maintenance Mode from the context menu.
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Use the console to manually remove the IBM Hardware Management Pack, Version
2.4 management packs from the console.

Deleting the IBM Hardware Management Packs from Operations Manager

Use the Administration pane in the Operations Manager console to select and delete
the following management pack entries of the Hardware Management Pack from
Operations Manager:

e IBM Hardware Management Pack - Common Library
e IBM Hardware Management Pack for IBM System x and x86/x64 Blade Systems
e IBM Hardware Management Pack for IBM BladeCenter Chassis and Modules

e IBM Hardware Management Pack — Hardware IDs Library

Delete the management packs from Operations Manager first to prevent errors
caused by missing runtime support libraries caused by removing the package of the
Hardware Management Pack too early. These errors also occur if you uninstall the
Hardware Management Pack from more than one management servers.

If you plan to continue to use the Hardware Management Pack, but only need to
move the responsibility of a management server to another server, make sure that a
designated new management server has taken over the responsibility successfully
before you remove the installed package of the Hardware Management Pack.

Use the Microsoft System Center Operations Manager console Administration panel
to select and remove all four management packs included in the IBM Hardware
Management Pack, Version 2.4:

IBM Hardware Management Pack - Common Library
IBM Hardware Management Pack for IBM System x and x86/x64 Blade
Systems
e IBM Hardware Management Pack for IBM BladeCenter Chassis and Modules
e IBM Hardware Management Pack — Hardware IDs Library

Then remove the software package and files as described in Uninstalling the software
package using the "Add or Remove Programs" function in the Windows Control Panel.

Uninstalling the software package using the "*Add or Remove Programs' function
in the Windows Control Panel

Steps for this task

1. Remove the management pack entries as described in Removing the
management packs from the Operations Console of the Microsoft System
Center Operations Manager.

Note: See the Release Notes for the user privilege needed to use the
Control Panel to manage the Hardware Management Pack package.
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2. Uninstall the software package and the files entirely using the "Add or
Remove Programs" function in the Windows Control Panel. Select Remove on
the IBM Hardware Management Pack v2.4 for Microsoft System Center
Operations Manager 2007 entry.

Downgrading to a previous version

To downgrade the IBM Hardware Management Pack to a previous version, uninstall
the current version and reinstall the earlier version.

Reinstalling I1BM Hardware Management Pack,
Version 2.4

If you recently removed management packs from the Microsoft System Center
Operations Manager 2007 console, wait for the settings to be propagated to the
Operations Manager database before you reinstall.

Important: If you do not wait for the removal of the management packs to
register, reinstalling can result in managed clients that are not listed in the
Operations Manager console.

See Discovery information is missing after you delete and then reimport a
management pack in Microsoft System Center Operations Manager 2007 at
http://support.microsoft.com/kb/943307 for information about this known
limitation for Microsoft System Center Operations Manager 2007.

If you remove the management packs from the console, you detach the Hardware
Management Pack from the Operations Manager server. You must then reinstall the
Hardware Management Pack into Operations Manager 2007 to add the management
packs back to the console view.

See Installing the Hardware Management Pack on a root management server for

more information.

Configuring BladeCenter SNMP settings

IBM BladeCenter chassis that are correctly enabled for SNMP can be discovered
automatically by Microsoft network device discovery. After installing the I1BM
Hardware Management Pack, you can verify that BladeCenter chassis are
discoverable.

Steps for this task

To configure the IBM Hardware Management pack, do the following:
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1. View Microsoft System Center Operations Manager consoles that are able to
discover BladeCenter chassis by clicking 1IBM Hardware -> I1BM
BladeCenters and Modules -> Windows Computers for managing IBM
BladeCenters.

Use this view to identify the health of computers that have the IBM Hardware
Management Pack installed and are able to discover and manage BladeCenter
chassis and components.

2. Monitor IBM BladeCenters and modules by clicking Monitoring -> 1BM
Hardware -> I1BM BladeCenters and Modules.

Chassis units are displayed in the middle window followed by a view of their
components that is organized in the same way that the management modules
present components:

IBM BladeCenter Blades

IBM BladeCenter Chassis

IBM BladeCenter Cooling Modules

IBM BladeCenter 1/0 Modules

IBM BladeCenter Management Modules
IBM BladeCenter Media Modules

IBM BladeCenter Power Modules

IBM BladeCenter Storage Modules

Each module type has a health state and the following properties:

e Product name, and the logical name for blades
e Physical location info

3. Logon to the IBM BladeCenter AMM web console. Set ports for SNMP
communication for a BladeCenter chassis that has not been discovered
automatically, by clicking MM Control -> Port Assignment on the
management module Web console.

Serial Port SNMP Agent 161

Port Assignments

MNetwork Interfaces SMMP Traps 162

Use the default SNMP ports of 161 for agent (queries/polling) and 162 for
trapping. It is important that the SNMP port settings be consistent. Otherwise,
the Operations Manager cannot discover the BladeCenter chassis.

4. Change the SNMP settings by clicking MM Control -> Network Protocols -
> Simple Network Management Protocol (SNMP.

a. Select Enabled for SNMP Traps, SNMP v1 agent.

b. Fill in the Community name assigned to the BladeCenter through which
SNMP will communicate and, the fully qualified host name or the IP
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address, of every Microsoft System Center Operations Manager 2007
Management Server that will manage the BladeCenter.

Community|
name Access type |Fully qualified host name or IP address

Public Set yourOpsMgrServer.yoursite.yourcompany.com

The "Set" access type is needed to enable management tasks such as
remotely powering on or off a blade server through the Operations Manager
console. If you do not intend to allow such tasks through the Operations
Manager console, you can lower the access type to Trap. At minimum, the
"Trap" access type must be set so that the Operations Manager server can
perform SNMP queries and receive SNMP traps from the BladeCenter.

To receive events from management modules, a network connection must
exist between the management module and Microsoft System Center
Operations Manager. In addition, you must configure the management
module to send events.

Although this step might vary slightly depending on the firmware level, enable
alerting using SNMP. To enable alerting using SNMP over the LAN in firmware
revision 46, click MM Control -> Alerts. In the right pane, under Remote
Alert Recipients, click a ~not used— link to configure the alert recipient as
illustrated in the next figure.

Remote Alert Recipient 3 @

1. Ifyou enable 2 SKNMP over LAMN recipient, you alkso need to cormplete the SNMP section on the Metwork Protocols
page.

2. Ifwou enable an E-mail over LaN recipient, you also need to complete the SMTP section on the MNetworlk Protocols
page.

By entering an email or SNMP address not assigned to your company, you are consenting to share hardware serviceable
events and data with the owner of that email or SNMP address not assigned to your cormpany. In sharing this
infor mation, you warrant that you are in compliance with all import/export laws,

Status

Mame

Motification method SMMP over LaM w
Receives critical alerts only 1

[ Reset to Defaults ] [ Cancel ] [ Save ]

a. In the new Remote Alert Recipient window, change the status from
Disabled to Enabled.
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In the Name field, type a descriptive name for the Management Server
of Microsoft System Center Operations Manager 2007 you will use to
manage the BladeCenter. See Discovering BladeCenter in Operations
Manager on page 23 for more about the Management Server setting.

Select SNMP over LAN for the Notification method.

Click Save.

21



The following figure shows a completed Remote Alert Recipient dialog.

Remote Alert Recipient 3 @

1, Ifyou enable a SMMP over L&N recipient, you also need to complete the SMMP section on the Metwork Protocols
page.

2. If you enable an E-mail over LAN recipient, you also need to complete the SMTP section on the Metwork Protocals
page.

By entering an email or SMMP address not assigned to your company, you are consenting to share hardware serviceable

events and data with the owner of that email or SNMP address not assigned to your company, In sharing this
infor mation, you warrant that you are in compliance with all import/export laws,

Status Enabled

Mame \SCOM_RSM_01 |
Matification method |SNMF' over LAMN v|
Receives critical alerts only O

[ Reset to Defaults ] [ Cancel ] [ Save ]

The following instructions are for firmware revision 46, but might change in
succeeding firmware levels.

¢ In the left pane, under MM Control, click Alerts, scroll down to Monitor

Alert, click which alerts to send, and click Save.

Monitored Alerts @

Usa enhanced alert categorias

Critical Alerts Warning Alerts Informational Alerts

Irventory change
Network change

Chassis/System Management
Cooling Devices |
Power Modules
Blades
1/0 Modules
Storage Modules ]
EventLog
Power On/Off

[+]

Liser activity
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Discovering BladeCenter in Operations Manager

To discover chassis and their components in Microsoft System Center Operations
Manager, complete the following steps on a management server:

Steps for this task

1. Select Discovery Wizard to start the Discovery Wizard.

P computer and Device Management Wizard

Discoverny Type

Dizcovery Method Choose the type of computers or devices to discover and manage.

Select Objects to Manage

SLmmary Windows computers

Thig enables you to discover Windows computers in pour
'l- Jj Active Directory environment and to install agents on the

! 4 ones you want bo manage.
t.g [ /

Unix/Linux computers

Thiz enables you to discover Unix and Linus computers in
your erwironment and install agents on the ones you want to
manage.

a

Network devices

4551 Thiz enables you to specify an IP range to discowver network,
devices and monitor them uzsing SHMP.

e

v

Select a digcoveny tupe and click Mext to continue.

<Previ0us| Mext » I Dizeover | Cancel |

2. Select Network devices in SCOM 2007 R2. With SCOM 2007 SP1, select
Advanced discovery for the Auto or Advanced? field, Network Devices
for Computer & Device Types field, and then select the management server
that is going to discover and manage the BladeCenter the Management
Server field.

3. Click Next to go to the Discovery Method page to enter more settings in
the Discovery Wizard.
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:' Computer and Device Management Wizard

5] Discovery Method
A

Dizcovery Tope

Dizcovery Method Specify Network Addresses

Select Objects to b
e A Specify a starting and ending addresses

Sumrmary Start: End:

Simple Network Management Protocol {SNMP) Community Strings

The password used to discover network devices is called a "community string”. Flease
specify wour network device community skring.

Community skring:

Ipublic

Simple Network Management Protocol (SNMP) Community Yersion

ersion:

Discovery Interval

Discavery Timeaouk I 2 ﬁ IMinutes j

Management Server

JKKRDO4. 5COMRZ. com =l

<Erevi0us| Hext | Discaver I Cancel |

4. Enter an IP address range for discovery to examine. Enter the community
name that you used on the BladeCenter chassis SNMP settings in the
Community string field. Select SNMP v1 for Version, set the desired value
for Discovery Timeout, and then select the management server of
Microsoft System Center Operations Manager 2007 that is to be used to
discover and manage the target BladeCenter for the Management Server
field. This management server should have the IBM Hardware Management
Pack installed and also needs to be correctly set up to discover and manage
the target BladeCenter through its SNMP settings. See Configuring
BladeCenter SNMP settings.

5. Click Discovery to go to the Select Objects to Manage page to select the
IP address for the BladeCenter chassis to manage.
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" Computer and Device Management Wizard

5 Select Objects to Manag
L i

Digcover Type

Discovery Method Discovery Results
Select Objects to Manage
The discovery process Found the Following un-managed devices,
Surmmary

Select the devices you want to manage: Select Al Deselect Al

9.125.90.216
O 9.125.90.218
O 9.125.90.226
O 9.125.90.242
O =.125.90.247
O =.125.00.248
O =.125.90.250
O 9.125.90.255

Mate: I vou do not see all of the computers vou expect to see, wou can obtain
information on troubleshooting discovery issues at http:f/go.microsoft, com/Frlinks?

LinkID=128940.

Proxy Agent

1BM-LMFDKUZFCZG, chunfang. com Change |

<F‘revi0us| et > I Firizt | Canecel |

4. Select the IP address of the chassis unit to manage. Enter the name of the
Microsoft System Center Operations Manager management server that you
entered in the Auto or Advanced page in the Proxy Agent field.

The Proxy Agent handles event alerts from the target BladeCenter. The server
must be a Microsoft System Center Operations Manager management server
that has the IBM Hardware Management Pack, Version 2.4 installed and that
can communicate with the target BladeCenter chassis using SNMP. Making the
proxy server the same as the management server selected for the discovery

simplifies any troubleshooting.

Removing a discovered chassis

You can remove a discovered BladeCenter chassis from the group of discovered

systems.

Steps for this task

To remove a discovered chassis:
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Log on to the Microsoft Operations Manager 2007 operations console.
Select Administration -> Network Devices.

Select the BladeCenter Chassis you want to delete in the middle pane.
Right-click and select Delete to start the delete task.

When the chassis and its discovered components are removed from the
group, they are no longer displayed in the instances of:

e IBM BladeCenter Blades

e IBM BladeCenter Chassis

e IBM BladeCenter Cooling Modules

e IBM BladeCenter 1/0 Modules

e IBM BladeCenter Management Modules
e IBM BladeCenter Media Modules

¢ IBM BladeCenter Power Modules

e IBM BladeCenter Storage Modules

Working with the Hardware Management
Pack

The Hardware Management Pack enhances the functionality of the Operations
Manager to provide more detailed information about managed IBM systems.

Use the following tasks to learn more about using the Operations Manager when you
have installed the Hardware Management Pack.

Monitor the system using the Monitoring pane of the Operations Manager
Console, as described in Using the Operations Manager Console with the
Hardware Management Pack installed.

Add an IBM system to the managed systems, as described in Adding an IBM
system to be managed by the Operations Manager.

Monitor the health of systems, components, and systems-management
software, as described in Monitoring the health of systems, hardware
components, and other targets.

Identify and resolve errors, as described in Using Health Explorer to identify
and resolve problems.

Access IBM knowledge pages, as described in Using knowledge pages to
resolve problems.
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Using the Operations Manager Console with the
Hardware Management Pack installed

After installing the IBM Hardware Management Pack, use the Monitoring pane of the
Operations Manager Console to monitor the system. The IBM Hardware folders and
views in the Monitoring pane provide a complete view of the health of your IBM
BladeCenter chassis and chassis components and your System x and x86/x64 blade
servers.

About this task

Perform the following procedure to become familiar with the Monitoring pane of the
Operations Manager Console so that you can see what the Hardware Management
Pack adds.

Steps for this task

1. Click the Monitoring tab in the left pane of the Operations Manager Console
to show the systems and hardware components that you can monitor with the
Hardware Management Pack.

The following graphic shows part of the Monitoring pane of the Operations
Manager Console after you install the Hardware Management Pack.
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Monitoring

=) L 1B Hardware
ﬂ wiindowes Computers on [BM Spstemn » or #8664 Blade Servers
= |3 IBM BladeCenter(z] and Modules
LA| Active Alerts
22| IBM BladeCenterz)
sate T azk Statuz
ﬂ Windows Computers for Managing 1Bk BladeCenter[z]
3 |EM BladeCenter Modulez

4 Blade Semvers

LA| Active Alerts
LA| Active Alerts for IBM Software for Hyw Mot
| All 1B Spstem x and x36/%64 Blade Servers
ﬂ Bk Syztem = Enterprize/Scalable Syztems
ﬂ Bk Syztem = D ataPlex Systems
ﬂ Bk Syztem = Fack-mount Sestems
ﬂ Bk Syztem = Tower Systems
<] |BM #86/%64 Blade Servers
=t Task Status
< Unclassified IBM Spstem » o x86/%64 Blade Servers
[= \3 Hardware Camponents of [BM System » or x86./64 Blade Servers
A Active Alerts for IBK Hyw Components
=8| 1BM Systern Cooling Fans
ﬂ [EM Systern M anagement Controllers
ﬂ [EM Systern Metwork, Adapters
ﬂ [EM Systern Physical Memory
ﬂ [EM Systern Physical Processors
25| IBM Spstern Power Supplies
ﬂ [EM System Storage [Mon-5pecific)
ﬂ [EM Systern Storage [ServeRd D -Su/T/Ex)
ﬂ |EM Systern Storage [ServeRAID-BR or Integrated RalD]

Under the IBM Hardware folder is one view that provides a global view:
Windows Computers on IBM System x or x86/x64 Blade Servers view.

There are also two more folders of additional views of different types of
monitoring data that is collected from IBM systems.

The IBM Hardware Management Pack adds the following folders and views:
IBM Hardware (folder)

The IBM Hardware folder includes active alerts, task status, and aggregate
targets for all discovered IBM systems and hardware components. It also
includes systems diagrams.

Windows Computers on IBM System x or x86/x64 Blade Servers
(view)

Windows Computers on IBM Systems is a state view of IBM System x or
x86/x64 Blade Servers. Use this view as you would use the Monitoring ->

28



Computers view. The difference is that this view contains computers that are
either IBM System x or BladeCenter x86/x64 blade servers.

IBM BladeCenter(s) and Modules (folder)

This folder contains a summarized view of all BladeCenters and Modules and
personalized summary views of specific Alerts, Task Status, IBM
BladeCenters, and Windows Computers for Managing IBM BladeCenters.

IBM System x and x86/x64 Blade Servers (folder)

This folder contains a summarized view of all IBM systems in "All IBM System
X and BladeCenter x86/x64 Blade Systems" and personalized summary views
of specific types of IBM System x and BladeCenter x86/x64 Blade Servers
that are grouped by the type of platform, such as Tower, rack, Blade,
Enterprise server, and unclassified.

2. Click the Windows Computer on IBM System X or x86/x64 Blade
Servers view.

Only manageable hardware components are discovered and monitored, not all
components. For example, a system with one or more non-manageable fans
does not have all of its fans discovered or monitored. The pane labelled
Hardware Components of IBM System x or x86/x64 Blade Servers
shows various components.

R System Center Operations Manager 2007 R2 - scomir2

File  Edit Go  Actions Help
| ®
Monitoring Windows Computers on IBM System x or x86,/x64 Blade Se

&l [ 1BM Hardware 4 Look Far: | Find Mow Clear %
ﬂ Windows Computers on IBM Spstem 2 or 286/xk

&l 13 1BM BladeCenter(s] and Modulss State + || Mame 2 | 1BM Platform C... | BMMIT and SN | IBM Produ
(A Active Alerts
£ 1BM BladeCentar(s] & critical SCOMO8.5COM...  Rack 79859942231 IBM Systerf

jé Task Statuz
EI ‘wiindows Computers for Managing [BM Blac
Lj |EM BladeCenter Modules
[ |3 IBM System » and #86/464 Blade Servers
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\LA| Active Alerts for IBM Software for Hw/ Mgm
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3

3. Click the I1BM BladeCenter(s) and Modules folder to display detailed
information.
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Under the IBM BladeCenter Modules folder are four views and one folder:

Active Alerts (view)

Active Alerts is a state view of IBM BladeCenter alerts.

IBM BladeCenter(s)

(view)

IBM BladeCenters contains a summarized view of all IBM BladeCenter
chassis and chassis components, such as Blades, Cooling, 1/0, Storage,
Power, Management Module, and other components.

Task Status (view)

Task Status is a state view of IBM BladeCenters and Modules.

Windows Computers for Managing IBM BladeCenter(s) (view)

This view shows management modules that can communicate with IBM
BladeCenter chassis.

IBM BladeCenter Modules (folder)
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The IBM BladeCenter Modules folder contains all component information
and status information for BladeCenter chassis, chassis components, and
blade servers. Categories include Blades, Chassis, Cooling, 1/0,
Management Module, Media Modules, Power, and Storage.

Click the I1BM BladeCenter Modules folder to display the views in the folder.

After discovering an IBM BladeCenter chassis, the Hardware Management
Pack classifies the system according to its system type, and adds the system
to the view of all systems and to one of the other groups of system views:

IBM BladeCenter Blades

IBM BladeCenter Chassis

IBM BladeCenter Cooling Modules

IBM BladeCenter 1/0 Modules

IBM BladeCenter Management Modules
IBM BladeCenter Media Modules

IBM BladeCenter Power Modules

IBM BladeCenter Storage Modules

5. Click the IBM BladeCenter(s) and Modules -> I1BM BladeCenter
Modules -> IBM BladeCenter Blades to display detailed information about
all BladeCenter blade servers.
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6. Click the IBM System x and x86/x64 Blade Servers view to display the
views in the folder.

After discovering an IBM system, the Hardware Management Pack classifies
the system according to its system type, and adds the system to the view of
all systems and to one of the other groups of system views:

e Active Alerts

e Active Alerts for IBM Software for HW Mgmt

e All IBM System x and x86/x64 Blade Servers (all of the systems)

e IBM System x Enterprise/Scalable Systems

e IBM System x iDataPlex Systems

e IBM System x Rack-mount Systems

e IBM System x Tower Systems

e IBM x86/x64 Blade Systems

e Task Status

¢ Unclassified IBM System x and BladeCenter x86/x64 Blade
Systems (systems that are either too old or too new to be classified
correctly)

e Hardware Components of IBM System X or x86/x64 Blade
Servers (folder)

7. Click the All IBM System x and x86/x64 Blade Servers view to show the
dashboard views of its systems and hardware components.

Each view of IBM systems provides a dashboard view of health states and a
separate dashboard view of manageable hardware components in each

system, as shown in the following figure.

System Center Operations Manager 2007 R2 - scomr2
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Adding an IBM system to be managed by the
Operations Manager

Use the Microsoft Operations Manager 2007 Discovery Wizard to discover and add
IBM systems to be managed. The Discovery Wizard deploys the Hardware
Management Pack to the discovered system. The Discovery Wizard does not show
systems that are already being monitored.

Steps for this task

1. Log on to the Operations Manager Server with an account with an
Administrators role.

2. Click Administration.

3. Click Discovery Wizard at the bottom of the navigation pane or select
Configure computers and devices to manage in the Actions menu.

You can also right-click the Agent Managed view to select the Discovery
Wizard from a context menu, as shown in Figure 1.

.~ System Center Dperations Manager 2007 RZ - ibm

File  Edit Go  Actions  Tools  Hel

Agent Managed (1)

5% Administration
Connecked Management Groups
- Device Management

%Lookfor: I Fird Mo Clear
Health State | FGDN | ame

ary Management Server: IBM-LNFDKUZFCZG.chunfang.com (1)
by client 133, chunfang. com client133

ake Run As Acco

: Run As

Mew chanmel

(%) Security s Add Management Group
rﬁ ser R
@, Settings Refresh

Figure 1 Using the context menu to select the Discovery Wizard

4. Click Next if the Introduction page is displayed. The page does not display if
the Computer and Device Management Wizard has run before and you
selected "Do not show this page again".
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5. Click Advanced discovery on the Auto or Advanced? page.
6. Click Servers & Clients in the Computer & Device Types list.

7. Select the Management Server to be used to discover the computers in the
Management Server list.

8. Click the Verify discovered computers can be contacted check box.
9. Click Next to display the Discovery Method page.

10. Click Browse for, or type-in computer names to type in the names of IBM
systems, or to click Browse to search the network for IBM systems.

11. Click Next to display the Administrator Account page.

12. Type the user name, password, and domain name of an account that is a
member of the Administrators role.

The account must have administrative privileges on the targeted computers to
be managed. If This is a local computer account, not a domain account
is selected, the Management Server Action Account is used to perform
discovery. For more information about Operations Manager 2007 accounts,
see Security Considerations in Operations Manager 2007 at

http://technet.microsoft.com/en-us/library/bb309725.aspx.

When you run the Operations Console on a computer that is not a
Management Server, the Connect To Server dialog box is displayed. Type the
name of the Management Server to connect to.

13. Click Discover to display the Discovery Progress page.

Progress time depends on the number of computers in the network and other
factors. The Discovery Wizard might return up to 4000 computers if you
selected the Verify discovered computers can be contacted check box, or
up to 10,000 computers if the check box is not selected.

14. Select the computers to manage on the Select Objects to Manage page.
15. Click Agent in the Management Mode list then click Next.
16. Click Finish.

17. Examine the Agent Management Task Status dialog box to verify that the
status for the selected computers changes from Queued to Success.

18. Click Close.

What to do next
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See the Microsoft Operations Manager documentation at

http://technet.microsoft.com/en-us/opsmgr/default.aspx for more information about

using the Discovery Wizard.

Viewing inventory

You can use Microsoft System Center Operations Manager to view inventory for
appropriately configured management modules.

Steps for this task

To view the inventory for a system, complete the following steps:

1. On the Microsoft System Center Operations Manager operations console
window, in the Computer and Groups pane, click Computers and Groups
View -> IBM Hardware -> IBM BladeCenters and Modules to view IBM
BladeCenters and their modules.

2. Click Computers and Groups View -> IBM Hardware -> IBM System x
and x86/x64 Blade Servers to view IBM System x servers, BladeCenter
blade servers, and other individual systems that have been discovered.

Monitoring the health of systems, hardware
components, and other targets

The Hardware Management Pack discovers and monitors the health of hardware
components: processors, memory, network adapters, storage, management
controllers, power supplies, fans, temperature sensors, and voltage sensors. The
Hardware Management Pack can also discover and monitor the health of system-
management software, such as IBM Director Agent, IPMI driver, IBM IPMI Mapping
Layer, and ServeRAID™ Manager Level 1 Agent.

About this task

Component discovery and health monitoring depends on firmware support, hardware

compatibility, and management-software support. Because of the factors involved,
not all components are discoverable. If a component is not discovered, it cannot be
monitored or managed.

Steps for this task

1. Click the Monitoring button in the navigation pane.

2. Expand the IBM Hardware folder to display the folders and views that the
Hardware Management Pack adds to the Operations Manager Console.
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3. Expand either 1BM BladeCenter(s) and Modules or IBM System x and
Xx86/x64 Blade Servers.

4. Click Active Alerts to see if any Critical or Warning alerts are associated with
your IBM Hardware.

The following figure shows an example of how active alerts might be
displayed:

A System Center Dperations Manager 2007 RZ - YalBladeOMS

File  Edit View Go  Actions  Tools  Help

1 Scope | -‘{find |ﬁ Actions | (7)

-‘{‘ Search - 5 Show at least 1 week of data Orverrides

Active Alerts
=] @ Monitnring - Look For: l— Find Mow Clear
|=£ ';icstlcv:v’:rl:rsslnventmy LY | Path ‘ Source |J/)| Mame: Resalution State | Created
25| Distributed Applications - Sewerity: Critical (3)
% L:?;E:j:;ewem @ w-rbdwZk3rzh L. Adaptec, Inc..5... A hardware event related with I6M ServeRAID-.., MNew 12112010
£25] windows Camputers @ w-BCS-bladel.L... IEM Directar Pla,.. Management Software Missing Mew 12f1fz010
EE Agertless E*C?Dtiﬂ_ﬂ Monitoring 8 w-zeus LabS4.lo,.. Adaptec, Inc..5... A hardware event related with IBM ServeRAID-.., Mew 12f1f2010
% ﬁgg:m;l ﬁggcsa;'ﬁ?ce % v-BCG-bladet L., MSSQLSERVER The SQL Server Service Broker or Database Mir.., New 11430/201
= @ IBM Hardware @ w-BC5-bladel.L... IEM Director Pla... Management Software Failed Mew 1&112010
(8] Windows Camputers on IBM System » or 45 @ w-xbewzkarzh.l,.. M3SOLSERVWER An error accurred while the query log table was...  New 12j1f2010
% :SM gi‘?ﬂ?‘;ﬁ?lgag’ig;gl‘iedi Gervers @ w-BCS-bladel.L... MSSQLSERNWER The service cannot be started Mew 11f30/201
: i 3 8 w-rhdwzk3rzh.L,.. MSSQLSERMER The service cannot be started Mew 1zf1fz010
% :ﬁg;'ﬁjg;::irdi;gré: E:a::\ge 8 w-BCS-bladel.L... MSSQLSERMER. An error occurred while the query log kable was..,  Mew 11fa0/201
2] IBM System x Enterprise/Scalable Systg| = Severity: Warning (5)
6] 16M System x iDataPles Systems Ay wBCS-Hlads2 L., wBCS-bladeZ L., Script ar Executable Failed to run Ml 11j22{201
% ::m :iz::z : ?Da:“:[m;:::r:zslems _;3 vw-BCS-blade2. L.,  BMC ar IMM BIOS requires an update for management cantr.., Mew 1zf1fz010
|€_D] |EM =36/%64 Blade Servers ._,',L ¥-De360M3.Lab...  IEM.S0060SE00... & hardware event related with I6M ServeRAID-.., MNew 1E/412010
% L:scl\(ai:::; 1EM System s or 36464 B JL w-dataplexold.L...  BMC ar IMM BIOS requires an update for management contr..,  Mew 1Zf1fz010
Ea Hardware Components of BM System J} w-BCS-bladel.L... w-BCS-bladel L., Script ar Executable Failed o run Mew 11f30/201

5. Check the health of your systems by using one or more of the following
options.

e Expand the Windows Computer on IBM System x or x86/x64 Blade
Servers folder to check the status of the Windows platform on each
system in the IBM Hardware.

e Expand the IBM BladeCenter(s) and Modules folder to check the status
of all IBM BladeCenter chassis. Then expand the 1BM BladeCenter
Modules view to see health information for all modules.

e Expand the IBM System x and x86/x64 Blade Servers folder to check
the hardware status on all IBM systems. Then click the All IBM System x
and x86/x64 Blade Servers view to display the health indicators in the
first column of the systems dashboard and in the first column of the
hardware components dashboard. You can also expand any group view,
such as IBM System x Rack-mount Systems, to check the hardware
state for those systems.

What to do next
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Go to Using Health Explorer to identify and resolve problems to learn how to use the

Health Explorer to examine a critical problem.

Viewing alerts

You can use Microsoft System Center Operations Manager to view alerts that are
sent from appropriately configured management modules and IBM System x systems
and BladeCenter blade servers.

About this task

To view the active alerts for a system, complete the following steps.

1. To view BladeCenter chassis alerts, click Monitoring -> IBM Hardware ->
IBM BladeCenters and Modules-=>Active Alerts.

In IBM BladeCenters and Modules, you can see these components under
each chassis.

IBM BladeCenter Blades

IBM BladeCenter Chassis

IBM BladeCenter Cooling Modules

IBM BladeCenter 1/0 Modules

IBM BladeCenter Management Modules
IBM BladeCenter Media Modules

IBM BladeCenter Power Modules

IBM BladeCenter Storage Modules

2. To view individual System Xx, xSeries, BladeCenter blade server, and other
systems, click Monitoring -> IBM Hardware -> IBM System x and
x86/x64 Blade Servers-> Active Alerts.

The IBM Hardware Management Pack has limited support for tools like
WinEvent.exe that generate IBM Director events and do not fully prescribe
specific target instances.

In some circumstances, the WinEvent.exe tool does not correctly support the
event ID and the event description. This incorrect support makes the
WinEvent.exe tool unreliable for displaying all events.

Note: All WinEvents are reported under one monitor.

Successfully simulated events are displayed in the Operations Manager
Console under the Alerts view and the Events view.

Monitored systems that have IBM Director Agent 5.1.x installed and that use
the WinEvent.exe tool can cause errors to reoccur even after you manually
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clear the alerts from the Health Explorer view. To eliminate such event
recurrence, delete the IBM\director\cimom\data\health.dat file and all
IBM\director\cimom\data\health.dat\*.evt files from the client system and
restart the system.

3. Right-click a BladeCenter chassis, a System x server, a BladeCenter blade
server, or any other system to open monitoring views. You can monitor using
the Alert View, Diagram View, Event View, and State View.

Locating and finding Hardware errors

Navigate to "All IBM System x and x86/x64 Blade Servers" to view the hardware
errors.

Using Health Explorer to identify and resolve problems

You can use the Health Explorer to identify and resolve error states that show up
when monitoring IBM systems and hardware components. For a quick check up, look
at Active Alerts, Windows Computer on IBM System x or x86/x64 Blade Servers, or
All IBM System x and x86/x64 Blade Servers. These views show any existing Alerts
on your IBM hardware.

About this task

Use the Health Explorer to view, learn, and take action on alerts, state changes, and
other issues raised by a monitored object. The Health Explorer helps you
troubleshoot your alerts.
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For example, suppose that you see a critical error when you are monitoring your

systems and hardware components, such as shown in Figure 2.
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Figure 2 Example of a critical error showing up in a managed system

Use the following procedure to identify and resolve the error.

Steps for this task

1. Open the Health Explorer when there is a Warning or a Critical alert by
clicking All IBM System x and x86/x64 Blade Servers; then double-click
on the state. By default, the health Explorer opens with all failed monitors in
expanded view.

Figure 3 shows how such an error might be displayed in the Heath Explorer:
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Figure 3 Example of hardware components causing a system to be in error

If there is no warning or critical alert visible, highlight an IBM system in the
“All IBM System x and x86/x64 Blade Servers” view and then right-click the
system to show its context menu. Click Open and then click Health Explorer
for system_name.

Use the Health Explorer to identify the basal level health monitor indicating an
error. The indication should refer to a particular component instance.

In this case, the cause of the error is a faulty fan.

Click State Change Events in the right-hand pane for details about the
latest state change event.

You can see the date and the time that the fan failed. You can also read
details about the nature of the error.

What to do next

Go to Using knowledge pages to resolve problems to learn how to use the knowledge

pages to get help to resolve an error state and to learn about hardware components.

Using

knowledge pages to resolve problems

You can access knowledge pages about errors, events, and components to learn
more about your systems and hardware components, and to learn how to resolve

errors when they occur.
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Before you begin

This topic builds on Using Health Explorer to identify and resolve problems. Figure 4

shows how an error might be displayed in the Heath Explorer:
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Figure 4 Example of hardware components causing a system to be in error

About this task

Knowledge pages written by IBM developers can help you understand more about
IBM Systems x and x86/x64 Blade Servers events, alerts, components, and other

information.

You can access the knowledge pages in these ways:

e Use the Health Explorer/Monitors View to access IBM Hardware Management

Pack monitor knowledge.

e Use the Events view to access knowledge about the event.

e Use any links provided in the knowledge to access related hardware event

knowledge.

Perform the following procedure to learn how to use knowledge pages.

Steps for this task
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Click Knowledge in the right-hand pane of the Health Explorer to read about
the error event, including explanations and necessary steps that might help

you fix the problem.

Read the "Knowledge" for the monitor in the right-hand pane to see if a
manual "Reset Health" is needed, and for information about how to resolve
the error if extra steps are needed. Figure 5 shows how such a page might be

displayed:
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Figure 5 Example of a knowledge page that describes an error event

Some knowledge pages have links to another knowledge page for possible
causes and suggested actions. Such pages might describe specific errors and
their remedies, or describe hardware components.

Click the Fan speed is outside the healthy range link.

The link opens another knowledge page, as shown in Figure 6.

42




F~ System Cender D ol o Maage POOT - shidoerGep

Fla Pl Vs S Btens Tosls  eale
I 0 Heahl Depdorer For v-make 227500 sh 54 ocal

| () Reset Hoakth M- Recolste Heskh () 5 Propeites i Hep |
[

| T, Overrides = |
Health moritors hof v-malnci25l LabSd loc sl

= ¥ Entiby Moalth - vwmabn X050 LabSd local [Entiy]
e fovadabalty - v-masbe 2250 Lab5d local [Ertly]
() Corfgueston - vmate 3250 LabS4 kel Erity
L) MO 2008 Misbotng ol - venshe 1250 L bR locsl P Compu
= Perfomiance - wmabe 3250 L b5 focal [Erdity]
-} Padommance heat iolup of |BM softwas lor handsans management -
= Pradoirmaracn Faalt iolug of [BM Spebevn a0 Blade 55 Blads qrites
I Perfoenance - vmabe 3250 LabS4 beal [Entiy)
=400 Perlommance healh ol of [EM x baie system - v 2250
=i Pedomance - vmabn 250 LabS5d local [Ertiy]
= Perdomance heath ol of M hardre comgonen
= w Padorrmaree - A1 Slorage [Enity]
] \;} Pedoimarce - Prysical Mesony & [Entiy]
-] Pedomance - Fam Sensor 1 [Entily)
Padamance - L5 Urknown [Entiy]
1 i) Pedareares - Fan Sontal 2 [Enitd
() et mrarabod Boa TBM syshors cooling fan cordl
; o} et marsbor for BB aysbem fan ipeed akses

(o) Pharm dar bumadb b ks s revmibes e IR0 svri b

Krcmdncign | State Change Events (21|

Summary

This monitor wses Director Core Services to chack the heakh conditon of
o cogling fan. Oftan, & management costrpller rudt be ingtalled on the
system before the mordor can take sffect,

Description

When the stabe of & system fam has changed with respect ta the
manufacturer-defined revolutions per minss{rpm} valees, an et s
raised and the hesith state of the fan is et to the error stabe,
Paossible Causes and Resolutions

& variaty of conditions can csuses this type of failure, Consult the following
kK ledge articla for padsible cauies, hest and rasolutsand,

lih cangs
Aifter the cause of the health condition is resolved, the heskth state of this
menitor i automatically restored to the normal state,

7

Ot - O - @ (] Pwewth Sreetns 6] (- w3

(=]
hut)
Ioushy

—

LR sloix
| &

Aetiress (8] 0x/frogrem Fles] AR Hordware Haragement Fack for Mcrasalt System Center Opershors Mansgerljinyivaceono bz [ sa | Links *

B8RS EE

there are oo backups for redundancy

Rady
Histeet| |} @ | Lo v, | ) compute Manag... | g Sritem Corker 0...] Ly Hookth B 1.0, | urtitied -Part |[@1ocProgrampl. [5I0E 8 1imian

- 1: Enowledge Acticle: TD X00FO00]L - Fan speed is owtsde the healthy range
1 5
L 1 s Description
_L.rm The fadre report indicates when the BFM {revelution per minate) for a fan = the system falls sutside the healthy range
i My Woakspace Cookng i from Foot to rear, with a being inducted over the sorage dewces, blown over the electronic and power

componsnts, and vented through the rear of the system. For proper coobng of the system, all fans must be working properly,

-

i

Figure 6 One knowledge page linking to another

3. Perform the procedures identified in the knowledge pages to resolve the error
and reset the health sensor, if necessary.

What to do next

The knowledge page is also accessible through the Active Alerts view. Double click an

Alert to show the Alert Properties. The Alert description is in the General tab. The

second tab is Product Knowledge that includes the link to the knowledge page. Figure

7 shows the Alert Properties for an Alert:
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Figure 7 Example Alert Properties

Best practice: Determining the cause of an
error

Use this recommended diagnostic procedure to help you look for and solve problems
that might occur in the managed environment.

Steps for this task

1. Open the Operation Console and click Monitoring to open the Monitoring

pane.

To quickly view the status of all of your managed IBM systems that have

Windows operating systems, expand I1BM Hardware and click Windows
Computers on IBM System x or x86/x64 Blade Servers.

Check the health of

the systems in the top middle pane.

All newly discovered objects are in the healthy state by default. Health check
monitoring updates the status of an object at regular intervals, according to
the default interval setting. You can configure the monitoring frequency by

overriding the "override-controlled" parameters. See the Microsoft Systems
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Center Operations Manager documentation about "Override" for more
information.

4. Select a system that shows a Critical or Warning state.
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5. Determine if the error is related to hardware or software.

e Hardware-related failures: Look in the Hardware Components of 1BM
System x or x86/x64 Blade Servers pane to select the system. Scroll to
the right to view all of the component status and data. You can personalize
this view.

This pane contains state views on a per-hardware-component-class basis.
The purpose of this view is to provide access to detailed properties of each
component instance. Look for additional system information in the Detail
View pane.

e Software-related failures: Look in the Windows Computer on IBM
System x or x86/x64 Blade Servers pane. This pane contains state views
and information on a per-software-component-class basis. Select a system
that has a Critical or Warning health state.
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The purpose of these views is to provide access to detailed properties of each
component instance. The Detail View pane displays all instances of the
system software with a health state for each of the four health aspects.

To find more information and details about the failure, access the hardware
information of the desired BladeCenter module or hardware system
component by clicking 1BM BladeCenter Modules.

From a previous view, suppose that you already know that a power supply
component failed. Select the related view, 1BM BladeCenter Power
Modules, to determine the problem with the power supply.

Select the Critical power module to review its related data.

Review the information and data presented in the Detailed View pane to see
all instances of the module type and each of its four health aspects.
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Ready

Right-click the selected module and select open -> Health Explorer.

Select the Alert and look at the information on the State Change Events
page.

Depending on the alert you have, you can click View Alert for more
information.



10. Click the Knowledge tab to read the Knowledge Page and the one or more

Knowledge Articles that relate to your alert.

Important:

Other BladeCenter chassis modules might affect the blade health, such as a

In addition to the health information available for each object,
related information might be available from other objects that are

health-related from different perspectives. For instance, a blade that is

monitored in-band through its platform agent shows a health state,

but the BladeCenter chassis management module also shows a health

state for the blade.

power supply that supplies power to the blade server. Similarly, the health of

a blade from the management module perspective might include the health
and other information about the operating system running on the blade.

For instance, the following BladeCenter simple network management protocol

(SNMP) alert has an event description field of 1.3.6.1.4.1.2.6.158.3.1.1.8

and an event ID of 1.3.6.1.4.1.2.6.158.3.1.1.14. Convert the decimal event
ID value to hexadecimal to look up the message in the Advanced

Management Module Message Guide.
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For a System x WMI event, the Details pane usually includes the description and

the event ID.
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Accessibility for 1BM Hardware
Management Pack, Version 2.4

Accessibility features help users who have a physical disability, such as restricted
mobility or limited vision, to use information technology products successfully.

IBM strives to provide products with usable access for everyone, regardless of age or
ability.

Accessibility features

The IBM Hardware Management Pack, Version 2.4 supports accessibility features of
the system-management software in which they are integrated. Refer to your
system-management software documentation for specific information about
accessibility features and keyboard navigation.

Tip: The IBM Hardware Management Pack, Version 2.4 topic collection and its
related publications are accessibility-enabled for the IBM Home Page Reader.
You can operate all features using the keyboard instead of the mouse.

You can view the publications for IBM Hardware Management Pack, Version 2.4 in
Adobe Portable Document Format (PDF) using the Adobe Acrobat Reader. You can
access the PDFs from the IBM Hardware Management Pack, Version 2.4 download
site.

IBM and accessibility

See the IBM Accessibility Center Web page at IBM Accessibility Center Web page for
more information about the commitment that IBM has to accessibility.
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Notices

This information was developed for products and services offered in the U.S.A.

IBM may not offer the products, services, or features discussed in this document in
other countries. Consult your local IBM representative for information about the
products and services currently available in your area. Any reference to an IBM
product, program, or service is not intended to state or imply that only that IBM
product, program, or service may be used. Any functionally equivalent product,
program, or service that does not infringe any IBM intellectual property right may be
used instead. However, it is the user's responsibility to evaluate and verify the
operation of any non-1BM product, program, or service.

IBM may have patents or pending patent applications covering subject matter
described in this document. The furnishing of this document does not grant you any
license to these patents. You can send license inquiries, in writing, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
U.S.A.

For license inquiries regarding double-byte (DBCS) information, contact the IBM
Intellectual Property Department in your country or send inquiries, in writing, to:

IBM World Trade Asia Corporation
Licensing

2-31 Roppongi 3-chome, Minato-ku
Tokyo 106-0032, Japan

The following paragraph does not apply to the United Kingdom or any other
country where such provisions are inconsistent with local law:
INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS
PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-
INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.
Some states do not allow disclaimer of express or implied warranties in certain
transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors.
Changes are periodically made to the information herein; these changes will be
incorporated in new editions of the publication. IBM may make improvements and/or
changes in the product(s) and/or the program(s) described in this publication at any
time without notice.
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Any references in this information to non-1BM Web sites are provided for
convenience only and do not in any manner serve as an endorsement of those Web
sites. The materials at those Web sites are not part of the materials for this IBM
product and use of those Web sites is at your own risk.

IBM may use or distribute any of the information you supply in any way it believes
appropriate without incurring any obligation to you.

Licensees of this program who wish to have information about it for the purpose of
enabling: (i) the exchange of information between independently created programs
and other programs (including this one) and (ii) the mutual use of the information
which has been exchanged, should contact:

IBM Corporation
MW9A/050

5600 Cottle Road
San Jose, CA 95193
U.S.A.

Such information may be available, subject to appropriate terms and conditions,
including in some cases, payment of a fee.

The licensed program described in this document and all licensed material available
for it are provided by IBM under terms of the IBM Customer Agreement, IBM
International Program License Agreement or any equivalent agreement between us.

Any performance data contained herein was determined in a controlled environment.
Therefore, the results obtained in other operating environments may vary
significantly. Some measurements may have been made on development-level
systems and there is no guarantee that these measurements will be the same on
generally available systems. Furthermore, some measurements may have been
estimated through extrapolation. Actual results may vary. Users of this document
should verify the applicable data for their specific environment.

Information concerning non-IBM products was obtained from the suppliers of those
products, their published announcements or other publicly available sources. IBM has
not tested those products and cannot confirm the accuracy of performance,
compatibility or any other claims related to non-I1BM products. Questions on the
capabilities of non-1BM products should be addressed to the suppliers of those
products.

This information contains examples of data and reports used in daily business
operations. To illustrate them as completely as possible, the examples include the
names of individuals, companies, brands, and products. All of these names are
fictitious and any similarity to the names and addresses used by an actual business
enterprise is entirely coincidental.
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If you are viewing this information softcopy, the photographs and color illustrations
may not appear.

Trademarks

IBM, the IBM logo, and ibm.com® are trademarks or registered trademarks of
International Business Machines Corporation in the United States, other countries, or
both. If these and other IBM trademarked terms are marked on their first occurrence
in this information with a trademark symbol ( or ), these symbols indicate U.S.
registered or common law trademarks owned by IBM at the time this information
was published. Such trademarks may also be registered or common law trademarks
in other countries. A current list of IBM trademarks is available on the Web at
"Copyright and trademark information™ at
http://www.ibm.com/legal/copytrade.shtml.

Adobe, Acrobat, and Portable Document Format (PDF) are either registered
trademarks or trademarks of Adobe Systems Incorporated in the United States,
other countries, or both.

Intel®, Itanium®, and Pentium® are trademarks of Intel Corporation in the United
States, other countries, or both.

Microsoft and Windows are trademarks of Microsoft Corporation in the United States,
other countries, or both.

Other company, product, or service hames may be trademarks or service marks of
others.
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