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This release of IBM Aspera 4.3.2 release provides the fixes and other changes listed below. Additional
sections cover system requirements and known problems.

ISSUES FIXED IN THIS RELEASE
ATT-1727 - An issue could occur when using token authentication with access keys where an incorrectly
configured aspera.conf that had “allow” for the authorization values and a maliciously crafted ascp
command line could allow ascp to access files outside of the root of the access key.

NODE-1395 - Fixed /files/browse API calls listing the wrong directory when using sub-access keys.

WAT-1031 - Fixed issue where Sync2 attempts to open Redis when using access_key with file_id.

WAT-1063 - Fixed failures in async client when async server is using async_lock_type kvstore and
server database directory cannot be created.

SYSTEM REQUIREMENTS
Linux 64-bit: RHEL 7-8. CentOS 7-8. Ubuntu 20.04 LTS. Ubuntu 18.04 LTS. Ubuntu 16.04 LTS. SUSE 
Linux Enterprise Server (SLES) 12. Debian 8+. Fedora 19+. Kernel 3.10 or higher and Glibc 2.17+.  

Windows: Windows Server (64-bit) 2012, 2016, and 2019. For client use only, you may also use 
Windows 10 (64-bit).

macOS: 10.13 (High Sierra), 10.14 (Mojave), 10.15 (Catalina), macOS 11.0 and 11.1 (Big Sur). 

PowerLinux: RHEL 7-8. CentOS 7-8. Ubuntu 20.04 LTS. Ubuntu 18.04 LTS. Ubuntu 16.04.2 LTS. Your OS 
version must support little-endian (LE) ordering, and it must run on IBM Power hardware that supports LE 
ordering. Kernel: Linux 4.4.0-116-generic. Architecture: ppc64-le.

zLinux: Linux on z Systems s390, 64-bit. RHEL 7-8. SUSE Linux Enterprise Server (SLES) 12.  

AIX: 7.1, 7.2, 7.3. 

PRODUCT SUPPORT
For online support, go to the IBM Aspera Support site at https://www.ibm.com/mysupport/. To open a
support case, log in with your IBMid or set up a new IBMid account.
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