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Release Notes: IBM Aspera Streaming 3.9.6.1 for Linux,
Windows, and macOS

Product Release: April 13, 2020
Release Notes Updated: April 11, 2020

IBM Aspera has discovered a security vulnerability that requires your immediate attention. Certain Aspera
applications are vulnerable to a buffer overflow, which could allow an attacker with intimate knowledge of
the system to execute commands in a restricted shell (aspshell). IBM Aspera Streaming 3.9.6.1 removes this
vulnerability.

IMPORTANT: You must upgrade IBM Aspera Streaming to 3.9.6.1.

The only exception is if you already upgraded Streaming to 3.9.6 and applied the security patch as described in the
security patch instructions.

NEW FEATURES

This release provides performance improvements, security fixes, and platform enhancements.

SYSTEM REQUIREMENTS

Platform Version

Linux 64-bit Ubuntu 14.04 LTS, 16.04 LTS, 17.10. RHEL 6-7. CentOS 6-7. SLES 11-12. Debian
7-9. Fedora 26-27. Kernel 2.4 or higher and Glibc 2.5+

Windows 64-bit Windows Server 2012, 2016, and 2019.

Mac OS OS X 10.11 (El Capitan), macOS 10.12 (Sierra), macOS 10.13 (High Sierra), macOS
10.14 (Mojave), macOS 10.15 (Catalina).

KNOWN ISSUES

ATT-186 - A multicast session does not fail if the multicast IP address and port is already in use on the receiver.

PRODUCT SUPPORT

For IBM Aspera Support information, see the IBM Support Guide.

To open a support case, log in with your IBMid or set up a new IBMid account. See Community Registration.

To stay informed of critical IBM software support updates, subscribe to Aspera products with My Notifications.

https://www.ibm.com/support/pages/node/6129741
https://www.ibm.com/support/home/pages/support-guide/?product=3712142
https://www.ibm.com/mysupport/s/article/IBM-Support-Community-registration?language=en_US
https://www-945.ibm.com/systems/support/myview/subscription/css.wss/

