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Introduction

Faspex is afile exchange application built on IBM Aspera High-Speed Transfer Server as a centralized transfer
solution. With aweb-based graphical user interface, Faspex offers more advanced management options for fasp high-
speed transfer to match your organization's workflow. Faspex offers the following file-exchange and management
features:

Feature Description

Web/Email-based Interface | Simple web and email interface for exchanging files and directories.

Package Forwarding Enable users to forward file packages on the server to others (without re-uploading).

Permission Management Manage user permissions through workgroup/dropbox assignment or direct
configuration.

Post-Processing Execute custom scripts after atransfer when certain conditions are met.

Email Notification Create customizable email notifications of Faspex events (such asreceiving a
package).

Directory Service Seamlesdly integrate your organization’s Directory Service users and groups.

The following diagram illustrates how Faspex handlesfile transfers:
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Client Workstation Server Workstation
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A user accesses the Faspex website through a web browser.

At this point, Faspex checksthat IBM Aspera Connect isinstalled and up-to-date. If it is not, Faspex automatically
prompts the user to download the latest version. Faspex displaysthe HST Server’sfilelist or an upload page based
on the user’ s request.

When the user selects afile for download or upload, transfer information is passed to Connect.
Connect establishes a connection with the HST Server and begins transferring the files.

N

> w

Installing Faspex

Faspex Installation Scenarios

There are three main ways to install Faspex.

Use Case 1: Installing Faspex with the Transfer Server on the Local server

The simplest use caseisto install both Faspex and the transfer server on the same server. When installing Faspex on
the same server as atransfer server, Faspex automatically configures the local node'sasper a. conf configuration
file and sets up a Node API user to communicate with the Node API. During installation, you can aso choose to
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perform a streamlined installation which allows Faspex to configure advanced options to Faspex defaults. This
streamlined installation is not available when the transfer server is on aremote server.

For instructions, see Installing Faspex with a Local Node on page 10.

Use Case 2: Installing Faspex with the Transfer Server on a Remote server
When installing Faspex on a machine without a transfer server, you must configure aremote transfer node for use
with Faspex and connect that node to Faspex during the installation process.

For instructions, see Installing Faspex with a Remote Node on page 13.

Use Case 3: Installing Faspex Programmatically with a Setup File

Y ou can automate Faspex installation by using setup files generated by theasct | command-line interface. The setup
files define configuration options that are manually configured during atypical installation.

For instructions, see Installing Faspex with a Setup File on page 18.

Installing Faspex with a Local Node

The simplest installation scenario isto install both Faspex and the transfer server on the same server.

. Warning: Due to incompatible common components, IBM Aspera Console and IBM Aspera Faspex cannot
,-_L1 be installed on the same machine. IBM Aspera does not support this combination.
Note:

When installing Faspex on the same workstation as the transfer server, Faspex automatically configures the local
node'sasper a. conf configuration file and sets up a Node API user to communicate with the Node API. When
installing Faspex on a machine without a transfer server, you must configure a remote transfer node for use with
Faspex and connect that node to Faspex during the installation process.

Before You Begin...
Before beginning the installation process for Faspex, you must be logged into your computer as an admin .

1. Review the system requirements section of the release notes.

2. Download the latest version of IBM Aspera High-Speed Transfer Server,Common Components and IBM Aspera
Faspex installers from the following locations:

e HSTS: http://downl oads.asperasoft.com/en/downloads/1
e Common Components: http://downl oads.asperasoft.com/en/downloads/6
« Faspex: http://downloads.asperasoft.com/en/downl oads/6

Installing the Transfer Server Locally
Toinstall IBM AsperaHigh-Speed Transfer Server, log into your computer with root permissions.

1. Runtheinstaller

To runtheinstaler, run the following commands with the proper administrative permissions. Replace the product
version accordingly.

$ rpm - Uvh aspera-entsrv-version.rpm

2. Instal thelicense.
The license can be installed using the GUI or from the command line.


http://downloads.asperasoft.com/en/downloads/1
http://downloads.asperasoft.com/en/downloads/6
http://downloads.asperasoft.com/en/downloads/6
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e GUI: Launch the application by running the following command as root:
# asperascp
If thisisafreshinstall, an Enter License window appears. Either click Import License File and select the

licensefile, or click Paste License Text to copy-and-paste the license file's content. The license information
appearsin the window. Verify that it is correct and click Close.

e Terminal: Create the following file:
[ opt/ asper al et c/ aspera-1license

Copy and paste your license key string into it, then save and close the file. To verify the license information,
run the following command:

$ ascp -A

3. Review or update OpenSSH authentication methods.

Open your SSH Server configuration filefrom/ et c/ ssh/ sshd_conf i g with atext editor.

To allow public key authentication, set PubkeyAut hent i cat i on toyes. To alow password authentication,
set Passwor dAut henti cati ontoyes, for example:

iDlui)keyAut henti cation yes
Passwor dAut henti cati on yes

Restart the sshd service:
$ sudo service sshd restart

To further secure your SSH Server, see the IBM Aspera High-Speed Transfer Server Admin Guide: Securing Your
SSH Server.

Install Faspex on the server

Before installing Aspera Faspex:

Disable SELinux (Security-Enhanced Linux) on your RedHat, CentOS or Fedora machine. SELinux, an access
control implementation, causes the Faspex installation to fail with an error. Disable SELinux on your machine by
following the instructions inDisabling SELinux on page 54.

If you have an existing MySQL database installed, stop the MySQL service.
If you have an existing Apache HTTP server installed, stop the Apache server.

Install the IBM Aspera Common Components.
Use the following commands with proper administrative permissions to run the installers (replacing version
accordingly):

rpm - Uvh i bm asper a- common- version. rpm

Launch the Faspex installer.

Note: Theinstaller attemptsto create afaspex system user and the associated / hone/ f aspex/ directory. If
your organization does not allow you to use the/ homne directory, first create the faspex user and configure the
user directory with the following commands:

# nkdir -p /hone/faspex/faspex_packages
# chown faspex: faspex /hone/faspex/
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Theinstaller uses the faspex user that you created and does not need to create the faspex user directory.

Use the following commands with proper administrative permissions to run the installers (replacing version

accordingly):

rpm-Uvh i bm asper a-faspex-version.rpm

. Launchasct | to continue the Faspex setup process. Run the following command:

asctl faspex:setup

. Chooseto perfformastrean i ned (s) setuporadetail ed (d) setup.

Follow the configuration instructions to complete the setup. The prompts the installer presents depends on whether

thisisastreamlined or detailed setup. See the table below for more information.

should Apache use to identify itself
(inthe SSL certificate)?

Prompt Description Streamlined or Detailed Setup?
What base port should the Mongrel | The default is3000 Detailed setup
servers start at?
Do you want to run the transfer Y ou must choosey . Detailed setup
server locally? (y/n)
Enter the directory to store Faspex | The directory to store packages Detailed setup
packages uploaded to the Faspex server. If

the chosen directory does not exist,

Faspex prompts you to create it
Choose alogin name for the new Thelogin name for the new Faspex | Both
admin user admin user account.
Enter the email addressfor admin | The email addressto associate with | Both

the Faspex admin user account.
Enter the password for admin The password for the Faspex admin | Both

user account.

Note: Whenyou login for thefirst

time, Faspex requires you to change

your password.
Do you want to update SSL The defaultisy. Both
DHParams?
What port would you like MySQL | The default is 4406. Detailed setup
to listen on?
Please enter anew MySQL root The password for the MySQL user | Both
password account.
Mysgl will need to start/restart Y ou must choosey . Both
during configuration. Continue (y/
n)?
Enter |P address of network The hostname or IP address of the | Detailed setup
interface for apache to listen on server.
What hostname or |P address Thedefaultis127. 0. 0. 1. Both
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Prompt Description Streamlined or Detailed Setup?
What port would you like to run The default is 80. Both
Apache http on?
What port would you like to run The default is443. Both
Apache https on?
Would you liketo generate aself- | Thedefaultisgenerate (Q). Detailed setup
signed SSL certificate, or install
your own? ([g]enerate, [c]opy)
Aspera Central will need torestart | If you choose n, you must restart Both
when setup completes. Thiswill these services yourself after
stop any active transfers. Isthis installation. See Restarting Aspera
okay (y/n)? Services on page 165.
Aspera Node Server will need to If you choose n, you must restart Both
restart when setup completes. Isthis | these services yourself after
okay (y/n)? installation. See Restarting Aspera
Services on page 165.
AsperaHTTPD will need to restart | If you choose n, you must restart Both
when setup completes. Thiswill these services yourself after
stop any HTTP fallback transfers. Is | installation. See Restarting Aspera
this okay (y/n)? Services on page 165.

First Time Log In and Licensing

1. Open asupported browser and enter the Faspex hostname or | P address followed by /asper a/faspex in the

browser URL. For example:

http://faspex. asperasoft. com asperal f aspex

or

http://198.51. 100. 24/ asper a/ f aspex

Note: For security reasons, Faspex versions 4.0.3 and later by default only allow login using the hostname that
isconfigured inthef aspex. ym configuration file (the hostname you designated during installation). If you

try to log in to the application from an unlisted hostname or perform a GET request with an unlisted hostname,
Faspex returns the error, "Invalid hostname". To access Faspex from an alternate hostname, follow the instructions
in Configuring the Faspex Web Server on page 32.

. Enter the login credentials you created for the admin user and click L ogin.

When logging in for the first time, you must change your password and then login with the new password.

. Configureavalid license.

Y ou cannot interact with Faspex until configuring avalid license.
a) Click Browseto upload alicense file from your computer, or paste the contents of your license into the box.

b) Click Update and validate license.

Installing Faspex with a Remote Node

Some use cases may require a user to install Faspex and the transfer server on separate machines. In such a case, first,
configure the remote transfer server asanode. Then, install and configure the Faspex application.

Warning: Due to incompatible common components, IBM Aspera Console and IBM Aspera Faspex cannot

£ _1 be installed on the same machine. IBM Aspera does not support this combination.
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When installing Faspex on the same workstation as the transfer server, Faspex automatically configures the local
node'sasper a. conf configuration file and sets up aNode API user to communicate with the Node API. When
installing Faspex on a machine without a transfer server, you must configure a remote transfer node for use with
Faspex and connect that node to Faspex during the installation process.

Before You Begin...
Before beginning the installation process for Faspex, you must be logged into your computer as an admin .

1. Review the system requirements section of the release notes.

2. Download the latest version of IBM Aspera High-Speed Transfer Server,Common Components and IBM Aspera
Faspex installers from the following locations:

e HSTS: http://downloads.asperasoft.com/en/downloads/1
¢ Common Components:. http://downloads.asperasoft.com/en/downl oads/6
» Faspex: http://downl oads.asperasoft.com/en/downl oads/6

Install Faspex on the Server
Before installing Aspera Faspex:

» Disable SELinux (Security-Enhanced Linux) on your RedHat, CentOS or Fedora machine. SELinux, an access
control implementation, causes the Faspex installation to fail with an error. Disable SELinux on your machine by
following the instructions inDisabling SELinux on page 54.

* If you have an existing MySQL database installed, stop the MySQL service.
» If you have an existing Apache HTTP server installed, stop the Apache server.

1. Install the IBM Aspera Common Components.
Use the following commands with proper administrative permissions to run the installers (replacing version
accordingly):
rpm -Uvh i bm asper a- cormon-versi on. rpm

2. Launch the Faspex installer.

Note: Theinstaller attemptsto create afaspex system user and the associated / hone/ f aspex/ directory. If
your organization does not allow you to use the/ hone directory, first create the faspex user and configure the
user directory with the following commands:

# nkdir -p /hone/faspex/faspex_packages
# chown faspex: faspex /hone/faspex/
# chown faspex:faspex /hone/faspex/faspex_packages

Theinstaller uses the faspex user that you created and does not need to create the faspex user directory.

Use the following commands with proper administrative permissions to run the installers (replacing version
accordingly):

rpm -Uvh i bm aspera-faspex-version.rpm
3. Launchasct | to continue the Faspex setup process. Run the following command:

asctl faspex:setup

4. When prompted to perform a streamlined or detailed setup, chooseto performadet ai | ed (d) setup.

Follow the configuration instructions to complete the setup. The prompts the installer presents depends on whether
thisisastreamlined or detailed setup. See the table below for more information.


http://downloads.asperasoft.com/en/downloads/1
http://downloads.asperasoft.com/en/downloads/6
http://downloads.asperasoft.com/en/downloads/6
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Prompt Description Streamlined or Detailed Setup?
What base port should the Mongrel | The default is3000 Detailed setup
servers start at?
Do you want to run the transfer Y ou must choose n. Detailed setup
server locally? (y/n)
What address or hostname should | The hostname or | P address of your | Detailed setup
the Faspex web server useto remote transfer node.
communicate with the transfer ] .
sarver? Note: Y ou can changethis
' after installation using arake
command. For more information,
see Configuring Server Settings
with Rake Tasks on page 136.
What address or hostname should | The hostname or IP address of the | Detailed setup
end users (with Aspera Connect) remote transfer node.
use to communicate with the
transfer server?
Choose alogin name for the new Thelogin name for the new Faspex | Both
admin user admin user account.
Enter the email addressfor admin | The email addressto associate with | Both
the Faspex admin user account.
Enter the password for admin The password for the Faspex admin | Both
user account.
Note: Whenyou login for thefirst
time, Faspex requires you to change
your password.
Do you want to update SSL The defaultisy. Both
DHParams?
What port would you like MySQL | The default is 4406. Detailed setup
to listen on?
Please enter anew MySQL root The password for the MySQL user | Both
password account.
Mysql will need to start/restart Y ou must choosey . Both
during configuration. Continue (y/
n)?
Enter |P address of network The hostname or |P address of the | Detailed setup
interface for apache to listen on server.
What hostname or | P address Thedefaultis127. 0. 0. 1. Both
should Apache use to identify itself
(inthe SSL certificate)?
What port would you like to run The default is 80. Both
Apache http on?
What port would you like to run The defaultis443. Both

Apache https on?
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Prompt Description Streamlined or Detailed Setup?
Would you liketo generate aself- | Thedefaultisgenerate (g). Detailed setup
signed SSL certificate, or install
your own? ([g]enerate, [c]opy)
Aspera Central will need torestart | If you choose n, you must restart Both
when setup completes. Thiswill these services yourself after
stop any active transfers. Isthis installation. See Restarting Aspera
okay (y/n)? Services on page 165.
AsperaNode Server will need to If you choose n, you must restart Both
restart when setup completes. Isthis | these services yourself after
okay (y/n)? installation. See Restarting Aspera
Services on page 165.
AsperaHTTPD will need to restart | If you choose n, you must restart Both
when setup completes. This will these services yourself after
stop any HTTP fallback transfers. Is | installation. See Restarting Aspera
this okay (y/n)? Services on page 165.

First Time Log In and Licensing

browser URL. For example:

http://faspex. asperasoft.com asperal f aspex

or

http://198.51. 100. 24/ asper a/ f aspex

1. Open asupported browser and enter the Faspex hostname or I1P address followed by /asper a/faspex in the

Note: For security reasons, Faspex versions 4.0.3 and later by default only allow login using the hosthame that
isconfiguredinthef aspex. ym configuration file (the hostname you designated during installation). If you

try to log in to the application from an unlisted hostname or perform a GET request with an unlisted hostname,
Faspex returns the error, "Invalid hostname". To access Faspex from an aternate hostname, follow the instructions
in Configuring the Faspex Web Server on page 32.

. Enter the login credentials you created for the admin user and click L ogin.

When logging in for the first time, you must change your password and then login with the new password.

. Configure avalid license.

Y ou cannot interact with Faspex until configuring avalid license.
a) Click Browseto upload alicense file from your computer, or paste the contents of your license into the box.

b) Click Update and validate license.

Provide Faspex with Credentials to the Remote Node

1. Goto Server > File Storage.

Select Edit fromthe drop-down menu.
3. Enter the Node APl user credentials in the User name and Password fields.
4, Click Test Connection.

If Faspex displays an error instead of the message " Connection succeeded!", see Troubleshooting File Storage
Errors on page 162 for help understanding the error.

5. Click Update Node.



| Installing Faspex | 17

Migrating Faspex to a New Machine

Move an existing Faspex server installation to a new system.
Important: You must migrate to the same version of Faspex.

1. Back up your Faspex MySQL database by running the following asct | command:
asct!| faspex: backup_dat abase

Theasct | command usesnysql dunp to backup Faspex's three MySQL databasesto/ opt / asper a/
f aspex/ backup/ti ne_st anp-versi on_nunber. revi si on_nunber
For example, the directory name may be 2016-04-15_140547-Faspex.4.0.0.100400.
2. Move filesfrom the current server to the new server.
» The database backup directory you just generated
« /opt/asperalfaspex/config/secret.ym
« /[ opt/asperal conmon/ apache/ conf/*. key (if you have your own SSL certificates)
e /[ opt/asperal conmon/ apache/ conf/*. crt (if you have your own SSL certificates)
« /opt/asperalfaspex/config/faspex.ym (if you made advanced Faspex configurations)
 /opt/asperalfaspex/|ib/daenons/ np/etc/ keystore.jks

Note: You cannot use the same Faspex license on multiple systems as thisis a violation of your license terms.
Y ou can only use the Faspex license from your original system on your new system if you areimmediately
uninstall Faspex on the original system. If your original Faspex installation needs to stay up and running for a
short period you may ask your account manager for atemporary license to use on your new installation.

3. On the new machine, install Faspex. Again, make sure you install the same version of Faspex that you had on the
original server.

For instructions on installing Faspex, see Faspex Installation Scenarios on page 9.
4. Restore the database with the backup directory:

asct| faspex:restore_database /path/to/your_ backup

5. Restoresecret.ymni:

# cp /path/to/secret.ym /opt/asperalfaspex/config/secret.ymn

6. If youcopiedf aspex. ynl , restore the configuration file:
# cp /path/to/ faspex.ym /opt/asperalfaspex/config/faspex.ym

Openupf aspex. ynml inatext editor and look for the pr oduct i on section. Change Host nane and
BaseURL to your new hostname or | P address.

7. 1f you copied over certificates that you would like to continue using for your new Faspex installation, restore the
certificates:

asctl apache:install _ssl _cert cert filekey file[chain_file]

8. Clear thef asp_nodes tablein MySQL:

# [ opt/ asperal/ comon/ nysql / bi n/ nmysql -uroot -ppassword -e 'delete from
fasp_nodes;' faspex

9. Restart Faspex services

asctl all:restart

10. Update file storage for the tethered node:
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a) Goto Server > File Storage and select the drop-down menu next to localhost.

« |f thetethered nodeislocal, select Edit. For Username and Passwor d enter the Node API credentias.
« |If thetethered node is remote, select Add File Storage. Fill in the configuration details.

b) Under Advanced Configuration, make sure the Primary transfer address or name reflects the new server's
address or name.

¢) Click Update Node.

Installing Faspex with a Setup File

Y ou can automate Faspex installation by using setup files generated by theasct | command-line interface. The setup
files define configuration options that are manually configured during atypical installation.

~ Warning: Due to incompatible common components, IBM Aspera Console and IBM Aspera Faspex cannot
i '_1 be installed on the same machine. IBM Aspera does not support this combination.

Generate the Setup Files
1. Install the Aspera common applications and the Faspex packages, in that order.

# rpm - UWh aspera- conmobn-versi on
# rpm - Uvh asper a-f aspex-versi on

Note: Donotruntheasct!| faspex: setup command. That command initiates a typical Faspex installation.

2. Createthe setup files for the Aspera common and Faspex applications.
The filenames of the setup files must end with the .yml extension. Run the following commands:

asct| apache:create_setup file /path/to/apache_setup file.ym
asctl nysql:create_setup_file /path/to/nysql_setup_file.ym
asct| faspex:create_setup_file /path/to/faspex_setup_file.yn

Y ou are prompted to set the desired configuration options used to install each application.

Install Faspex Using the Setup Files
Beforeinstalling Aspera Faspex:

» Disable SELinux (Security-Enhanced Linux) on your RedHat, CentOS or Fedora machine. SELinux, an access
control implementation, causes the Faspex installation to fail with an error. Disable SELinux on your machine by
following the instructions inDisabling SELinux on page 54.

* If you have an existing MySQL database installed, stop the MySQL service.
« |f you have an existing Apache HTTP server installed, stop the Apache server.

Use the setup filesto install the Aspera common and Faspex applications.
Run the following commands manually or through a script to install the applications:

asct| apache:setup_fromfile /path/to/apache_setup_file.ym
asctl nysql:setup fromfile /path/to/nmysql _setup file.ymn
asctl faspex:setup fromfile /path/to/faspex setup file.yn

First Time Log In and Licensing

1. Open asupported browser and enter the Faspex hostname or | P address followed by /asper a/faspex in the
browser URL. For example:

http://faspex. asperasoft. conm asperal f aspex
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or
http://198.51. 100. 24/ asper a/ f aspex

Note: For security reasons, Faspex versions 4.0.3 and later by default only allow login using the hostname that
isconfigured inthef aspex. ym configuration file (the hosthame you designated during installation). If you

try to log in to the application from an unlisted hostname or perform a GET request with an unlisted hostname,
Faspex returns the error, "Invalid hostname". To access Faspex from an alternate hostname, follow the instructions
in Configuring the Faspex Web Server on page 32.

2. Enter thelogin credentials you created for the admin user and click L ogin.

When logging in for the first time, you must change your password and then login with the new password.
3. Configureavalid license.

Y ou cannot interact with Faspex until configuring avalid license.

a) Click Browseto upload alicense file from your computer, or paste the contents of your license into the box.
b) Click Update and validate license.

Configuring Faspex to Use a Remote Database (Faspex + MySQL)

Configuring Faspex to use aremote database can make the application more responsive by putting the database

and background processes on a separate server from the one that hosts the Faspex web application. Configure two
Faspex servers. a database server and an application server. The database server runs the MySQL database, and the
application server runs the web application.

If you want to set up aremote database that only runs MySQL, see Configuring Faspex to Use a Remote Database
(MySQL Only) on page 20.

Aspera recommends that you use the database on the server that runs background processes. The server hosting the
application can be remote.

1. Set up two identical Faspex instances on separate servers.

Each Faspex installation creates its own database, but the servers are configured to only use one.
2. On the database server, grant the application server access to the database.

Run the following commands to run the MySQL command line:

[ opt/ asper a/ conmon/ nysql / bi n/ nysql -unysql _usernanme -pmnysqgl password

From the MySQL command line, allow remote connection to the Faspex database from only the remote node, and
exit the MySQL command line:

mysgl > grant all privileges on faspex.* to root@ui _server_host nang'
identified by 'nysql password';

nysql > end

These commands allow connections from the application server to access the specified database.
3. On the database server, decrypt the dat abase. ym database configuration file.

asct| faspex:rake aspera: decrypt dat abase passwords

4. Copythedat abase. ym andsecret. ym filesfrom the database server to the application server.
5. On both servers, encrypt the dat abase. ynl database configuration files.

asct| faspex:rake aspera: encrypt_dat abase_passwords

6. On the application server, point Faspex to the database on the database server.



| Installing Faspex | 20

Open/ opt / asper a/ f aspex/ confi g/ dat abase. ym inatext editor. Locate the line for host in the
production section and change the value to the hostname of the database server. Save your changes.

7. On both servers, set matching encryption keys.

On both the database server and application server, run the following command to set the encryption key to the
same value:

asconfigurator -x "set_node_dat a;token_encryption_key, t oken_key"

The token_key must be identical on the servers.
8. On both servers, restart asper acent r al and asper anoded.

Run the following command in a Terminal window to restart asperacentral:
# letc/init.d/asperacentral restart
Run the following commands to restart asperanoded:

# /etc/init.d/ asperanoded restart

9. On both servers, create the same node username and password.
This must be done after configuring dat abase. yml and secr et . ym . Run the following command:

asnodeadnmin -a -u node_usernanme -p node_password -x transfer_username
For example:

asnodeadnin -a -u nodeadnin -p -x faspex

10. In the web application, configure the localhost file server to use the new node user.

In the Faspex application, go to Server > File Storage. Click the arrow for localhost and click Edit. Enter the
node_username from the previous step in the User name field and the node_password in the Password field.

Click Update Node to activate your changes.
11. On both servers, restart Faspex services.

asctl faspex:restart

12. On both servers, configure background processes.
On the database node: Disable the application by running the following command:

asct| faspex: mongrel:stop
On the application node: Disable all process but the application by running the following commands:

asctl all:stop
asctl faspex:nongrel:start
asct| apache: start

After following these instructions, you have one node running database and background services, and another node
running only the application.

Configuring Faspex to Use a Remote Database (MySQL Only)

Faspex can be configured to use a remote database that only runs MySQL. To configure Faspex to use aremote
database on a node that also runs Faspex background processes (so that the other Faspex node runs only the Faspex
application), see Configuring Faspex to Use a Remote Database (Faspex + MySQL) on page 19.
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. Set up the remote database.

Note: For this operation, Faspex requires MySQL version 5.7 or later. Earlier versions are not supported.
. On the Faspex server, stop Faspex services and back up the local database.

asctl faspex:stop
asct!| faspex: backup_dat abase

Record the location of the database backup, which you use in the next step to migrate the database.
. Grant remote access privileges to Faspex.

mysql > CREATE USER 'root' @faspex_i p_address' | DENTIFI ED
BY ' nysql password'; GRANT ALL PRI VILEGES ON *.* TO
"root' @faspex_ip_address’ WTH GRANT OPTI ON; FLUSH PRI VI LEGES;

For example:

nysql > CREATE USER 'root' @ 10.0.174.47" |DENTIFIED BY '*****': GRANT
ALL PRIVILEGES ON *.* TO 'root' @10.0.174.47° WTH CGRANT OPTI ON, FLUSH
PRI VI LECES;

. Migrate the local database to the remote database.

/ opt / asper a/ conmon/ nysql / bi n/ nysql -h renpote_db_i p_address -P port -
urmysql _usernanme -pnysql _password < path_to_db_backup

The default MySQL port is 4406. For example,

[ opt/ asper a/ conmon/ nysql / bi n/ nysql -h 54.182.111.111 -P 4406 -uroot -
pXRs9sJFF5j alBA KHYLwz Q== < /opt/asperal/faspex/ backup/ 2015- 07-01_23458/
f aspex. sql

. Verify that the migration was successful.
Log intothe MySQL database:

/ opt / asper a/ conmon/ nysql / bi n/ nysql -h renote_db_i p_address -P port -
unmysql _user name -pnysgl _password

View the contents of the new database by running the following commands:

mysqgl use faspex;
mysqgl show t abl es;
mysqgl select * from e_packages;

. On the Faspex server, configure Faspex to use the remote database.

a) Back upthe/ opt/ aspera/ cormon/ nmysql / dat abase. rb. ym files.
b) Edit/ opt/asperal/ conmon/ nysql / dat abase. rb. ynl .

Change:

« host tothelP address of the remote database.

e port tothe MySQL port (4406, by default).

e passwor d to the remote MySQL database password.
e user totheremote MySQL database user.

Note: By default, thereisno user field. Faspex defaultsto ther oot user. Add anew line to configure a
different, non-root user. For example, : user: renote_faspex_user.
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For example:

‘host nane: 54.182.111. 111
:port: 4406
:task status:

-user: renot e_faspex_user
: password: XRs9sJFF5] alBA KHYLwz Q==
:setup_conpl ete: true

Save your changes.
c) Edit/ opt/asperal/faspex/confi g/ database. ynl .

Locate the pr oduct i on and change:

* host tothelP address of the remote database.
e port tothe MySQL port (4406, by default).
e user nane to the remote MySQL database user.

Note: By default, Faspex also includesthe user field, but usestheuser nane field for the MySQL
database user.

« passwor d to the remote MySQL database password.

For example:

producti on:
encodi ng: utf8
port: 4406
user nane: faspex
adapter: nysql
dat abase: faspex
host: 54.182.111.111
user: root
password: XRs9sJFF5j alBA KHYLwz Q==

Save your changes.
a) Edit/ opt/asperalfaspex/|ib/daenons/ np/etc/ persistence.xm .

Locatethe <pr opert i es> section and change hiber nate.connection.url to the IP address of the remote
database, port to the MySQL port (4406, by default), and provide the username and password to the remote
MySQL database.

<properties>
<property nanme="hi bernate. connection.driver_cl ass"
val ue="com nysql . jdbc. Dri ver"/>
<l-- connection URL: jdbc:nysql://HOST: PORT/ DATABASE - - >
<pr operty nane="hi bernnate. connection.url"”
val ue="j dbc: nysql : //i p_address: port/faspex"/>
<property name="hi bernate. connecti on. user name" val ue="user nane"/ >
<pr operty nane="hi bernat e. connecti on. password" val ue="password"/>

</ properties>

For example:
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<properties>
<property nanme="hi bernate. connection.driver_cl ass"
val ue="com nysql . jdbc. Dri ver"/>
<l-- connection URL: jdbc:nysql://HOST: PORT/ DATABASE - - >
<pr operty nane="hi ber nate. connection.url"”
val ue="j dbc: mysql : //54.182. 111. 111: 4406/ f aspex" />
<property nanme="hi bernate. connecti on. user name" val ue="root"/>
<pr operty nane="hi ber nat e. connecti on. password" val ue="aspera"/>

</ io.r.operti es>
Save your changes.
7. Shut down the local MySQL database and restart all other Faspex services.

asctl nysql: di sabl e
asctl all:restart

If you need to restart the local MySQL database, revert the. ym files and then run the following command:

asctl nysql:setup

Updating Your License

IBM Aspera Faspex requires you to install avalid license key before you can configure Faspex users and begin
sending or receiving packages.
1. Locate your Faspex license key file.
Download the license file with the .asper a-license file extension in the authorization email sent to you by Aspera
(for example, aspera.faspex.companyname.aspera-license).
Note: If you have not received this email or need it resent, contact IBM Aspera Support for assistance.
2. Goto Server > Configuration > License.

3. Click Browseto upload alicense file from your computer or paste the contents of your license into the box. Then
click Update and validate license

4. Update the transfer server license.

When updating your Faspex license, make sure the license for the dfeault transfer server is aso up-to-date. For
instructions on how to update your HSTS license, see IBM Aspera High-Speed Transfer Server Admin Guide:
Updating the Product License.

Enabling On Demand Entitlement for Faspex

Customers who are manually installing Faspex in an Aspera on Demand system need to configure Faspex to use
an On Demand Entitlement instead of using a standard license. To use entitlement on Faspex, you must have the
IBM Aspera High-Speed Transfer Endpoint installed on the same system, so that Faspex can access the included
asper anoded and itslicense API.

1. Logonto the server hosting Faspex asther oot user.
2. Turn on entitlement.

export RAILS ENV=production
asctl faspex:rake entitlenent:turn_safe net _entitl enent _node_on

3. Entitle the system with your entitlement key and entitlement customer ID.

export RAILS ENV=producti on
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asct| faspex:rake --trace entitlenent:config_license_server EL_KEY="key"
EL_CUSTOVER | D="i d"

For example:
export RAILS ENV=production
asct| faspex:rake --trace entitlenent:config |icense_server

EL_KEY="cd0904ae- f 85a- 4e3b- 8ae0- 615d79e5deal” EL_CUSTOVER | D="Test"

You can usethe- - t r ace option to debug issues.

If you do not want to use entitlement, you can turn it off with the following command:

export RAILS ENV=producti on
asctl faspex:rake entitlenent:turn_safe _net_entitl enent _node_of f

Uninstalling Faspex

Y ou must uninstall both IBM Aspera Faspex and IBM Aspera High-Speed Transfer Server to remove Faspex from
your system.

1. Uninstall Faspex.

To uninstall Faspex, run the following commandsin a Terminal window:
# asctl all:stop
# rpm -e aspera-faspex
# rpm -e aspera-comon
2. Uningtal HSTS.

To uninstall HSTS, run the following command in a Terminal window:

# rpm-e aspera-entsrv

Logging In

1. Open asupported browser and enter the Faspex hostname or | P address followed by /asper a/faspex in the
browser URL. For example:

http://faspex. asperasoft. conm asperal f aspex

or
http://198.51. 100. 24/ asper a/ f aspex

Note: For security reasons, Faspex versions 4.0.3 and later by default only allow login using the hostname that
isconfiguredinthef aspex. ym configuration file (the hostname you designated during installation). If you

try to log in to the application from an unlisted hostname or perform a GET request with an unlisted hostname,
Faspex returns the error, "Invalid hostname". To access Faspex from an alternate hostname, follow the instructions
in Configuring the Faspex Web Server on page 32.

2. Loginwith your credentials.
If SAML configurations are available, you can choose to log in with a configured SAML provider or with your
Faspex user credentials.

If your administrator configured Faspex to use adefault SAML configuration, Faspex automatically redirects you
to the SAML login page. Login with your SAML credentials or login locally by bypassing the redirect.
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If you need to login with your Faspex user credentials or if you need to log in using another SAML configuration,
you can bypass the redirect by adding | ogi n?l ocal =t r ue to the end of the URL. For example:
https://192.51.100.24/asperalfaspex/login? ocal=true.

3. If prompted, install IBM Aspera Connect.
Y ou must have the latest version of Connect installed to transfer packages using Faspex. Faspex prompts you
to install the Connect Browser if you do not have it installed or if your version is not the latest. If you install
Connect, refresh your browser to start using Connect.
For more information, see Faspex and Connect on page 79.

4. If your licenseis out-of-date or expired, you must first update the license before you can access Faspex.

Faspex prompts you to update your license . Y ou cannot interact with Faspex until entering and saving avalid
license.For more information, see Updating Y our License on page 23.

5. If you are upgrading from a version of Faspex prior to 4.0.1 and you had SAML configured, you need to add your
SAML configuration metadata to your SAML Identity Provider (IdP) again. Metadata URL s now contain numbers
to support multiple SAML configurations.

For information about configuring the 1dP, see Configuring Y our Identity Provider (1dP) on page 115.

Upgrading Faspex

Upgrading Faspex from 4.2.0 or Later
Upgrade Faspex to the latest version from a post-4.2.0 version of Faspex.

Before You Begin...
Before beginning the installation process for Faspex, you must be logged into your computer as an admin .

Important: 1BM Aspera supports direct upgrades to the current General Availability (GA) version from only two
GA versions prior to the current release. To upgrade to the latest version, you must be within two GA versions of the
current version. Upgrading from older version requires upgrading in steps. For example, if you are four GA versions
behind, upgrade to two GA versions behind (GA - 2), and then upgrade to the current GA version.

 Warning:
" ’

“*-1 Prior to performing any upgrade, IBM Aspera strongly recommends customers:

1. Perform afull environment back up and ensure the back up is successful. In case the upgrade fails, the
only reliable, short-term fix isto roll back the environment using the back up.

2. Test the upgrade in atest environment comparable to the production environment.

3. If upgrading the test environment is successful, upgrade the production environment, but do not bring the
production environment back online.

4. Prior to bringing the production environment back online, the customer must test the application to
determine if an immediate rollback is needed. Otherwise, customersrisk losing all data generated between
upgrade and rollback.

1. Download the latest version of IBM Aspera High-Speed Transfer Server,Common Components and IBM Aspera
Faspex installers from the following locations:

e HSTS: http://downl oads.asperasoft.com/en/downloads/1
e Common Components: http://downl oads.asperasoft.com/en/downloads/6
» Faspex: http://downl oads.asperasoft.com/en/downl oads/6
2. Make sure your MySQL password are easily accessible.
3. Check the requirementsin IBM Aspera High-Speed Transfer Server Admin Guide: Before Upgrading.


https://192.51.100.24/aspera/faspex/login?local=true
http://downloads.asperasoft.com/en/downloads/1
http://downloads.asperasoft.com/en/downloads/6
http://downloads.asperasoft.com/en/downloads/6
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4. Install HSTS.

$ rpm - UWh aspera-entsrv-version.rpm

Upgrading Faspex from 4.2.0 and Later
1. Back up your Faspex MySQL database by running the following asct | command:

asct| faspex: backup_dat abase

Theasct | command usesnysql dunp to backup Faspex's three MySQL databasesto/ opt / asper a/
f aspex/ backup/ti ne_st anp-versi on_nunber. revi si on_nunber

For example, the directory name may be 2016-04-15 140547-Faspex.4.0.0.100400.
2. Stop al Faspex services.

Before upgrading, stop all services related to Faspex, including Faspex, MySQL, and Apache. Use the following
command:

asctl all:stop
3. Back up the host before upgrading.
If Faspex isinstalled on a physical host, perform afull file-system backup.
If Faspex isinstalled on avirtual machine, perform afull virtual-machine backup or take a snapshot.

In both cases, if afull backup is not viable, back up/ opt / asper a asaminimal option.

4. If your server isusing aremote database, you must set the SKI P_MySQL_ UPGRADE environment variable to
t r ue to perform a successful upgrade.

export " SKI P_MySQL_ UPGRADE=t r ue"

For more information about using a remote database, see Configuring Faspex to Use a Remote Database (Faspex
+ MySQL) on page 19.

Important: If you are using alocal database, do not skip the MySQL upgrade.
5. Install the IBM Aspera Common Components.

Use the following commands with proper administrative permissions to run the installers (replacing version
accordingly):

rpm -Uvh i bm asper a- common-versi on. rpm

6. Launch the Faspex installer.

Use the following commands with proper administrative permissions to run the installers (replacing version
accordingly):

rpm -Uvh i bm asper a-f aspex-version.rpm
7. Runtheasct| : upgr ade command.

asct!| faspex: upgrade

8. If you are upgrading from aversion prior to 4.2.x, Faspex prompts you to provide the path to the database backup
you made earlier:

Pl ease provide the | ocation of the Faspex database backup (e.g.
backup/ 20XX- XX- XX_XXXXXX- Faspex. 4. 1. 1. XXXXXX) :
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9. Confirm that your previous Faspex settings are still applicable.

Faspex prompts you to confirm if your previous Faspex settings are still applicable. Enter y to continue, n to
change settings.

10. If Faspex and HSTS are installed on the same server, restart the service.
Run the following commands to restart the asper anoded service:

# service asperanoded restart

11.If you are using IBM Aspera Validator with Faspex, you must enable the Out-of-transfer file validation (otfv)
setting (Server > Security).

12.1f you had the HTTP Gateway [BETA] service installed, and want to use Faspex with HTTP Gateway 2.0 and
later, stop the process, and then remove the/ opt / asper a/ ht t pgat eway from your server:;

service aspera_httpgateway stop
rm-rf /opt/asperalhttpgateway

Logging In
1. Open asupported browser and enter the Faspex hostname or | P address followed by /asper a/faspex in the
browser URL. For example:
http://faspex. asperasoft. com asperal f aspex
or
http://198.51. 100. 24/ asper a/ f aspex

Note: For security reasons, Faspex versions 4.0.3 and later by default only allow login using the hostname that
isconfigured inthef aspex. ym configuration file (the hosthame you designated during installation). If you

try to log in to the application from an unlisted hostname or perform a GET request with an unlisted hostname,
Faspex returns the error, "Invalid hostname". To access Faspex from an alternate hostname, follow the instructions
in Configuring the Faspex Web Server on page 32.

2. Loginwith your credentials.
If SAML configurations are available, you can choose to log in with a configured SAML provider or with your
Faspex user credentials.

If your administrator configured Faspex to use adefault SAML configuration, Faspex automatically redirects you
to the SAML login page. Login with your SAML credentials or login locally by bypassing the redirect.

If you need to login with your Faspex user credentials or if you need to log in using another SAML configuration,
you can bypass the redirect by adding | ogi n?l ocal =t r ue to the end of the URL. For example:
https://192.51.100.24/asperalfaspex/login? ocal=true.

3. If prompted, install IBM Aspera Connect.
Y ou must have the latest version of Connect installed to transfer packages using Faspex. Faspex prompts you
to install the Connect Browser if you do not have it installed or if your version is not the latest. If you install
Connect, refresh your browser to start using Connect.
For more information, see Faspex and Connect on page 79.

4. If your licenseis out-of-date or expired, you must first update the license before you can access Faspex.

Faspex prompts you to update your license . Y ou cannot interact with Faspex until entering and saving avalid
license.For more information, see Updating Y our License on page 23.

5. If you are upgrading from a version of Faspex prior to 4.0.1 and you had SAML configured, you need to add your
SAML configuration metadata to your SAML Identity Provider (IdP) again. Metadata URL s now contain numbers
to support multiple SAML configurations.

For information about configuring the 1dP, see Configuring Y our Identity Provider (1dP) on page 115.


https://192.51.100.24/aspera/faspex/login?local=true
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Upgrading Faspex from Before 4.2.0

Upgrading to Faspex 4.2.0 and later from a version prior to 4.2.0 requires additional steps to upgrade to a newer
version of MySQL .

Warning:
L= Priorto performing any upgrade, IBM Aspera strongly recommends customers:
1. Perform afull environment back up and ensure the back up is successful. In case the upgrade fails, the
only reliable, short-term fix isto roll back the environment using the back up.

2. Test the upgrade in atest environment comparable to the production environment.

3. If upgrading the test environment is successful, upgrade the production environment, but do not bring the
production environment back online.

4. Prior to bringing the production environment back online, the customer must test the application to
determine if an immediate rollback is needed. Otherwise, customersrisk losing all data generated between
upgrade and rollback.

Note: Asperadoes not support adirect upgrade from Faspex versions prior to 3.1.1. Instead, first upgrade to version
3.9.3 before upgrading to 4.0+.

Before You Begin...
Before beginning the installation process for Faspex, you must be logged into your computer as an admin .

1. Download the latest version of IBM Aspera High-Speed Transfer Server,Common Components and IBM Aspera
Faspex installers from the following locations:
¢ HSTS: http://downl oads.asperasoft.com/en/downloads/1
e Common Components: http://downl oads.asperasoft.com/en/downloads/6
» Faspex: http://downl oads.asperasoft.com/en/downl oads/6
2. Make sure your MySQL password are easily accessible.
Check the requirementsin IBM Aspera High-Speed Transfer Server Admin Guide: Before Upgrading.
4. Install HSTS.

w

$ rpm - UWh aspera-entsrv-version.rpm

Upgrading Faspex from Before 4.2.0
1. Back up your Faspex MySQL database by running the following asct | command:
asct!| faspex: backup_dat abase
Theasct | command usesnysql dunp to backup Faspex's three MySQL databasesto/ opt / asper a/

f aspex/ backup/ti ne_st anp-versi on_nunber. revi si on_nunber

For example, the directory name may be 2016-04-15 140547-Faspex.4.0.0.100400.
2. Stop all Faspex services.

Before upgrading, stop all servicesrelated to Faspex, including Faspex, MySQL, and Apache. Use the following
command:

asctl all:stop

. Warning: Faspex 4.2.0 and later uses anew version of MySQL included in the IBM Aspera Common
{ '_1 Components. If you are upgrading from a version prior to 4.2.0, you must first back up and empty your
MySQL database (/ opt / asper a/ common/ nmysql / dat a). You cannot upgrade the Common


http://downloads.asperasoft.com/en/downloads/1
http://downloads.asperasoft.com/en/downloads/6
http://downloads.asperasoft.com/en/downloads/6
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Components until you have backed up and emptied your database. When running the upgrade script, you are
required to provide the path to a back up.

3. If your server is using aremote database, you must set the SKI P_MYSQL_ UPGRADE environment variable to
true:

export " SKI P_MySQL_UPCGRADE=t r ue”

Important: If you areusing alocal database, do not skip the MySQL upgrade.

4. If your server isnot using a remote database, you must clear your MySQL database before upgrading to upgrade
successfully.

Delete all the files and sub-directoriesin/ opt / asper a/ cormon/ nysql / dat a.
5. Install the IBM Aspera Common Components.

Use the following commands with proper administrative permissions to run the installers (replacing version
accordingly):
rpm - Uvh i bm asper a- cormon- versi on. rpm

6. Launch the Faspex installer.
Use the following commands with proper administrative permissionsto run the installers (replacing version
accordingly):
rpm - Uvh i bm aspera-faspex-version.rpm

7. Runtheasct| : upgrade command.

asct| faspex: upgrade

8. Provide Faspex with the database backup when prompted:

Pl ease provide the |ocation of the Faspex database backup (e.g.
backup/ 20XX- XX- XX_XXXXXX- Faspex. 4. 1. 1. XXXXXX) :
9. Confirm that your previous Faspex settings are till applicable.
When prompted, enter y to continue, n to change settings.
10. If Faspex and HSTS are installed on the same server, restart the service.
Run the following commands to restart the asper anoded service:

# service asperanoded restart

Logging In
1. Open asupported browser and enter the Faspex hostname or | P address followed by /asper a/faspex in the
browser URL. For example:
http://faspex. asperasoft. com asperal f aspex
or
http://198.51. 100. 24/ asper a/ f aspex

Note: For security reasons, Faspex versions 4.0.3 and later by default only allow login using the hostname that
isconfiguredinthef aspex. ym configuration file (the hostname you designated during installation). If you

try to log in to the application from an unlisted hostname or perform a GET request with an unlisted hostname,
Faspex returns the error, "Invalid hostname". To access Faspex from an alternate hostname, follow the instructions
in Configuring the Faspex Web Server on page 32.

2. Loginwith your credentials.
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If SAML configurations are available, you can choose to log in with a configured SAML provider or with your
Faspex user credentials.

If your administrator configured Faspex to use adefault SAML configuration, Faspex automatically redirects you
to the SAML login page. Login with your SAML credentials or login locally by bypassing the redirect.

If you need to login with your Faspex user credentials or if you need to log in using another SAML configuration,
you can bypass the redirect by adding | ogi n?l ocal =t r ue to the end of the URL. For example:
https://192.51.100.24/asperalfaspex/login? ocal=true.

3. If prompted, install IBM Aspera Connect.
Y ou must have the latest version of Connect installed to transfer packages using Faspex. Faspex prompts you
to install the Connect Browser if you do not have it installed or if your version is not the latest. If you install
Connect, refresh your browser to start using Connect.
For more information, see Faspex and Connect on page 79.

4. If your licenseis out-of-date or expired, you must first update the license before you can access Faspex.

Faspex prompts you to update your license . Y ou cannot interact with Faspex until entering and saving avalid
license.For more information, see Updating Y our License on page 23.

5. If you are upgrading from a version of Faspex prior to 4.0.1 and you had SAML configured, you need to add your
SAML configuration metadata to your SAML Identity Provider (IdP) again. Metadata URL s now contain numbers
to support multiple SAML configurations.

For information about configuring the 1dP, see Configuring Y our Identity Provider (1dP) on page 115.

Logging In to Faspex

Logging In to Faspex

1. Open asupported browser and enter the Faspex hostname or | P address followed by /asper a/faspex in the
browser URL. For example:

http://faspex. asperasoft. com asperal f aspex
or
http://198.51. 100. 24/ asper a/ f aspex

Note: For security reasons, Faspex versions 4.0.3 and later by default only allow login using the hostname that
isconfigured inthef aspex. ym configuration file (the hostname you designated during installation). If you

try to log in to the application from an unlisted hostname or perform a GET request with an unlisted hostname,
Faspex returns the error, "Invalid hostname". To access Faspex from an alternate hostname, follow the instructions
in Configuring the Faspex Web Server on page 32.

2. Loginwith your credentials.
If SAML configurations are available, you can choose to log in with a configured SAML provider or with your
Faspex user credentials.

If your administrator configured Faspex to use adefault SAML configuration, Faspex automatically redirects you
to the SAML login page. Login with your SAML credentials or login locally by bypassing the redirect.

If you need to login with your Faspex user credentials or if you need to log in using another SAML configuration,
you can bypass the redirect by adding | ogi n?l ocal =t r ue to the end of the URL. For example:
https://192.51.100.24/asperalfaspex/login? ocal =true.

3. If youareloggingin for thefirst time, you are prompted to change your password and then asked to login with the
new password.


https://192.51.100.24/aspera/faspex/login?local=true
https://192.51.100.24/aspera/faspex/login?local=true
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If you incorrectly enter your password too many times, Faspex locks your account. If enabled, you can select the
Forgot password link from the login page to request a password reset email from Faspex. Once you reset your
password, you can log into your account again.

4. If your licenseis out-of-date or expired, you must first update the license before you can access Faspex.

Faspex prompts you to update your license . Y ou cannot interact with Faspex until entering and saving avalid
license.For more information, see Updating Y our License on page 23.

5. If prompted, install IBM Aspera Connect.

Y ou must have the latest version of Connect installed to transfer packages using Faspex. Faspex prompts you
toinstall the Connect Browser if you do not haveit installed or if your version is not the latest. If you install
Connect, refresh your browser to start using Connect.

For more information, see Faspex and Connect on page 79.

Logging In with SAML

If SAML configurations are available, you can choose to log in with a configured SAML provider.

1. Open asupported browser and enter the Faspex hostname or | P address followed by /asper a/faspex in the
browser URL. For example:

http://faspex. asperasoft. conm asperal f aspex
or
http://198.51. 100. 24/ asper a/ f aspex

Note: For security reasons, Faspex versions 4.0.3 and later by default only allow login using the hostname that
isconfiguredinthef aspex. ym configuration file (the hostname you designated during installation). If you

try to log in to the application from an unlisted hostname or perform a GET request with an unlisted hostname,
Faspex returns the error, "Invalid hostname". To access Faspex from an alternate hostname, follow the instructions
in Configuring the Faspex Web Server on page 32.

2. Log in with your credentials.
If SAML configurations are available, you can choose to log in with a configured SAML provider or with your
Faspex user credentials.

If your administrator configured Faspex to use adefault SAML configuration, Faspex automatically redirects you
to the SAML login page. Login with your SAML credentials or login locally by bypassing the redirect.

If you need to login with your Faspex user credentials or if you need to log in using another SAML configuration,
you can bypass the redirect by adding | ogi n?l ocal =t r ue to the end of the URL. For example:
https.//192.51.100.24/asperalfaspex/login? ocal=true.

3. If prompted, install IBM Aspera Connect.

Y ou must have the latest version of Connect installed to transfer packages using Faspex. Faspex prompts you
toinstall the Connect Browser if you do not haveit installed or if your version is not the latest. If you install
Connect, refresh your browser to start using Connect.

For more information, see Faspex and Connect on page 79.

Requesting an Account

If you do not have an account and Faspex is configured to allows users to self-register, the login page displays the
Request an Account link.

Note: If you do not see thislink, contact your admin.

1. Click the Request an Account link to request access to Faspex.
2. After clicking on thislink, complete the following form and click the Request an account button.


https://192.51.100.24/aspera/faspex/login?local=true
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Note: Faspex can be configured to force external users to register a Faspex account to download packages sent to
them. If you are requesting an account in order to download a package, your login and email are automatically set
to the external address.

3. Once you receive your account confirmation email, enter your user credentials and click L ogin.
4. If prompted, install IBM Aspera Connect.

Y ou must have the latest version of Connect installed to transfer packages using Faspex. Faspex prompts you
toinstall the Connect Browser if you do not haveit installed or if your version is not the latest. If you install
Connect, refresh your browser to start using Connect.

For more information, see Faspex and Connect on page 79.

Configuring Faspex Settings

Configuring the Faspex Web Server

Go to Server > Configuration > Web Server to access the Web Server configuration page, which displays the
I P address or domain name of the server and the HTTP/HTTPS ports that users connect to when accessing the
application. These settings were initially configured when you first installed Faspex.

Server Information

Field Description

Server's external address or | The Faspex server's primary |P address or domain name. To change the address or
name name, run the following command:

asct| apache: host nane host

HTTP port The Faspex server's HTTP port number. To change the port, run the following
command:

asct| apache: http_port port

HTTPS port The Faspex server's secure HTTP (HTTPS) port number. To change the port, run the
following command:

asct| apache: https_port port

Configuring the Faspex Domain Name

Create adomain name for Faspex to prevent email providers from flagging emails sent by Faspex as spam or junk.

If Faspex is configured to identify itself by IP address (rather than by domain name), then the URL s in your
notification emails contain an IP address (for example, "ht t ps: // 10. 0. 0. 1/ asper a/ f aspex"). Some
Web-based email services (such as Y ahoo or Ymail, and Hotmail) have been known to automatically flag emails
containing IP address links as " Spam," and move them to your Junk/Spam folder. If you do not have a domain name
immediately available, then you can first configure Faspex with an |P address and then change it to use adomain
name later.
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If you know that you will not be setting up a domain name, make sure that users add your Faspex "From" email
address (for example, admin@faspex.example.com) to their address book or contact list. Doing so typically "white-
lists' the address so that emails from Faspex are not automatically flagged and routed the Junk/Spam folder.

CAUTION: Do not configure Faspex to use a domain name or hostname that contains underscore characters.
Doing so could prevent you from logging into the server or cause other connectivity problems. Internet
standards for domain names and hostnames do not support underscore characters.

e

Configuring Alternate Addresses for Faspex

If you have agroup of external users who must log into Faspex through a different IP address or domain name, you
can configure alternate | P addresses or domain name to use to authenticate to Faspex.

1. Select Enable alternate address > Add alternate address to add a new address.
Note:

Alternate addresses support comma-delimited Classless Inter-Domain Routing (CIDR), allowing you to specify
multiple subnets or a specific range of addresses. For example:
198. 51. 100. 24, 192. 168. 0. 0/ 18, 10. 0. 0. *

2. Fill inthe address name and the description to include in email notifications.

3. Choose whether this alternate address is available for email templatesto use.

4. Click Update to finish.

Y ou can include any configured alternate | P addresses with the Show in emails option enabled the

ALTERNATE ADDRESS # email variable, where # isthe number corresponding to the alternate address you want to

include. For more information about customizing email notifications, see Configuring Email Notification Templates
on page 138.

Configuring Transfer Options

Download During Transfers

Field Description
Enable downloads during | When enabled, users can download files from packages in an ongoing transfer. This
transfers feature is enabled by defaullt.
Note: If you are using IBM Aspera Validator to perform file validation, you must
disable this feature.
Download Over HTTP
Field Description
Enable HTTP fallback Use HTTP for transfers when Connect is unavailable.

Initial Default Transfer Rate

Field Description

Initial upload rate Specify the target upload rate

Initial download rate Specify the target download rate
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Field

Description

Lock minimum rate and
policy

Prevent clients from adjusting their transfer policy or minimum transfer rate

Server Information

Field

Description

Upload target rate cap

Specify the maximum upload rate

Download target rate cap

Specify the maximum download rate

Aspera Connect Settings

Field

Description

Minimum connect version

The minimum version of the IBM Aspera Connect that can be used to transfer with
Faspex. The version must bein the form"X.Y.Z" (for example, 0.0.0.)

Note: If you are serving Connect locally, you must remember to update the minimum
Connect version for each new version of Faspex to ensure your end users use aversion
supported by the current version of Faspex.

Locally host Connect

Serve Connect using the local Connect SDK instead of the Aspera CDN. For more
information, see Serving Connect Locally on page 88.

Note: If you are serving Connect locally, you must remember to manually update
the version of the hosted Connect SDK for each new version of Faspex to support the
latest Faspex features.

Prefer http over extension

[Chrome only] Enforce the browser to use HTTP to communicate with Connect
instead of using the browser extension.

Lock Connect SDK version

Prevent Faspex from updating the local Connect SDK if a new version becomes
available. This setting persists across upgrades.

Note: Faspex periodically checks for updates and does not immediately download a
new version if this option is disabled.

Server-to-Server Relay Transfer Settings

Field

Description

Outgoing bandwidth

Set the outgoing bandwidth for relay transfers.

Setting Maximum Package Title Length

When Faspex saves a package, it names the package using the title of the package. By default, Faspex limitsthe
package name to 200 characters to prevent problems caused by unecessarily long package titles. Y ou can change this
limit by going to Server > Configuration > Package Storage and adjusting the Maximum package title length in
stor age paths option to limit the maximum number of characters Faspex uses to name package titles.
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Configuring the Email Server

IBM Aspera Faspex uses a SMTP server to communicate various events with users.

1. Goto Server > Notifications and select E-mail Configuration.

2. Choose open or login authentication. If you choose login authentication, you are required to enter login
credentials for the SMTP server.

3. Enter your SMTP Mail Server and its Server Port.

4., ToenableTLS, select Use TLSiif available.

Important: Faspex confirms whether the name in your TL S security certificate matches your mail server's
configured address (fully qualified domain name or |P address). If it does not, Faspex displays an error. If your
fully qualified domain name does not resolve with your internal DNS, you must add the |P address and name to
your / et ¢/ host s file (or ensure the name resolves using DNS).

5. Enter the domain of the SMTP server.

6. If you chose login authentication, enter your login credentials.

« User: The email account that you are sending the notification from (be sure to include the domain).
» Password: The password for the email account.

7. Configure email details.

e Faspex " From" name: The"From" name that appears on Faspex-generated emails.

e Faspex " From" email: The"From" email address that appears on Faspex-generated emails.

» Packagesreceived " From": Choose from Sender, Faspex, and Sender via Faspex. Selecting Sender shows
package notifications as received from the sender's name." Selecting Faspex shows package notifications
received from "Faspex”. Selecting Sender via Faspex shows package notifications as received from the
sender's name "via Faspex”.

8. Click Save.
9. Test your SMTP server settings. Enter your email address and click Save and Send Test Email to send atest
email.

Y ou should receive a confirmation email titled "Email settings test" with the message, "If you received this

message, your email settings are configured correctly."

Enabling Post-Processing Scripts

Faspex admins have the ability to execute post-processing scripts on the server to accomplish tasks such as virus
checking, moving files, and creating backups once packages arrive. Post-processing uses a set of filtering optionsto
determine when to execute customized scripts. Aspera Faspex can execute shell scripts and Windows batch scripts,
where information about the package is passed to the script by means of environment variables.

Post-processing scripts that have been activated execute automatically after the initial transfer to a default inbox. The
relay of a package to a custom inbox does not trigger script execution.

In the event that a Faspex Administrative account is compromised, post-processing can be a serious threat to your
server's security. Thus, Aspera strongly recommends that you update your administrative users permissionsin order
to prevent unauthorized users from executing post-processing on Faspex by restricting the | P addresses from which a
user can log into an admin account. For more information, see Configure User Settings on page 209.

Note: By default, post-processing is enabled. To disable it for security reasons, see the instructions at the end of this
topic.

1. Prepare the post-processing script.

Generate your post-processing script and place it in adirectory on the machine running your Faspex. Take note of,
or copy, your script's full system path on the server. Y ou can utilize the following environment variables in your
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post-processing scripts, but be sure to use the proper format. For example, the variable faspex_pkg_directory will
be available as $faspex_pkg_directory in shell scripts, and % faspex_pkg_directory% in Windows batch files.

Variable

Description

faspex_pkg_directory

Storage directory of the package. See cautionary note below.

f aspex_pkg_nane Packagetitle.
faspex_pkg_note Package note.
faspex_pkg id Package ID.

faspex_pkg delivery_ id

Package delivery ID for use with API endpoints that accept package
delivery ID to interact with packages in the system.

faspex_recipient_Iist

Comma-separated list of recipients. (for example, "admin, johndoe™)

f aspex_reci pi ent _count

Number of recipients. (for example, "3")

faspex_recipient_i

Name of the recipient. (# startsat "0", for example,
faspex_recipient_O,faspex_recipient_1..).

faspex_sender _id

The sender's ID.

f aspex_sender _nane

The sender's full name.

f aspex_sender _emi |

The sender's e-mail.

faspex_pkg_total _bytes

Size of the package in bytes.

faspex_pkg total _files

Number of filesin the package.

faspex_pkg_uuid

The package's UUID (36 characters).

faspex_netadata fields

Comma separated list of the metadata fields defined for the package.

f aspex_net adat a_field

The value of the metadata field named field. In the field name, spaces are
converted to underscores, non a phanumeric characters or underscores
are stripped. For example, "my field" becomes"my _field"; "*my_group"
becomes "mygroup”.

Set up post-processing in the Faspex Web UI.
2. Goto Server > Post-Processing and click Create New.
3. Configure the script.

Script torun

Item Description

Name A descriptive name for this script.

Path to script on server Enter the full path to the executable script that exists on the server.
Important: The system user faspex should have the proper permissions
to access and execute thisfile.

Active Check to enable this script.

Execution criteria

All specified criteria must match the uploaded package's attributes for the script to be run on that package. All
match fields in this section are optional. When Exact match is checked, the package attribute has to match the
specified criterion exactly for the script to be run, the entered text will be matched anywhere in the field.
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Item Description

Package name Execute when the package name matches the string.

Sender name Execute when the sender name matches the string.

Sender email Execute when the sender email matches the string.

Recipient name Execute when the recipient name matches the string.

Recipient email Execute when the recipient email matches the string.

Package note Execute when the package note matches the string.

Package date Execute when the package date falls into the determined range.
Package size Execute when the package size fallsinto the determined range.
Package file count Execute when the package file count falls into the determined range.

For security reasons, you may optionally disable post-processing in faspex.yml. The DisablePostProcessing setting
can be found in the faspex.yml found at:

/ opt / asper a/ f aspex/ confi g/ f aspex. yni

Important: Asperastrongly recommends backing up faspex.yml before modifying.

Within faspex.yml, change Di sabl ePost Processi ng: f al se to Di sabl ePost Processi ng: true:

producti on:

Di sabl ePost Processi ng:true

For more information on faspex.yml, see faspex.yml Configurations Reference on page 154.

Setting Up Bandwidth Measurement

Y ou can enable bandwidth measurement to make all uploads perform a bandwidth measurement prior to transferring
regardless of the target rate setting for the server or the transferring user (downloads are not affected).

1. Stop Faspex.

Execute the command to stop Faspex:

$ asctl faspex:stop

2. Open faspex.yml with atext editor.
Locate faspex.yml in the following location:
[ opt/ asperal/ faspex/ confi g/ faspex. ym

Before editing faspex.yml, create a backup. Open it with atext editor:
3. Add the bandwidth measurement parameter in faspex.yml.

Before editing faspex.yml, create a backup. Open it with atext editor, and add this line at the end of the file:

i\/éésur eBandw dt hOnUpl oad: yes
4. Start Faspex.
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Execute the command to start Faspex with the new setting:
$ asctl faspex:start
To verify bandwidth measurement, open IBM Aspera Connect and go to Preferences > Bandwidth, click Remove
All and make sure Automatically cache measur ements obtained during transfer is unchecked. Now log into

Faspex and send a package. In the first few seconds of the transfer, Connect should show a status of Measuring
Bandwidth....

Customizing New User Account Form

Y ou can customize the New User Account form admins must fill out to create new accounts by marking certain
fields required. For example, if you mark the option Password expir es as required, that field becomes required when
creating a user.

The following fields can be marked as required:

e Password expires

e Account expires

« Allowed IP addresses for login

« Allowed IP addresses for download
e Allowed IP addresses for upload

Important:

* Modifying f aspex. ym isfor advanced administrative users only.
e Besuretoback upf aspex. ym before modifying.

1. Stop Faspex.
Execute the command to stop Faspex:

$ asctl faspex:stop

2. Open faspex.yml with atext editor.
Locate faspex.yml in the following location:
/ opt / asperal faspex/ confi g/ faspex. ym

Before editing faspex.yml, create a backup. Open it with atext editor:
3. Write the required-field parameters into your faspex.yml file.

Write the following parameters into the file. When arequired field is specified, the option is checked and grayed-
out; When arequired field with default value is specified, a default value is presented in the option.

Parameter Description

RequireUserPasswordExpires: yes Make "Password expires' required. A valueis
required.

RequireUserAccountExpires: yes Make "Account expires’ required. A valueis
required.

RequireUserDescription: yes Make "description” required.

RequireUserDescriptionWithDefault: "Default_value" Make "description” required, and insert default
value.

RequireUserAllowed| pAddressesForLogin: yes Make "Allowed | P addresses for login"
required.
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Par ameter Description

RequireUserAllowedl pAddressesForL oginWithDefault: Make "Allowed | P addresses for login"

"Default_value" required, and insert default value.

RequireUserAllowedl pAddressesForDownload: yes Make "Allowed I P addresses for download"
required.

RequireUserAllowedl pAddressesForDownloadWithDefault: | Make "Allowed | P addresses for download"

"Default_value" required, and insert default value.

RequireUserAllowed| pAddressesForUpload: yes Make "Allowed IP addresses for upload”
required.

RequireUserAllowedl pAddressesForUploadWithDefault: Make "Allowed IP addresses for upload”

"Default_value" required, and insert default value.

For example, to make "Account expires' required, and "Allowed | P addresses for download" required with default
value "10.0.*", add the following lines in Faspex.yml:

iizédui reUser Account Expires: yes
Requi reUser Al | owedl pAddr essesFor Downl oadWt hDef aul t: "10. 0. *"

4, Start Faspex.
Execute the command to start Faspex with the new setting:

$ asctl faspex:start
To verify the modified fields are now required, log into Faspex with an admin account and go to Accounts >

New User. Red asterisks appear near the fields that have been marked as required. Trying to create a user without
specifying values for these field result in an error message to that effect.

Modifying HTTP Server Settings

Y ou may configure the IBM Aspera Faspex Apache HTTP Server to use different host name, communication port,
and namespace.

Important: For help on regenerating the self-signed SSL certificate (due to a host name change) that isinstalled with
this Aspera Web application, see Regenerating Self-Signed SSL Certificate (Apache) on page 57. For instructions

on creating and enabling a CA-signed certificate, see Installing a Signed SSL Certificate Provided by Authorities on
page 55.

1. Update the hostname.

The hostname used by apache is configured when you first install Faspex. Use this command to print the current
hostname:

$ asctl apache: host nane

To change the hostname, use the following command. Replace HOSTNAM E with the new hostname:
$ asctl apache: host nane HOSTNAME

Also update your SSL certificate to reflect the new hostname:

$ asctl apache: make_ssl _cert HOSTNAME
2. Change HTTP and HTTPS ports.
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By default, Faspex uses standard ports for HTTP (80) and HTTPS (443). Use the following commands to update

these ports:
[tem Command
HTTP
$ asctl apache: http_port NEWHTTP_PORT
HTTPS
$ asctl apache: https_port NEW HTTPS PORT

3. Change Faspex namespace.
Faspex uses the namespace /aspera/faspex by default. Use this command to print the current namespace:

$ asctl faspex:uri_nanespace
To set the namespace to, for example, /faspex, use the following command:
$ asctl faspex:uri_nanespace /faspex
When the namespace is updated, advise your users of the new URL. For example, if your faspex server's address

ishttps://198. 51. 100. 24/ asper a/ f aspex and you change the namespace to /faspex, they would use
thefollowing URL: htt ps://198. 51. 100. 24/ f aspex.

For acompleteasct | command reference, see asctl Command Reference on page 199.

Changing the Default Language Used in Faspex
Change the default language used in Faspex. The default language is English.

1. Stop all Faspex services:

asctl:all stop

2. Changethel 18n. def aul t _| ocal e optionin/ opt/ asper a/
faspex/configinitializersi18n_defaults.

For example, to set the default language to Dutch:

# 118n.default | ocale = "en"
| 18n. default locale = "nl"

3. Start all Faspex services:

asctl:all stop

Configuring HTTP and HTTPS Fallback

HTTP falback serves as a secondary transfer method when the Internet connectivity required for Aspera FASP
transfers (UDP port 33001, by default) is unavailable. When HTTP fallback is enabled and UDP connectivity islost
or cannot be established, the transfer will continue over the HTTP protocol. These instructions describe how to enable
and configure HTTP/HTTPS fallback.

Prerequisites:

e Toenable HTTP fallback for IBM Aspera Faspex, you must configure the feature in both Faspex and the
associated transfer node that isrunning IBM Aspera High-Speed Transfer Server.
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When Faspex and the HSTS are installed on the same machine, the Faspex installation process configures both
automatically. When HSTS isremote, configure the transfer server and firewall portsin either of the following

ways.
e Set HTTP/HTTPS to defaults ports (8080 + 8443) and open firewall ports on 8080/8443.
e Set HTTP/HTTPS to standard ports (80 + 443) and open firewall ports on 80/443.

Additionaly, the transfer server fallback settings must match the Faspex fallback settings. If the settings don't
match, Faspex returns a " Package creation failed" error. Ensure that transfer server has HTTP/HTTPS fallback
enabled.

Configure your HSTS web UI. For additional information on configuring different modes and testing, see the
Aspera KB Article "HTTP fallback configuration, testing and troubleshooting.”

Your Aspera HTTP daemon () is running with sufficient privileges so that it can modify file ownership.

Limitations:

Folders that are symbolic links cannot be downloaded directly by using HTTP fallback. Folders that are symbolic
links are processed correctly when their parent folder is the source.

HTTP fallback can only follow symbolic links. Settingsin asper a. conf or in the command line are ignored.
HTTP fallback attempts to transfer at the target rate but is limited by TCP.
HTTP fallback does not support pre-post processing or inline validation.

Process:

1. Goto Server > Configuration > Transfer Options and select Enable HT TP Fallback.
2. Goto Server > Configuration > Security and select Encrypt Transfers.

Note: If HTTPS fallback is enabled on the transfer server, encrypted transfers must be enabled in Faspex.
Confirm your HTTP fallback port number.
To confirm your HTTP fallback port number, run the following asct | command:

asct| faspex: http_fallback_port
If you need to modify the Faspex HTTP port, add the port_number to the command:
asct| faspex: http_fallback_port port_numnber

Important: Do not use this command if Faspex and your transfer server are on the same machine. If you modify
the HTTP fallback port, HTTP fallback fails because Apache is hard-coded to route traffic to asper aht t pd on
port 8080.

(InHSTS) Configure HTTP/HTTPS fallback settings.
Y ou can configure HTTP/HTTPS fallback from the HSTS GUI or by editing asper a. conf .

Configuring HTTP/HTTPS fallback from the GUI:
Launch the transfer server and go to Configuration > Global > HTTP Fallback.
Review the following settings:

e IntheEnable HTTP row, select Override and set to true.
e |f youwant to alow falback over HTTPS, in the Enable HTTPS row, select Override and set to true.

Configuring HTTP/HTTPSfallback by editing asper a. conf:
Run the following commands:

e Toview thecurrent HTTP settingsin asper a. conf :

$ asuserdata -b -t
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Confirm the HTTP fallback settingsin asper a. conf asshown in the example below. enabl e_ht t p should
besettot r ue, while the value shown for ht t p_port should match what was displayed when you ran the
commandasct| faspex: http_fall back_port (default: 8080).

<CONF versi on="2">
<htt p_server>
.<é'nabl e_http>true</enable_http> <l-- Enable HITP -->
<ht t p_port >8080</http_port > <l-- HITP port -->

</ ht t p_server>
</ CONF>

To manually inspectasper a. conf , open it from the following directory:

5. After enabling HTTP fallback and setting a token encryption key, restart , , and .

Run the following command in a Termina window to restart asperacentral:
# /etc/init.d/ asperacentral restart

Run the following commands to restart asperanoded:
# /etc/init.d/ asperanoded restart

Run the following commands to restart asperahttpd:

# /etc/init.d/ asperahttpd restart

Setting the Minimum IBM Aspera Connect Version

Setting the minimum Connect version ensures your end users are using a version that supports the latest Faspex
features. Users are prompted to upgrade their version of Connect if their version does not meet the minimum
reguirement.

Note: To use the file name obfuscation feature, your end users must be running Connect 3.9.8 or higher.

1. Goto Server > Transfer Options.
2. Inthe Aspera Connect Settings section, change the minimum Connect version.

Configuring On-Demand Entitlement

Manually install Faspex for usein Aspera on Demand need to use an On Demand entitlement.

Aspera highly recommends using pre-configured images available in Aspera-supported cloud providers for greater
reliability and for ease of configuration. These instructions are for customers who are manually installing Faspex for
use in Aspera on Demand need to use an On Demand entitlement.

Faspex entitlement requires that you have IBM Aspera High-Speed Transfer Server installed on the same server as
Faspex. Faspex usesthe asper anoded service's license API for entitlement.

Note: Faspex usestheasct | command to configure entitlement. You must runasct | asther oot user.

Turn On Entitlement

export RAILS ENV=producti on
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asctl faspex:rake entitlenent:turn_safe _net_entitl enent _node_on

Turn Off Entitlement

export RAILS ENV=producti on
asctl faspex:rake entitlenent:turn_safe_net_entitl enent_node_of f

Register Entitlement Key

export RAILS ENV=producti on
asctl faspex:rake --trace entitlenent:config_|icense_server
EL_KEY="entitl ement _key" EL_CUSTOMER | D="id"

For example:

asctl faspex:rake --trace entitlenent:config |license_server
EL_KEY="cd0904ae- f 85a- 4e3b- 8ae0- 615d79e5deal” EL_ CUSTOVER | D="Test"

Note:
1) You must turn on entitlement before you can register the key.

2) The- -t race optionisnot required, but it is helpful for debugging issues.

Working with Sender Quotas

Sender Quota Overview

Sender quotas alow Faspex admins to control the maximum volume of data that specific Faspex users can send to
specific recipients over arolling period, based on settings at the global and user account levels.

For example, admins can prevent all Faspex users from individually sending more than 25 GB over a twenty-four
hour period, while alowing some of those users to send an unlimited amount of data.

Sender quotas can be applied based on who is sending, who is receiving, or both.

Senders and receipients can be exempted from sender quota enforcement based on their email address domain name.

Sender Quota Verification Logic

Faspex uses this logic to determine whether to verify sender quotas for a package being sent:
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Yes

Global Sender
Quota is Default

Global Sender
Quota is
Enabled
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Data Allowed for a New Package When Enforcing Sender Quota

If the sender quotais being verified for a package, then the maximum number of bytes (in MB) allowed for the
package is defined by the global sender quota configuration and possibly the sender's sender quota configuration:

Global and Current Account Sender Quota Package Maximum Size

Configurations

Global sender quota = Enabled Global default sender quota minus bytes already sent by
that user to non-whitelisted recipients within the current
rolling period

Global sender quota = Default Sender's Sender Quota | User account sender quota minus bytes already sent by
Overrideis selected and the Sender Quota valuehasa | that user to non-whitelisted recipients within the current
value greater than 0 MB rolling period

Global sender quota = Default Sender's Sender Quota |0 MB (no package can be sent)
Overrideis selected and the Sender Quota value hasa
value of 0 MB

Global sender quota= Default Unlimited (normally based on file storage)

Sender's Sender Quota Overrideis selected and the
Sender Quota valueis empty

Note: Faspex takesinto account all user data sent within the current period (duration configured by Sender quota
duration), even if sender quotas were not yet enabled. For example, a user sends 100 MB of datain the current
period. An admin then enables sender quotas with a maximum of 4000 MB. The user has 3900 MB availablein the
current period.

Over-Quota Warnings and Enforcement

When users start the process of sending a new package, Faspex warns users as soon as possible that the package
might go over quota:

« |f the user isover quota, Faspex notifies the user when they attempt to create a new package that they cannot send
more data until the end of the current rolling period.

Note:

Faspex cannot determine the size of the package before its files are uploaded. Instead, Faspex relies on the HST
Server node to pre-calculate the package size. Faspex uses that information to determine if senderswill reach or
exceed their sender quotas. The node must havethepr e_cal cul at e _j ob_si ze enabled (set toyes or any)
for Faspex to use this information.

If the option is disabled (set to no), Faspex determines the size of the package as the transfer goes and stops
the transfer when it determines the sender has reached or exceeded the sender quota. In the worst-case scenario,
Faspex might not stop atransfer until most of the package is transferred.

Therefore, IBM Asperarecommends enabling the pre_cal cul at e_j ob_si ze setting on the HST Server
node (by default, set to any).

« |f theuser isstill under quota, Faspex allows the user to initiate atransfer. When the package size reaches or
exceeds the sender quota, Faspex notifies the user that the user went over quota. Faspex then cancels the transfer
and del etes the package.

Note:

During atransfer, Faspex checks a sender's available quota every 5 seconds. The polling frequency can allow
some packages to go beyond the quota limit if Faspex does not check the in-transfer package at least once. For
example, auser creates a new package while under quota and the transfer completes in under 5 seconds dueto a
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small, package size and a high, transfer speed. Nevertheless, that package size is accounted for in the user's sender
quotafor any, future quota verification.

Sender Quota Exceptions

Admins can exempt individual accounts from sender quota enforcement by overriding the account sender quota and
leaving the sender quota value empty. That requires the global sender quota setting to be set as Default.

Admins can al so choose to whitelist email domains to exempt senders or recipients from sender quota enforcement
based on their email addresses.

Note:

If users change their email address, that can impact their inclusion in sender or recipient whitelists, and therefore al'so
impact sender quota enforcement.

This can be prevented by disabling the Allow usersto change their email address setting (Server > Configuration
> Security > Allow usersto changetheir email address).

Configuring Sender Global Quotas

Enable sender quotas globally to limit the amount of data users can send in a specified rolling period.

1. Goto Faspex > Configuration > Security and go to the Sender Quota section.
2. Setthe Sender quota option option to Enabled or Default.

Option Sender Enfor cement

Enabled Faspex enforces the default sender quota for al non-
whitelisted user accounts in Faspex, regardless of the
override option set at the user level.

Default Faspex enforces the default sender quota for al non-
whitelisted user accounts in Faspex, unless an admin
sets a specific sender quota for the account. Instead, the
specific sender quotais enforced.

Disabled Faspex does not enforce sender quotas for any user
accounts in Faspex, even if an admin had set a specific
sender quotafor the account.

3. Set the Sender quota duration in hours. Faspex resets a user account's sent bytes (in MB) after the specified
duration. The value must be a positive number between 1 - 9999 hours.

4. Setthe Sender quota limit to avaluein megabytes (MB). The value must be a positive number.
If the limit set to 0, users cannot send packages.
The default is 4000 MB.
If the Sender quota option is set to Default, admins can configure sender quotas for specific account. For more

information, see Configuring Sender Quota for a User Account on page 47.

5. Definealist of Approved recipient domains to whitelist. Sender quotas are not enforced when sending to
recipients with email addresses in these domains.

For example: " @aspera.com; @ibm.com™.

Note: Whitelists do not support individual email addresses. Y ou can whitelist only domain names.

6. Definealist of Approved sender domains to whitelist. Sender quota are not enforced for users with email
addresses in these domains.

For example: " @aspera.com; @ibm.com™.

Note: Whitelists do not support individual email addresses. Y ou can whitelist only domain names.
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7. Click Update.

Configuring Sender Quota for a User Account

Admins can override sender quotas for specific account if the global sender quota setting is set to Default.

1. Goto Accounts> user_account.
2. Select Override security sender quota.
3. Setthe Sender quota limit to avalue in megabytes (MB).

To exempt the user from sender quota enforcement, do not set a value.

To prevent a user from sending packages, set the valueto 0 MB.
4. Click Update User.

Securing Faspex

Firewall Settings

An Aspera server runs one SSH server on a configurable TCP port (22 by default).
Y our firewall should be configured as follows:

« Toensurethat your server is secure, Aspera strongly recommends allowing inbound connections for SSH on
TCP/33001 (or on another non-default, configurable TCP port), and disallowing inbound connections on TCP/22.
If you have alegacy customer base utilizing TCP/22, then you can alow inbound connections on both ports.

Open your SSH configuration file in atext editor. The configuration file islocated in the following directory: /
et c/ ssh/ sshd_confi g.

AddthelinePort 33001 to the configuration file to enable access to port 33001. If you are also using port 22
for shell accessto the server you also need to add or uncomment theline Port 22 in the config file.

Restart the SSH server to apply your new settings:

# service sshd restart

e Allow inbound connections for FASP transfers, which use UDP/33001 by default, although the server may also
choose to run FASP transfers on another port.

« If you havealocal firewall on your server (such asi pt abl es), verify that it is not blocking your SSH and FASP
transfer ports (TCP/UDP 33001).

» For the Faspex application, alow inbound connections for HTTP and/or HTTPS Web access (TCP/80, TCP/443).

The firewall on the server side must allow the open TCP port to reach the Aspera server. No servers listen on UDP
ports. When atransfer isinitiated by an Asperaclient, the client opens an SSH session to the SSH server on the
designated TCP port and negotiates the UDP port for the data transfer.

Configuring Security Settings

Modify security settings for Faspex user accounts, self-registration, external senders and encryption. Go to Server
> Configuration > Security to view or modify your server's security settings for Faspex user accounts, self-
registration, external senders, and encryption.
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Configuration Option

Description

Session timeout

Sessions time out after the specified number of minutes of inactivity.

Lock users

Lock a user account based on the number of failed login in attempts in a given number
of minutes, or based on account inactivity.

By default, Faspex locks an account after the user failsto login five timesin arow
within five minutes. The maximum failed login attempts and the rolling period for
failed attemps must be positive numbers between 0 and 99.

You can also select After number days of inactivity to lock accounts based on
inactivity.

An administrators must reactivate alocked account before the user can use the account
again. For more information, see Reactivating an Inactive Account on page 73.

Remove users

Remove users after the specified number of days of inactivity. Local, directory
service, and SAML users can be configured separately.

Prevent concurrent login

If enabled, users can only be logged in from one client at atime.

Passwords expire

When activating global password expiration, al users with default password policies
are updated with a password expiration date specified by the password expiration
interval. Admins can override this global policy in a user's account settings. See
Configure User Settings on page 209.

Note: When changing password expiration interval, changes to password expiration
date do not occur until next password change for each user if password expiration is
already active.

Prevent password reuse

Prevent users from reusing passwords. Enter the number of previous passwords users
cannot reuse.

Use strong passwords

If enabled, requires newly created passwords to contain at least one letter, one number
and one symbol. Existing passwords remain valid.

Y ou can change the strong password criteria by editing the faspex.yml

file, which islocated in the following directory: / opt / asper a/

faspex/ confi gf aspex. ym . For moreinformation on faspex.yml, see
faspex.yml Configurations Reference on page 154

Require new usersto
change password on first
login

New users must enter a new password when they first log in.

Allow locked out usersto
unlock themselves

Locked out users can select the Forgot my passwor d button to have a password reset
email sent to them. Using the link, they can reset their email and log in.

Keep user directory private

When set to Yes, prevents a Faspex user (even if they have permissionsto send to all
Faspex users) from being able to see the entire user directory. Y ou can override this
setting on a user-by-user basis by editing their permissions.

Important: When the privacy setting is turned on (set to Y es), users who have been
assigned the role of Workgroup Admin can still view the entire list of Faspexusers
viathe Workgroup Member s page.

Allow usersto create
normal packages

If thisfeatureis disabled, users cannot access the New Packages site and can only
create dropbox packages (only if they are amember of a dropbox). This option can
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Configuration Option

Description

also be set for individual users by going to Accounts > User s, clicking the username,
and selecting an option for Can create normal packages.

Users can see global
distribution lists by default

Select to give all users access to the global distribution lists. If this option is disabled,
admins must configure a user's settings to grant access to global distribution lists.

Ignore invalid recipients

Prevent a package from failing to send even when addressed to invalid recipients.
Faspex skips any invalid user and delivers the package to all valid recipientsin thelist.

Allow usersto change their
email address

Enable users to change their own email addressesin their account preferences (see
Updating Email and Connect Settings on page 75). If thisfeatureis disabled, only
admins can change a user's email address.

Send welcome email to all
new users

Faspex sends awelcome email to all users. The welcome email includes alink to
download Aspera products, a password reset link, and alink to login to Faspex.

Note: The password reset link expires after one week.

Registrations

Configuration Option

Description

Self-registration

Choose whether non-users can create or request user accounts.

« None: Non-users are not alowed to create or request user accounts.
e Moderated: An admin must approve the account before it is created.
« Unmoder ated: Once a user registers, hisor her account is automatically created.

If you allow self-registration, Aspera recommends the moder ated setting for security.

. Warning: If self-registration is enabled, then it could be utilized to find out
L1 whether a certain account exists on the server. That is, if you attempt to self-
register aduplicate account, you receive a prompt stating that the user already
exists.

i

After auser self-registers (either moderated or unmoderated), his or her account
inherits the permissions of the configured template user and automatically becomes a
member of designated workgroups. To configure the template user, go to Accounts >
Pending Registrations and select the user. To set the workgroups that newly created
usersjoin, click the wor kgroupslink. Although self-registered users are, by default,
not allowed to send packages to other self-registered users, you can modify this setting
by selecting Self-registered users can send to one another.

Important: To prevent a self-registered account from having the same email address
as afull Faspex user, Admins can add a special option to faspex.yml. Y ou can find
faspex.ymlin the following directory:

/ opt / asperal faspex/ confi g/ f aspex. ynl

Inside faspex.yml, within the "Production:" section, paste the following option and set
itto "true":

Enf or ceSel f Regi st er edUser Emai | Uni queness: true

Terms of service

Enter a statement that users are required to accept in order to self register an account.
If you do not enter a statement, users are not required to accept terms of serviceto
create an account.
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Configuration Option Description

Notify the following emails | Thisfield appears when you choose the M oder ated registration policy. Enter one or
to approve more email addresses to notify for moderation.

Note: These email addresses are not validated against existing Faspex admins or
managers.

Require external usersto Force external usersto register a Faspex account to download packages sent to them.
register External users register with the same process as self-registered users. For more
information about requesting accounts, see Requesting an Account on page 31.

Note: You must first allow usersto send packages to external email addresses by
selecting the Allow sending to external email addresses. For more information, see
the description for the option below.

Important: You cannot

if you using external flag in Faspex, please do not use "require the external user to
register" option. Only one option permitted at the time.

Use default registration Use the same registration policy you chose for self registration for external users
policy for external users registering accounts.

Note: This option appears when you selected Require external usersto register.
Y ou must choose aregistration policy for self registration to select this option.

Registration policy for If you do not use the default registration policy, choose either M oder ated or
external users Unmoder ated.

e Moderated: An admin must approve the account beforeit is created.
« Unmoder ated: Once a user registers, hisor her account is automatically created.

Terms of service for Enter a statement that external users are required to accept in order to create an
external users account. If you do not enter a statement, users are not required to accept terms of
service to create an account.

Notify the following emails | This field appears when you choose the M oder ated registration policy. Enter one or
to approve external users | more email addresses to notify for moderation.

Note: These email addresses are not validated against existing Faspex admins or
managers.

Self-registered users can Select to alow self-registered users to send packages to other self-registered users.

send to one another Note: Self-registered users must have permission to send to all Faspex users. If a

self-registered user does not have permission to send to all Faspex users, the Self-
registered userscan send to one another option has no effect. For more information
giving auser permission to send to all Faspex users, see Configure User Settings on
page 209.

Important: If users are alowed to self-register, they see the Request an account link on the login page. After auser
clicksthislink and completes the form, admins are prompted under Accounts > Pending Registrations > Actionsto
Approve or Deny the account.

Outside email addresses

Configuration Option Description

Allow inviting external When Allow inviting external sendersis selected, external senders (those who
senders do not have Faspex accounts) can be invited to send a package to a user. For more
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Configuration Option Description

information on external senders, see Allowing Usersto Send to External Email
Addresses on page 90.

Important: Anadmin can enable or disable this feature for specific users while still
retaining the server-wide setting of enabled or disabled. Go to Accounts and select
the user to enable or disable this feature. For more information on this setting, see
Configure User Settings on page 209.

Invitation link expires Select to set aglobal policy for invitation link expiration times for persona and
dropbox invitations. Y ou can set atime in days, expire the link after one successful
upload, allow usersto set a custom link expiration policy, or acombination. For
example, you can select both atime in days and allow usersto set a custom policy. If
the default policy isto expire links after 5 days, then users can set links to expire after
less than 5 days but not longer than 5 days.

Clear this option to never let invitation links expire.

Allow public URL Allow a user to send a Public URL to users without Faspex accounts. These external
users can submit packages to registered Faspex users through this public URL. For
more information about Public URLS, see Configuring Public URLs on page 91.

Select Allow public submission URL sto globally enable the feature and allow
admins to configure this feature on a user-by-user basis. Set the server default to
Allow or Deny.

Tip: Anadmin can enable or disable this feature for specific users while still retaining
the server setting.

Allow sending to external | Select Allow sending to external email addresses to enable al Faspex users to send
email addresses packages to external email addresses.

Thisfeature is enabled by default. Select Allow sending to external email addr esses
to globally enable the feature and allow admins to configure this feature on a user-by-
user basis. Set the server default to Allow or Deny.

Tip: Anadmin can enable or disable this feature for specific users while still retaining
the server setting.

Package link expires This field appears when you select Allow sending to exter nal email addr esses.

When enabled, the package link expire after the specified number of days.

EXpirle der full package | Thisfield appears when you select Allow sending to external email addr esses.
ownlo
If this checkbox is enabled, the package link expires after one download. Thisisalso

applicable when the link is forwarded. After the first download, the files must be re-
sent in a new package through Faspex for the recipient to be able to download them

again.
Encryption

Configuration Options Description

Encrypt transfers Select to encrypt all transfers with the AES-128
encryption method. HTTP fallback transfers are also
encrypted.

Use encryption-at-rest Encryption-at-Rest (EAR) requires users, on upload,
to enter a password to encrypt the files on the server.
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Configuration Options Description

Package recipients are required to enter the encryption
password to decrypt protected files as they are being
downloaded. If a user chooses to keep downloaded files
encrypted, they are not required to enter a password until
they attempt to decrypt the files locally. Encryption-at-
Rest is supported by the IBM Aspera Connect

e Always: Always use EAR. Users must enter an
encryption password when sending a password.

e Never: Do not use EAR. Thisisthe default setting.

e Optional: Users may choose to encrypt when
uploading a package.

Note: This EAR setting only appliesto transfers
initiated through Faspex. Transfersinitiated using
ascp from the command line or the High Speed
Transfer Server GUI are handled by the configured
asper a. conf file Transfersinitiated by High Speed
Transfer Server version 3.7.4 and above are encrypted
with AES-128 by default. For more information on
encrypting ascp transfers, see the IBM Aspera High-
Soeed Transfer Server Admin Guide.

Allow dropboxes to have their own encryption settings | Select to allow admins to adjust Encryption-at-Rest
settings for each dropbox. For more information on
creating and configuring dropboxes, see Creating a
Dropbox on page 99.

Important: You must click the Update button to apply and save your changes.

Securing Incoming and Outgoing Transfers

This section describes how to configure IBM Aspera Faspex to deny all transfers except for onesinitiated by or sent
to permitted users. Thisis accomplished by updating the global authorization settings for your installation of IBM
Aspera High-Speed Transfer Server (HSTS).

1. Modify Incoming Transfers and Outgoing Transfer s settings within the aspera.conf file, which islocated at: /
opt/ asper al et c/ asper a. conf

<def aul t >

<aut hori zati on>
<transfer>

<l n>
<val ue>deny</val ue> <I-- Incom ng Transfer -->
</in>
<out >
<val ue>deny</val ue> <I-- Qutgoing Transfer -->
</ out >

</transfer>
</ aut hori zati on>
</ defaul t >

Y ou can then set transfer permissions on an individual user basis using their sections in the aspera.conf file.
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2. (Complete this step if your systemis a dedicated FaspexServer and is not performing transfers with IBM Aspera
High-Speed Transfer Server or HSTS) Only allow user "faspex” within HSTS

Y ou can verify the faspex user and corresponding settings within the aspera.conf file, which islocated at / opt /
asper a/ et c/ asper a. conf.

encryption_key>

<aaa>

<r eal ns>

<real n»

<user s>

<user >

<nanme>f aspex</ name>
<aut hori zati on>
<transfer>

<| >

<val ue>t oken</ val ue>
</in>

<out >

<val ue>t oken</ val ue>
</ out >

</transfer>

<t oken>

<encrypti on_key>CRYPTOGRAPH C_STRONG RANDOM STRI NG</

</t oken>

<aut hori zati on>

<file_systenr

<access>

<pat hs>

<pat h>

<absol ut e>E: \ f aspex_packages</ absol ut e>
<read_al | oned>f al se</read_al | owed>
<dir_al | owed>fal se</dir_al | oned>
<write_all owed>fal se</wite_all owed>
</ pat h>

</ pat hs>

</ access>

</[file_systenpr

</ user >

</real nm»

</real ns>

</ aaa>

Verify Private and Public Key Authentication for SSH Server

This topic describes the process for disabling password authentication in the sshd_config file and enabling private/
public key authentication to ensure that private and public key authentication is enabled for your SSH server.

1

Open your SSH server configuration filein atext editor.
The configuration fileislocated in the following directory:

# /etc/ssh/sshd_config

Ensure that PubkeyAut hent i cati on yes hasbeen added or uncommented, and that
Passwor dAut henti cati on yes hasbeen commented out with a#.

The section should look like the following:

.PijbkeyAut henti cati on yes
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#Passwor dAut henti cati on yes
Passwor dAut henti cati on no

3. You must restart or reload the SSH server to apply your new settings. Restarting or reloading your SSH server
does not impact currently connected users.

To restart or reload your SSH server, use the following commands:

OSVersion Instructions
RedHat (restart) )

$ sudo service sshd restart
RedHat (reload) i

$ sudo service sshd rel oad
Debian (restart) .

$ sudo /etc/init.d/ssh restart
Debian (reload)

$ sudo /etc/init.d/ssh rel oad

Private and public key authentication should now be enabled for your SSH server.

Disabling SELinux
SELinux (Security-Enhanced Linux), an access-control implementation, can prevent web Ul access.
To disable SELinux:

1. Openthe SELinux configurationfile: / et ¢/ sel i nux/ confi g.
2. Locatethefollowing line:

SELI NUX=enf or ci ng
3. Changethe vaueto disabled:

SELI NUX=di sabl ed

Save your changes and close thefile.

4. Onthe next reboot, SELinux is permanently disabled. To dynamically disable it before the reboot, run the
following command:

# setenforce O

Securing Admin Login Attempts from Unknown IP Addresses

IBM Aspera Faspex admins have the ability to execute post-processing scripts on the server. In the event that an
admin account is compromised, this capability can be a serious threat to your server's security. As such, Aspera
strongly recommends that you update your admin user permissions in order to prevent unauthorized users from
executing post-processing scripts on Faspex. Y ou can disallow login attempts to Faspex admin accounts from
unknown | P addresses.

1. Go to Accounts and select the admin account.

2. Scroll down to the Per missions section and enter the | P address or address range to allow in the Allowed | P
addressesfor login field.
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3. Click Save.

Enabling Terms of Service Agreement

Y ou can require that users agree to a Terms of Service prior to sending packages. When this option is enabled, users
must select the checkbox next to a customizable Terms of Service text field before clicking Send. Otherwise, sending
the package fails.

1
2.

On the Faspex Server admin page, go to Server > Configuration > Security > Faspex Accounts.
Enter text for the Terms of Service agreement.

By entering text in the Terms of servicefor sending text box, the feature is automatically enabled. Users must
accept the statement in order to send a package.

Click Update to apply your changes.

Installing a Signed SSL Certificate Provided by Authorities

In adefault IBM Aspera Faspex installation, Apache generates and uses a self-signed SSL certificate. Install asigned
certificate provided by authorities to secure your server.

1. Generate your Private Key (. key) and Certificate Signing Request (CSR) (. csr ):

a) Runthefollowing openssl command, where key name isthe name of the unique key that you are creating

and csr_name is the name of your CSR:

$ openssl req -new -nodes -newkey rsa: 2048 -keyout key nane. key -
out csr_nane. csr

b) Configure the certificate's X.509 attributes.

Important: The Conmon Nane field must befilled in with the fully qualified domain name of the server
to be protected by SSL. If you are generating a certificate for an organization outside of the US, see https://
www.iso.org/obp/ui/#search/code/ for alist of 2-letter, SO country codes.

For example:

Generating a 1024 bit RSA private key
++++++

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Nane or a
DN.

There are quite a few fields but you can | eave sone bl ank

For sone fields there will be a default val ue,

If you enter '.', the field will be |left blank.

Country Name (2 letter code) [US]: US

State or Province Nanme (full nane) [ Some-State]: CA

Locality Name (eg, city) []: Emeryville

Organi zati on Name (eg, conpany) [Internet Wdgits Pty Ltd]: |BM Aspera
Organi zational Unit Nane (eg, section) []: ASP

Conmon Nanme (i.e., your server's hostnanme) []: faspex.asperasoft.com
Emai | Address []: faspex@sperasoft.com

¢) When prompted, you can enter extra attributes, including an optional challenge password.


http://www.iso.org/iso/english_country_names_and_code_elements
http://www.iso.org/iso/english_country_names_and_code_elements

| Securing Faspex | 56

Manually entering a challenge password when starting the server can be problematic in some situations (for
example, when starting the server from system boot scripts). Y ou can skip entering values for any extra
attribute by hitting the Ent er button.

Enter the following '"extra' attributes
to be sent with your certificate request
A chal | enge password []:

An optional conpany name []:

After finalizing the attributes, the private key and CSR are be saved to your root directory.
Important:

« If you make a mistake when running the OpenSSL command, discard the generated files and run the command
again.

» After successfully generating your key and Certificate Signing Request, secure your private key, asit cannot
be re-generated.

. Send CSR to your signing authority.

Y ou now need to send your newly generated, unsigned CSR to a Certifying Authority (CA). Once the CSR has

been signed, you have areal certificate. Follow the key provider's instructions to generate and submit both your
private key and the Certificate Signing Request (CSR) to acquire the certificate.

Important: Some Certificate Authorities provide a Certificate Signing Request generation tool on their Website.
Check with your CA for additional information.

. If your CA returnsthe SSL certificatesto you in PFX (. pf x) format, usethe openssl command convert the
certificatesto PEM (. pen) format:

openssl pkcsl1l2 -in path/to/pfx_cert_nanme.pfx -nocerts -out path/to/
key_name. key -nodes

openssl pkcsl2 -in path/to/ pfx_cert_nane. pfx -nokeys -out path/to/
cert_nanme.crt -nodes

. Store your certificates on your server.

For example:

e ny_server.crt

e ny_server. key

Y our certificate provider may require you to also install an Intermediate CA Certificate file. Copy thefile to
apacheconf server-ca.crt

. Install the SSL certificate with the following command:

asct |
apache:install _ssl _cert cert _file_path key file_path [chain_file_path]

For example:

asct |
apache:install _ssl _cert my_server.crt ny_server.key apacheconfserver -
ca.crt

You can find the installed certificate and key at the following locations:

e apacheconfserver.crt
e apacheconfserver. key
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Generating and Installing a New Self-Signed SSL Certificate

Generate a self-signed certificate if you don't plan on sending your certificate to be signed by a Certified Authority
(CA), or if you want to test your SSL implementation while waiting for the CA to sign your certificate.

A self-signed certificate is atemporary certificate that is valid for 365 days. Self-signed certificates are not meant to
be used in your production environment. Users accessing your server are warned by their browser warn them that
your server isnot secure.

By default, IBM Aspera Faspex uses a generated, self-signed certificate as a placeholder until you can install a
certificate signed by authorities.

Y ou can find the installed certificates at:

e confserver.crt
» confserver.key

Generate a self-signed certificate using openssl command, where key _name is the name of the unique key that you
are creating and cert_name is the name of your certificate file:

openssl x509 req -days 365 -in csr_nane.csr -signkey key nane. key -
out cert_name.crt

Regenerating Self-Signed SSL Certificate (Apache)

When you initially set up Faspex on your system a pregenerated, self-signed SSL certificate is also installed. If you
have changed your Apache hostname, regenerate the self-signed certificate by following the instructions below.

1. Open atermina window and run the asctl command.

In atermina window, run the following command to generate a new, self-signed SSL certificate for your
installation of Faspex (where you will replace the HOSTNAM E with your Apache server's | P address or host
name):

$ asctl apache: nake_ssl _cert HOSTNAME
Answer yes when prompted to overwrite the existing certificate.
2. Confirm that your certificates are updated.
Check the following location to confirm your self-signed SSL certificates have been updated:

« /opt/asperalcommon/apache/conf/server.crt
 /opt/asperalcommon/apache/conf/server.key

File Encryption Options

Use Faspex and IBM Aspera High-Speed Transfer Server together to encrypt files before they are transferred, encrypt
files at the destination, and encrypt data transferred over the network.

Encryption Options

Option Description Use Case Instructions

Client-Side Encryption-at- | CSEAR provides end- Give the sender complete | Enable CSEAR by going

Rest (CSEAR) to-end encryption on control over who has to Server > Configuration
uploaded packages. When | @ccessto the data. > Security and set Use
enabled, Faspex requires
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Option Description Use Case Instructions
usersto set an encryption encryption-at-rest to
password when uploading Always.

packages using IBM
Aspera Connect. Connect
encrypts the files with that
password and transfers the
packages to Faspex.

Note: Do not use CSEAR
if you are validating
fileswith IBM Aspera
Validator.

Encrypted files are given
the. asper a- env
extension. When a package
recipient downloads these

. asper a- env files, they
must use the password to
decrypt the files and access
their contents.

The sender must give the
recipient the password.

Server-Side Encryption-at- | SSEAR is not a Faspex Protect dataon untrusted | To enable SSEAR, see

Rest (SSEAR) feature, but an HSTS. storage (for example, IBM Aspera High-Speed
cloud storage connected to | Transfer Server Admin
When a user sends a HSTS). Guide: Server-Sde
package, the HSTS Encryption-at-rest (EAR).
encrypts the transferred

files at the destination
using a password defined
intheasper a. conf
configuration file.

Encryption-in-Transit Encrypt transfers using Protect data transfer Enable encryption-
the AES-128 encryption through an untrusted or in-transit by going to
standard. insecure network. Server > Configuration

> Security and select
Encrypt transfer.

Obfuscating File Names in Packages

For security reasons, you may want to obfuscate the names of filesin your packages. The original file names are not
visiblein Faspex or in logs.

Faspex performs obfuscation when:

e A user initiates atransfer through Connect.
e A user initiates atransfer through the HTTP Gateway.
* A userinitiates atransfer from aremote source (file storage on tethered nodes).

If enabled, Faspex obfuscates the file names of all uploaded files. In the case of a directory file structure, Faspex also
obfuscates the folder name, the names of all files within the folder, and the names and files of any nested directories.

Faspex does not abfuscate the file extensions of files. For example, after obfuscation, afilewith the. t xt extension
may be named Nqu7ORqQTEC2RIOGHKS8I SFw. t xt .

Note:
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» File name obfuscation when transferring through Connect requires Connect version 3.9.8 or higher. Set the
minimum Connect version in Faspex to 3.9.8 (Server > Configuration > Transfer Options) if you enable file
name obfuscation. Faspex does not aobfuscate file namesif transferring with an older version of Connect.

» File name obfuscation in Faspex isirreversible.

Configure Global File Name Obfuscation
Go to Server > Security. In the Obfuscation section, you can set the global option to:

« Always
¢ Never
e Optional

If set to Optional, users can choose whether to obfuscate file names at package creation time.

Adding Nodes and File Storage to Faspex

Adding a Node to Faspex

Y ou can add multiple nodes to Faspex from the File Storage page (Server > File Storage). The File Storage page
lists tethered nodes and file storage. File storages are directories made available to use as inboxes (locations where
Faspex packages can be received and stored) or as the source from which users can choosefilesto includein a
package.

On afresh install, the node you configured during Faspex installation is the only tethered node, and its default storage
directory, packages, isthe default inbox destination.

Nodes do not have to run on the same server as the Faspex server. Y ou can tether aremote node to Faspex. All nodes
must be configured to interact with Faspex before they can be added to Faspex:

* Windows: Setting Up a Windows Node on page 63
* Linux: Setting Up aLinux Node on page 60
e OSX: Setting Up an OS X Node on page 65

To add a configured node to Faspex:

1. Goto Server > File Storage.
2. Click Add New Node.
3. Enter aunique name to identify the node.
4. To encrypt the connection to the node using SSL, enable the Use SSL checkbox.
5. Toverify the SSL certificate, enable the Verify SSL Certificate checkbox.
6. Configure the following file storage details:
Field Description
Host The node's hostname or | P address.

-~ CAUTION: To avoid connectivity problems,

£ '_1 do not specify a hostname that contains

underscores.
Port The Node API port number. By default, the port is
9092.
Username The Node API username on the node machine.

Password The Node API password on the node machine.
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7. Choose the storage type for the node.

If you are connecting to a node using Windows Azure or Windows Azure SAS storage, specify which storage you
are using. Otherwise, choose Default.

8. Test the node connection by selecting Test Connection.
If the connection is successful, Faspex displays. "Connection succeeded!" Otherwise, Faspex displays an error.

For more information about troubleshooting the connection, see Troubleshooting File Storage Errors on page
162.

9. If you want to designate a primary transfer address or configure a secondary |P address to allow usersto start
transfers from different | P addresses, expand the Advanced Configuration section and see Configuring File
Storage on page 68 for more details.

10. Create the node.

» Select Create to simply create your node.

« Select Create and Add File Storage to create your node and proceed to add file storage to your node. For
more information on file storage and instructions on how to add it to your node, see Adding File Storage to a
Tethered Node on page 68.

Setting Up a Linux Node

A node isany server running IBM Aspera High-Speed Transfer Server. Asperaweb applications, such asIBM Aspera
Faspex, communicate with a node through the IBM Aspera Node API. When anode is added to Faspex, it iscalled a
tethered node.

The instructions below assume you have already installed HSTS on your server. For instructions on installing IBM
Aspera High-Speed Transfer Server Admin Guide: Installing HSTS.

1. Asperarecommends setting up the node asther oot user. If you do not have accessto ther oot user, you
must give the current system user permissions to make changesto the/ opt / asper a/ et ¢/ asper a. conf
configuration file.

Change ownership of theasper a. conf fileto the current system user:

# chown system user:root /opt/asperaletc/aspera.conf

2. Verify that the nodeis running IBM Aspera High-Speed Transfer Server with avalid Connect Server license on
your transfer server:

Run the following command:
# ascp -A

In the resulting output, look for the following phrase:
Connect Server License max rate

If you need to update your transfer server license, follow the instructionsin IBM Aspera Enterprise Server Admin
Guide: Updating Product License.

3. Createthef aspex system user account on the node.
Run the following commands to create the system user faspex.

# groupadd -r faspex
# useradd -r faspex -g faspex

4. Create and configure the faspex_packages directory.
Run the following commands to create the faspex_packages directories and configure the faspex user directories:

# nkdir -p /hone/faspex/faspex_packages
# chown faspex: faspex /homne/faspex/
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# chown faspex:faspex /home/faspex/faspex_packages

Theasconf i gur at or utility modifiestheasper a. conf configuration file, located at: / opt / asper a/ et c/
asper a. conf.

5. Addtheuser to asper a. conf and set the docroot.

The directory you choose for the docroot is the absolute path for the transfer user. When this node is added to
Faspex, users cannot access files or folders outside of the docroot.

. CAUTION: Asperarecommends that you not use spaces in your docroot. If your docroot contains
i '_1 spaces, you may not receive al email notifications relating to transfer activity.

Run the following asconf i gur at or command with the transfer username and the docroot path:

# asconfigurator -x "set user_dat a;user_nane, user nane; absol ut e, / docr oot /
pat h"

For example:

# asconfigurator -x "set user_data;user_nane, f aspex; absol ut e, / hone/ f aspex/
f aspex_packages”

6. Set up token authorization for the user in asper a. conf .
Run the following asconf i gur at or commands to set the encryption key for the user:

# asconfigurator -x

"set _user_dat a; user _nane, user name; aut hori zati on_transfer_i n_val ue, al | ow'
# asconfigurator -x

"set _user_dat a; user _nane, user nane; aut hori zati on_transfer_out val ue, al | ow'
# asconfigurator -x

"set _user _dat a; user _nane, user nane; t oken_encrypti on_key, encrypti on_key"

The encryption key can be any string of numbers. Asperarecommends a string that is at least 20 characters long.
For example:

# asconfigurator -x
"set _user_dat a; user _nane, f aspex; aut hori zati on_transfer _in_val ue, al | ow'
# asconfigurator -x
"set _user_dat a; user_nane, f aspex; aut hori zati on_transfer_out val ue, al | ow'
# asconfigurator -x
"set _user_dat a; user _nane, f aspex; t oken_encrypti on_key, gj 50930t 78n84ej me9dx"

7. Setthe |P address or hostname for the node in the asper a. conf filewith the following asconf i gur at or
command:

# asconfigurator -x "set_server_data; server _nane,ip_or_host nane"
For example:

# asconfigurator -x "set_server_data; server _nane, asper a. exanpl e. conf

8. Configure the node for HTTP and HTTPS fallback.

The fallback settings on the node must match the fallback settings on Faspex. If the settings don't match, Faspex
returns a " Package creation failed" error. Set the HTTP and HTTPS ports to the ports you configured in Faspex.
For more information about HTTP fallback, see Configuring HTTP and HTTPS Fallback on page 40.

$ asconfigurator -x "set_http_server_data; enable http,true"
$ asconfigurator -x "set_http_server_data; http_port, 8080"

$ asconfigurator -x "set_http_server_data; enabl e_https,true"
$ asconfigurator -x "set_http_server_data; https_port, 8443"
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Restart the asper ahttpd service by running the following commands:

# /etc/init.d/ asperahttpd restart
9. Configure aHSTS transfer user account with a Node API username and password.
Faspex communicates to the HSTS transfer user account through the Node API to start transfers on the node.

For instructions on adding usersto HSTS, see the IBM Aspera High-Speed Transfer Server Admin Guide; Setting
Up Users.

a) Set up the Node API user:

# [ opt/ asperal/ bi n/ asnodeadm n -a -u node_api _usernane -
p node_api _passwd -x system user name

Note: Asperarecommends that you use different names for the system user account and transfer user account
in order to minimize confusion when tracing transactions and events.

For example:

# [ opt/asperal/bin/asnodeadnin -a -u node_user -p -x faspex

b) Run the following command to check the system user was successfully added to asnodeadmi n:
# [ opt/ asperal bi n/ asnodeadmi n -1

Given anode user named node_user and a system user named faspex, the result should be similar to the
following example:

user systenftransfer user acl s

node_user f aspex

10. Copy the IBM Aspera Connect public key to aut hor i zed_keys to allow Connect to connect to Faspex.

a) If the. ssh folder does not already exist in the f aspex system user's home directory, run the following
command to create the folder:

# nkdir -p /home/usernane/.ssh
For example:

# nkdir -p /hone/faspex/.ssh

b) Iftheaut hori zed_keys file does not already exist, add theasper a_t okenaut h_i d_r sa. pub
public key to the file by running the following command:

# cat /opt/asperal/var/aspera_tokenauth_id rsa.pub >> /hone/
user nane/ . ssh/ aut hori zed_keys

¢) Transfer the. ssh folder and aut hor i zed_keys file ownership to the system user by running the
following commands:

# chown - R usernane: user nane / hone/ user nane/ . ssh
# chnod 600 / hone/ usernane /.ssh/authorized keys
# chnod 700 / hone/ user nane

# chnmod 700 / hone/ usernane /. ssh

Y ou can how add this node to Faspex.
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Setting Up a Windows Node

A node isany server running IBM Aspera High-Speed Transfer Server. Asperaweb applications, such asIBM Aspera
Faspex, communicate with a node through the IBM Aspera Node API. When anode is added to Faspex, it iscalled a
tethered node.

The instructions below assume you have already installed HSTS on your server. For instructions on installing IBM
Aspera High-Speed Transfer Server Admin Guide: Installing HSTS.

1

Verify that the nodeis running IBM Aspera High-Speed Transfer Server with avalid Connect Server license on
your transfer server:

Run the following command:
> ascp -A

In the resulting output, look for the following phrase:
Connect Server License max rate

If you need to update your transfer server license, follow the instructions in IBM Aspera Enterprise Server Admin
Guide: Updating Product License.

Createthe f aspex system user account on the node.

Click Control Panel > User Accounts and add a new account named f aspex. This system user account is
associated with the Node API account in the steps below.

After creating a Windows user account, log in as that user at least once for Windows to set up the user's home
folder.

Create and configure the faspex_packages directory.

Create the following directory:

> cd C\
> nkdir faspex_packages

Theasconf i gur at or utility modifiestheasper a. conf configuration file, located at: C: \ Program Fi | es
(x86)\ Aspera\ Enterpri se Server\etc\aspera.conf.

4,

Add the transfer user to asper a. conf and set the docroot.

The directory you choose for the docroot is the absolute path for the transfer user. When this node is added to
Faspex, users cannot access files or folders outside of the docroot.

~ CAUTION: Asperarecommends that you not use spacesin your docroot. If your docroot contains
{ '_1 spaces, you may not receive al email notifications relating to transfer activity.

Run the following asconf i gur at or command with the transfer username and the docroot path:

> asconfigurator -x "set_user_data; user _nane, user nane; absol ut e, / docr oot /
pat h"

For example:

> asconfigurator -x "set_user_data; user_nane, f aspex; absol ut e, / hone/ f aspex/
f aspex_packages"

Set up token authorization for the user in asper a. conf .
Run the following asconf i gur at or commands to set the encryption key for the user:

> asconfigurator -x
"set _user_dat a; user _nane, user nane; aut hori zati on_transfer_in_val ue, al | ow'
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> asconfigurator -x

"set _user_dat a; user _nane, user nane; aut hori zati on_transfer_out val ue, al | ow'
> asconfigurator -x

"set _user_dat a; user _nane, user nane; t oken_encrypti on_key, encrypti on_key"

The encryption key can be any string of numbers. Asperarecommends a string that is at least 20 characters long.
For example:

> asconfigurator -x

"set _user _dat a; user _nane, f aspex; aut hori zati on_transfer _in_val ue, al | ow'

> asconfigurator -x

"set _user_dat a; user _nane, f aspex; aut hori zati on_transfer_out _val ue, al | ow'
> asconfigurator -x

"set user_dat a; user_nane, f aspex; t oken_encrypti on_key, gj 50930t 78nB4ej ne9dx"

. Set the IP address or hostname for the node in the asper a. conf filewith thefollowing asconf i gur at or
command:

> asconfigurator -x "set_server_data; server_nane,ip_or_host nane"
For example:

> asconfigurator -x "set_server _data; server_nane, asper a. exanpl e. cont

. Enable HTTP and HTTPS fallback.

The fallback settings on the node must match the fallback settings on Faspex. If the settings don't match, Faspex
returns a " Package creation failed" error. Set the HTTP and HTTPS ports to the ports you configured in Faspex.
For more information about HTTP fallback, see Configuring HTTP and HTTPS Fallback on page 40.

asconfigurator -x "set_http_server_data; enabl e _http,true"
asconfigurator -x "set _http_server_data; http_port, 8080"
asconfigurator -x "set _http_server_data; enabl e_https,true"
asconfigurator -x "set http_server_data; https_port, 8443"

VVVYV

Restart the asper aht t pd service. Go to Control Panel > Administrative Tools> Computer Management >
Servicesand Applications > Services, click Aspera HTTPD, and click Restart.

. Configure aHSTS transfer user account with a Node API username and password.
Faspex communicates to the HSTS transfer user account through the Node API to start transfers on the node.

For instructions on adding usersto HSTS, see the IBM Aspera High-Speed Transfer Server Admin Guide: Setting
Up Users.

a) Run the following commands to set up the Node API user:

> asnodeadnin -a -u node_api _usernane -p node_api passwd -
X system usernanme

Note: Asperarecommends that you use different names for the system user account and transfer user account
in order to minimize confusion when tracing transactions and events.

For example:

> asnodeadnmin -a -u node user -p -x faspex

b) Run the following command to check that the system user was successfully added to asnodeadni n:

> asnodeadnmin -|
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Given anode user named node_user and a system user named f aspex, the output should be:

user system transfer user acl s

node_user f aspex

9. Copy the IBM Aspera Connect public key to aut hor i zed_keys to alow Connect to connect to Faspex.

a) If the. ssh folder does not already exist in the system user's home directory, run the following commands to
create the folder:

> cd "C: \Docunents and Settings\usernane"
> nkdir .ssh

For example:

> cd "C \Docunents and Settings\faspex"
> nkdir .ssh

b) If theaut hori zed_keys file does not already exist, use atext editor to create or edit the following file: C.
\ Docunents and Settings\usernane\.ssh\authorized keys.

¢) Copy the contents of theasper a_t okenauth_i d_rsa. pub (C.\ Program Fi |l es (x86)\ Aspera
\Enterprise Server\var\aspera_t okenaut h_i d_rsa. pub) public key to thefile.

The file must be named "authorized _keys" without file extensions. Some text editorsadd a. t xt extension to
the filename automatically. Be sure to remove the extension if it was added to the filename.

Y ou can now add this node to Faspex.

Setting Up an OS X Node

A nodeisany server running IBM Aspera High-Speed Transfer Server. Asperaweb applications, such asIBM Aspera
Faspex, communicate with a node through the IBM Aspera Node API. When anode is added to Faspex, it iscalled a
tethered node.

The instructions below assume you have already installed HSTS on your server. For instructions on installing IBM
Aspera High-Speed Transfer Server Admin Guide: Installing HSTS.

1. Veify that the nodeis running IBM Aspera High-Speed Transfer Server with avalid Connect Server license on
your transfer server:
Run the following command:

# ascp -A
In the resulting output, ook for the following phrase:
Connect Server License max rate

If you need to update your transfer server license, follow the instructionsin IBM Aspera Enterprise Server Admin
Guide: Updating Product License.

2. Createthef aspex system admin account on the node.
a) Goto System Preferences# Users& Groups.
b) Click thelock button and enter your admin credentials to make changes.
¢) Click the add button.
d) Nametheuser f aspex.
€) Select Administrator from the New Account drop-down menu.
f) Name the account.
g) Enter and verify a password for the account.
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h) Click Create User.

i) Click Login Optionsin the users panel.

j) Click the Join button next to Network Account Server.

k) Click Open Directory Utility.

1) Inthe Directory Utility window, click the lock button and enter an administrator account and password to
make changes.

m) From the menu bar, select Edit # Enable Root User.

n) Enter and verify the password.

0) Click OK.

Theasconfi gur at or utility modifiestheasper a. conf configuration file, located at: / Li br ary/ Asper a/
et c/ aspera. conf.

3. Addtheuser to asper a. conf and set the docroot.
The directory you choose for the docroot is the absolute path for the transfer user. When this node is added to
Faspex, users cannot access files or folders outside of the docroot.

. CAUTION: Asperarecommends that you not use spaces in your docroot. If your docroot contains
; '_1 spaces, you may not receive al email notifications relating to transfer activity.

Run the following asconf i gur at or command with the transfer username and the docroot path:

# asconfigurator -x "set_user_dat a; user_nane, user nane; absol ut e, / docr oot /
pat h"

For example:

# asconfigurator -x "set user_data;user_nane, f aspex; absol ut e, / hone/ f aspex/
f aspex_packages"

4. Set up token authorization for the user in asper a. conf .
Run the following asconf i gur at or commands to set the encryption key for the user:

# asconfigurator -x

"set _user _dat a; user _nane, user nane; aut hori zati on_transfer_i n_val ue, al | ow'
# asconfigurator -x

"set _user _dat a; user _nane, user nane; aut hori zati on_transfer_out val ue, al | ow'
# asconfigurator -x

"set _user _dat a; user _nane, user nane; t oken_encrypti on_key, encrypti on_key"

The encryption key can be any string of numbers. Asperarecommends a string that is at least 20 characters long.
For example:

# asconfigurator -x
"set _user _dat a; user _nane, faspex; aut hori zati on_transfer_i n_val ue, al | ow'
# asconfigurator -x
"set _user_dat a; user _nane, f aspex; aut hori zati on_t ransfer_out _val ue, al | ow'
# asconfigurator -x
"set _user_dat a; user_nane, f aspex; t oken_encrypti on_key, gj 50930t 78nB84ej ne9dx"

5. Set the IP address or hostname for the node inthe asper a. conf filewith the followingasconf i gur at or
command:

# asconfigurator -x "set_server_data; server_nane,ip_or_host nane"
For example:

# asconfigurator -x "set_server_data; server_namne, asper a. exanpl e. cont
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6. Configure the node for HTTP and HTTPS fallback.

The fallback settings on the node must match the fallback settings on Faspex. If the settings don't match, Faspex
returns a "Package creation failed" error. Set the HTTP and HTTPS ports to the ports you configured in Faspex.
For more information about HTTP fallback, see Configuring HTTP and HTTPS Fallback on page 40.

# asconfigurator -x "set_http_server_data; enabl e_http,true"
# asconfigurator -x "set _http_server_data; http_port, 8080"

# asconfigurator -x "set _http_server _data; enabl e_https,true"
# asconfigurator -x "set http_server _data; https_port, 8443"

Restart the asper ahttpd service by running the following commands:

# sudo | aunchct!| stop com aspera. asperahttpd
# sudo | aunchct!l start com aspera. asperahtt pd

7. Configure a HSTS transfer user account with a Node API username and password.
Faspex communicates to the HSTS transfer user account through the Node API to start transfers on the node.

For instructions on adding usersto HSTS, see the IBM Aspera High-Speed Transfer Server Admin Guide: Setting
Up Users.

a) Run thefollowing commands to set up the Node APl user:

# / Li brary/ Asper a/ bi n/ asnodeadm n -a -u node_api _usernane -
p node_api _passwd -x system user name

Note: Asperarecommends that you use different names for the system user account and transfer user account
in order to minimize confusion when tracing transactions and events.

For example:

# [ Li brary/ Asper a/ bi n/ asnodeadnm n -a -u node_user -p -x faspex

b) Run the following command to check the system user was successfully added to asnodeadmi n:
# [ Li brary/ Asper a/ bi n/ asnodeadmi n - |

Given anode user named node_user and a system user named faspex, the result should be similar to the
following example:

user systenitransfer user acl s

node_user f aspex

8. Copy the IBM Aspera Connect public key to aut hor i zed_keys to alow Connect to connect to Faspex.

a) If the. ssh folder does not already exist in the system user's home directory, run the following commands to
create the folder:

# nkdir "/Users/usernane/.ssh"
For example:

# nkdir "/ Users/faspex/.ssh"

b) If theaut hori zed_keys file does not already exist, use atext editor to create or edit the following file: /
User s/ user nane/ . ssh/ aut hori zed_keys.

¢) Copy the contents of theasper a_t okenaut h_i d_rsa. pub (/ Li brary/ Aspera/ Enterpri se
Server/var/ aspera_t okenaut h_i d_r sa. pub) public key to thefile.
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The file must be named aut hor i zed_keys without file extensions. Some text editorsadd a.. t xt
extension to the filename automatically. Be sure to remove the extension if it was added to the filename.

Y ou can how add this node to Faspex.

Adding File Storage to a Tethered Node

File storages are directories made available to use as inboxes (locations where Faspex packages can be received and
stored) or as the source from which users can choose files to include in a package.

Y ou can add file storage on both the local tethered node or on remote tethered nodes.

Only registered Faspex users can browse remote file storage. External senders are not permitted to access remote file
storage. Every registered Faspex user can access al file storage, which means that you cannot limit file storage access
to certain registrants. However, aregistered Faspex user cannot send from remote sources unless the user account is
configured to Create packages from remote sour ces and their permission settings give them access to the source.

To add file storage:

1. Goto Server > File Storage.

2.
Choose atethered node and select Add File Storage from the e drop-down menu.

3. Enter aname for the file storage.

4. Choose the directory for the file storage. Click Browse, select a directory, and click Select.
Y ou can perform the following actions to help find the desired directory.

* You can perform asimple search for a directory by entering it into the name field and clicking Sear ch.

* You can perform an advanced search by clicking the Show Filterslink, and entering your criteria.

« You can sort the directory list by Name, Type, Largest first, Smallest first, Newest first, or Oldest first in
descending order.

Important: You are only able to browse within the docroot that was associated with your transfer service user
and API username. The path/ means the docroot, not the root directory of the node.

5. If the nodeis running a Linux operating system and you want to enable symlinks for thisfile storage, select
Enablelinking. This setting isignored if the option is not supported by the node (in other words, non-Linux
nodes).

6. If you are using thisfile storage as cloud storage, select Enable cloud refer encing.

Note: For more information, see Enabling Cloud Referencing for Package Creation on page 70.
7. Click CreateFile Storage.

Y ou should now see your tethered node and file storage listed on the File Storage page. The display shows the name
and status of each node. The Active and Error links provide more detail on the node status. The display indicates
which location is the current default inbox, and the permission level for access to sources in that location. By default,
source directories are private.

Y ou can configure read permissions and transfer rate limitations of your file storage by selecting the drop-down
arrow next to the file storage's name and selecting Edit. For more information about configuring your file storage, see
Configuring File Storage on page 68.

Configuring File Storage

Y ou can configure read permissions and transfer rate limitations of your file storage. Go to Server > File Storage,
select the drop-down arrow next to the file storage's name, and select Edit.
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Choose Directory
Click Browse and select a directory in the pop-up window. Choose one of the following options:

* You can perform asimple search for a directory by entering it into the name field and clicking Sear ch.

* You can perform an advanced search by clicking the Show Filterslink, and entering your criteria.

« You can sort the directory list by Name, Type, Largest first, Smallest first, Newest first, or Oldest first in
descending order.

Read Permissions
Set the read permission. Choose from one of the following options:

* Private: No one can use this file storage as a remote source.
« Public: Any user with the Create packages from remote sour ce permission can use it as a remote source.

e Limited: Set alist of users who can use thisfile storage as a remote source. When you select Limited, Faspex
displays the Custom Access Control section. Users must have the Cr eate packages from remote sour ce
permission to use the file storage as a source.

File storage read permissions are set to Private by defaullt.

Transfer Settings

If you want to override the default transfer settings, select Override default transfer settings to configure the
following settings:

Initial Default Transfer Rate

ltem Default
Initial upload rate: 10000 kbps
Initial download rate: 10000 kbps

Selecting Lock minimum rate and policy disables the ability to adjust transfer policies or minimum transfer rates for
clients accessing thisfile storage. (Clients are, for example, Connect and HSTS.)

Default Maximum Allowed Rate

ltem Default
Maximum upload rate; 20000 kbps
Maximum download rate: 20000 kbps

Relay Transfer Rate

[tem Default
Incoming relay rate: 45000 kbps
Outgoing relay rate: 45000 kbps

When arelay takes place between two servers with differing transfer rates, the transfer uses the smaller transfer rate
between the two servers. For example, if thereisarelay from server A to server B where the outgoing relay rate of
server A is 20,000 kbps and the incoming relay rate of server B is 10,000 kbps, then the resulting relay transfer rate
will be 10,000 kbps.

Note: Faspex uses Relay Transfer Rates for packages with files from remote sources and for relays to custom inbox
or to relay destinations.
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Advanced Configuration

In the Advanced Configuration options, you can specify secondary server addresses for a group of usersthat need to
use a different address to authenticate to Faspex.

Note:

Alternate addresses support comma-delimited Classless Inter-Domain Routing (CIDR), allowing you to specify
multiple subnets or a specific range of addresses. For example:

198. 51. 100. 24, 192. 168. 0. 0/ 18, 10. 0. 0. *
Specify rules for when these secondary server addresses apply.

Useif requester’s address matches: Use secondary server addresses when the user's | P address matches the given
range of addresses. For example: 192. 168. 0. *

Useif browser hostname matches: Use secondary server addresses when the user accesses Faspex through a URL
that matches the given hostnames. For example: f aspex-i nt er nal . com

Set Default Server Inbox

The default server inbox is the location where Faspex stores packages uploaded to the server.

1. Goto Server > File Storage.
2. Select your desired inbox under the Default | nbox column.

On afresh install, the default inbox is the packages directory on the tethered node. Y ou can change the default
inbox to any file storage directory on any active node. If the node's connection statusis Error, the option is be
grayed out and not selectable.

3. Click Update.

Related tasks
Adding a Node to Faspex on page 59

Enabling Cloud Referencing for Package Creation

Cloud referencing links package files to source filesin the cloud instead of copying source files to create a package.

Important:

» The source and destination of a package must be in the same cloud storage attached to an HST Server running in
the cloud, or attached to the Asperaon Cloud Transfer Service (if compatible).

« Faspex currently supports file storages run by these cloud providers:
« AWS(S3)
e Azure

1. Goto Server > File Storage and edit the file storage of the remote cloud service node. Select Enable cloud
referencing.

2. Enabletrap links for the remote storage.
For example, on Azure nodes, edit / opt / asper a/ et ¢/ trapd/ azure. properti es and set
aspera. sessi on. support.synink = true.

# Defines whether symink support is w shed
# Default is fal se
asper a. sessi on. support.synmink = true
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Enable the configuration changes by running:
$ sudo service asperatrapd restart

Note: When creating a package, both the source and the default inbox need to be on the same cloud node for the
cloud referencing feature to work.

3. Enable specific usersto create packages from remote sources.

Go to Accounts and click the name of the user. Under Permissions, select Cr eate packages from remote sour ces
to enable the feature for that user.

Creating and Managing User Accounts

Creating a New Faspex User

These instructions demonstrate how to create local user accounts. For information on adding directory service users or
groups, see Working with Directory Services (DS) on page 110.

1. Goto Accounts.

2. Click New User or select Faspex User from the Add Account drop-down menu if directory services are enabled.
3. Enter ausernamein the Login field.

If an admin creates a user with the same username and email address as an external user, Faspex merges the
external user with this new account. If the new user shares only an email address with the externa user, the two
accounts are not merged. For more information about external users, see Working with External Senders on page
90.

Important: Usernames cannot contain semi-colons.

4. Enter avalid email address. Faspex uses this email address for email notifications.

5. If you want to manually set the account password, select Set passwor d. Enter and confirm a password. The
password must conform to current server password reguirements.

By default, Faspex enforces the creation of strong passwords. Faspex defines strong passwords as passwords
that are at least six characterslong, with at least one letter, one number, and one symbol. Y ou can disable strong
passwords by going to Server > Security and disabling the Use strong passwor ds option.

6. Optional: Edit Additional Permissions.
Click the Edit Additional Permissionslink at the bottom of the form to access additional user settings. These
settings include the following:

e Account Details

e Permissions

« Package Deletion

e Advanced Transfer Settings
¢ Welcome E-mail

For more information on specific settings, see Configure User Settings on page 209.
7. When finished with the configuration, click Create Account.
Unless disabled by an admin, Faspex sends a welcome email to every new account. The email includes a reset
password link and alogin link for usersthat already know their password. The password reset link in the welcome

email expires after one week. Admins can disable the welcome email by going to Server > Configuration > Security
and disabling the Send welcome email to all new user s option.

If you manually set a password, provide the account credentials to the user.
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Managing Faspex Users

Y ou can edit, manage and remove IBM Aspera Faspex user accounts from the Accounts menu.

Editing a Faspex Account

Clicking the account name opens the Edit User page for the account. For more information, see Configure User
Settings on page 209. In addition, the Edit User page includes the Workgroup M ember ships, Change Password,
and Reset Password links. For more information, see Changing or Resetting a User's Password on page 72.

Sorting or Filtering Accounts

To sort users, click the header bar to sort them. For example, by clicking L ogin, you can sort al accounts
alphabetically by account name. Click again to sort in reverse order.

Y ou can a'so use the filter controls to search for users or restrict display of users of acertain type. The filter searches
through the following fields:

e First name
e Last name
e Username
e Emall

» Description
To search, enter keywordsin the Filter field or select auser type from the drop menu.

Note: You can also sort or filter accounts by custom fields. For more information on setting up custom fields, see
Configuring Custom User Fields on page 74.

Activating, Deactivating, or Removing Faspex Accounts

« To activate users, select one or more accounts on the user listing page and click Actions > Activate.
» To deactivate users, select one or more accounts on the user listing page and click Actions > Deactivate.
» Toremove users, select one or more accounts on the user listing page and click Actions > Remove.

Note: A user account must be active for the user to log in to Faspex In the user account list, inactive accounts are
shownin gray.

Changing or Resetting a User's Password

Changing a User's Password
Go to Accounts and click the username of the user you want to edit. Click the Change/Reset Password link.

Enter and confirm a password. The password must conform to current server password requirements. By defaullt,
Faspex enforces the creation of strong passwords. Faspex defines strong passwords as passwords that are at least six
characterslong, with at least one letter, one number, and one symbol. Y ou can disable strong passwords by going to
Server > Security and disabling the Use strong passwor ds option.

Resetting a User's Password

Go to Accounts and click the username of the user you want to edit. Click the Change/Reset Password link.
Confirm when prompted to send the user an email notification allowing them to log in and change their password
with a password reset link. The password reset link expires after one hour.
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Reactivating an Inactive Account

A user account can become inactive if an admin deactivates the user or the user account has been locked because an
incorrect password was entered too many times. An inactive or locked account cannot be logged into and its password
cannot be reset by clicking Forgot my password from the login page.

1. Goto Accounts.

Inyour list of accounts, you may see users that are Active, Inactive, Pending approval, or Locked. Y ou can
reactivate inactive and locked accounts. For more information on pending accounts, see Approving or Denying
Pending Registrations on page 125.

Status

Active

Pending approval

2. Click the name of the user account you want to reactivate.

3. Under the user account's Account Details section, select Account activated. The user can now login to this
account using the existing password.

4. You can reactivate an account by selecting Account activated or by changing the user's password.

Y ou can also reactivate an account by changing the user's password. For instructions on changing a user's passsword,
see Changing or Resetting a User's Password on page 72.

User Roles

An IBM Aspera Faspex user's permissions are defined by its specific user settings and its user role. Admins assign
user roles to an account when creating a new account or when configuring an account's permissions. For more
information on configuring an accounts permissions, see Configure User Settings on page 209.

User accounts can have the following roles:

e Admin
e Manager
e User

*  Workgroup Admin

To set permissions for an account in Faspex, go to Accountsfor alist of existing users. Click the name of the account
you want to change permissions for and choose the desired role.

Tip: You can also define a user as aworkgroup admin. Thisroleis assigned and managed from Workgr oups,
whereas the other user roles are assigned and managed from Accounts. For more information, see Working with
Workgroups on page 95.

User

All users can send packages through Faspex. Normal users typically do not manage other users or workgroups.
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Manager

The manager role gives a user permissions to manage other Faspex accounts. Managers can create, edit, or delete
workgroups and regular users. However, they cannot create new managers, edit admin accounts, or promote another
user to admin or manager roles. Managers do not have access to the Server tab, nor can they change the Faspex
server configuration (a privilege limited to admins).

Tip: Assigning the manager role to users alows you to separate server administration and account administration,
delegating the burden of administration to two different groups.

Admin

Admins can configure Faspex from the Server tab. They can create, edit, and delete every type of Faspex user
(admins, managers, and regular users) as well as create, edit, or delete workgroups.

Workgroup Admins

The workgroup admin roleis assigned and managed when configuring Workgroups. not from a user's account
settings. For details, see Working with Workgroups on page 95. A user can be designated as a "workgroup
admin" (by a Faspex admin or manager). Workgroup admins manage specific workgroups according to the
permissions set for that role in that workgroup.

Configuring Custom User Fields

Admins can create additional custom fields for a user to fill out when creating anew IBM Aspera Faspex user.
Custom fields can be required or optional. Y ou can view information gathered by these custom fields on the
Accounts page and you can use these fields to sort and filter user accounts. Custom fields are also used to configure
SAML. For more information on SAML, see SAML and Faspex on page 112.

Note: Custom user fields do not apply to Directory Service users.

1. To create custom fields, go to Server > User Profile.
2. Click the Add User Profile Field button to create additional custom fields to a maximum of five fields.
3. Configure the custom field. The following section describes configuration options for a custom field:

Configuration Option Description

Enabled Select this box to enable or disable the custom field. (Fields are enabled by default.)

Name Enter the desired name of your custom field into the text box. This field appliesto
Local users.

Required Require new usersto fill out the field. Clearing the box makes the field optional.
(Fields are required by default.)

Click the " button to delete afield. Faspex opens a pop-up that prompts you to
confirm by clicking OK to delete the field.

Note: Deleting afield permanently deletes the custom field and all its data from all
existing users.

4. Click SaveFidlds.

To view your custom fields, go to Accounts. Click the Toggle Columns button and select the fields you want
displayed.
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Configuring Account Preferences

Click the profile icon in the top-right of the banner and select Account from the drop-down menu. Y ou can change
your Faspex account preferences including language, notification options, and password. Y ou can aso manage your
contacts and distribution lists.

Updating Email and Connect Settings

Click the profileicon in the banner and select Account from the drop-down menu and go to Pr efer ences to update
your Faspex email preferences and Connect settings.

Email Settings

Option Description

E-mail Enter your email address to receive electronic notifications from Faspex.
Admins have the ability to disable users from changing their email
addresses. For more information, see Configuring Security Settings on page
47.

Upload notifications If you would like to be notified (via email) after you have uploaded a
package successfully, select Upload notification and input your faspex

account. Notify additional users from your contacts list by clicking the
button.

Download notifications If you would like to be notified (via email) after recipients download your
package successfully, select this feature and enter your faspex account.

+
Notify additional users from your contacts list by clicking the button.

Email mewhen | receive apackage | Select to be notified when new packages are received.

Email mewhen | download a Select to be notified when new packages are downloaded.
package
Include me in workgroup Select to be notified when aworkgroup receives your packages.

notifications for packages | send

Misc

Option Description

Disable Aspera Prevent Faspex from checking for and using IBM Aspera Connect. When Connect is
Connect plugin disabled, Faspex usesthe HTTP Gateway service instead.

Max rows per page | For a package or an account list, set how many rows are displayed per page.

Enable public URL | Note: Thisfield and checkbox does not appear if (1) Public URLs are disabled server-wide
or (2) Public URLs have been disabled for this particular user.

A public URL allows external senders to submit packages to registered users and dropboxes.
External senders no longer need to beindividually invited to submit a package, although that
functionality till exists. For more information, see Enabling and Sharing your Public URL
on page 92.
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Option

Description

Y ou can enable or disable the Enable public URL feature for your account, aslong as
Public URLs are alowed by your admin.
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Changing Your Language
Change your default language to another supported language.

How Faspex determines on a user-to-user basis the language to use for the web UL

Default locale option
(Account » Preferences »
Locale) set for current
user?

Yes - Use user's default locale option

Mo

Browser's Accept-
Language header set 1o a
Faspex-supported
languaga?

Yes g Use browser’s language

Mo

- Use Faspex default locale

1. Click the profileicon in the top-right of the banner and select Account from the drop-down menu.
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2. Under Locale, select your language from the drop-down menu.
3. Click Update Preferences.

Changing Your Password

Change your account password.

1. Click the profileicon in the top-right of the banner and select Account from the drop-down menu.
2. Goto the Change Password tab.

3. Enter your current password in the Old Password field.

4. Enter and confirm anew password.

By default, the requirement is a strong password that contains at least six characters (with a minimum of one
letter, one number and one symbol).

5. Click Change Password.

Editing Contacts

Whenever you send packages to an external email address, Faspex automatically saves the email addressin your
contact list.

If your account has also been configured with Keep user directory private set to Yes, each recipient of your
packages and each sender that sends a package to your account is automatically added to your contact list.

To remove contacts:

1. Click the profileicon in the top-right of the banner and select Account from the drop-down menu.
2. Goto the Edit Contacts tab.
3. Click the Remove link for each contact you want to remove.

Creating a Personal Distribution List

Y ou can configure personal distribution lists to send packagesto alist of email addresses and Faspex users. Each
distribution list consists of a comma-separated list of email addresses or Faspex usernames.

On the Edit Distribution Lists page, you can create, edit, or delete personal distribution lists. Although you cannot edit
global distribution lists, you can duplicate the list and then edit the duplicated list. For more information on creating
and editing global distribution lists, see Creating a Global Distribution List on page 129.

To create anew list:

1. Click the profileicon in the top-right of the banner and select Account from the drop-down menu.
2. Gotothe Edit Distribution Liststab.

3. Click Add New Distribution List or Duplicate aglobal list.

4. Namethedistribution list.

Do not give your personal distribution list the same name as a user account or workgroup name.

Do not give your personal distribution list same name as a global distribution list, unless you want Faspex to use
personal list instead of the global list when sending a package.

5. Enter up to 50 contacts. Y ou can:
» Typeemail addresses or Faspex usernames into the Contacts field.

.|+ . .
Click to import contacts from your Faspex contacts list.
» Click the Browse button to upload contacts from a CSV file.
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Note: The CSV file must include a single column containing only email addresses.

Y ou cannot send packages to a distribution list if any recipient in thelist isan invalid user. For example, if auser
isan external user and the option to send to external usersis disabled, the external user is considered invalid and
package sending fails.

If the admin enables the Ignoreinvalid recipients option, package sending does not fail even if the list contains
an invalid user. Faspex skips any invalid user and delivers the package to all valid recipientsin thelist. ( Go to
Server > Security and, under the Faspex accounts section, select Ignoreinvalid recipients.)

Note: To send explicitly to external users, you must append ( ext er nal ) to the email address (or Faspex
automatically expands the email to existing Faspex users or creates a Faspex user for the email. For example,
tosendtof aspex_user @xanpl e. com add f aspex_user @xanpl e. com (ext ernal ) tothe
distribution list. For more information on email expansion, see Package Recipient Expansion by Email Address on

page 87.
Theitemsin thelist are not validated until you try to send a package to the list.
6. Click Create.

After creating adistribution list, the list appears on the Editing Distribution Lists page. Y ou can edit the name and
contacts list, or import contacts by clicking Import Contacts from CSV. After making changes, click Update
Distribution Liststo save the changes. Y ou can also delete distribution lists by clicking the Delete link for thelist.

Check Data Usage and Sender Quota Limit

If sender quotas are enabled, you can check your sender quota limit and the amount of data you've sent in your
personal preferences.

Click the profile icon in the banner and select Account from the drop-down menu. Go to Sender Quota.

The page shows your remaining available data in the current rolling period and the quota limit set for your account.
When the remaining available data drops to zero, you cannot send packages until the rolling period expires and your
available dataisreset.

Transferring Files

Faspex and Connect

Transfersinitiated in the IBM Aspera Faspex web application are conducted using the IBM Aspera Connect Browser
Plug-in. The Connect Plug-In is an install-on-demand web browser plug-in that facilitates high-speed uploads and
downloads with an Asperatransfer server.

The Connect Install Dialog

When auser first logsin, Faspex checksif Connect has been installed on their browser. If they have an outdated
version or do not have the plug-in installed, Faspex prompts the users to download and install the plug-in.

Clicking Download latest version connects the user to Aspera's CloudFront CDN from which they can download the
Connect installer.

Transfers with HTTP Gateway Service

Y ou can choose to use the HTTP Gateway service instead of Connect to make transfers using Faspex. For more
information about transferring with HTTP Gateway, see Using HTTP Gateway |nstead of IBM Aspera Connect on

page 90.
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Serving Connect Locally

If you are operating within a closed system, you may want to host the IBM Aspera Connect installers and plug-ins
for locally rather than having the downloads served from Asperas CloudFront CDN. This also enables you to enforce
acertain version of the Connect plug-in. you can host the IBM Aspera Connect Plug-in SDK installerslocally. For
more information on serving the Connect plug-in locally, see Serving Connect Locally on page 88.

The Activity Window

In the Activity window, you can view and manage all transfer sessions.

Activity - IBM Aspera Connect

IMG_10924.jpg

(ONCNO,
Done
IMG 4335.CR2
/home/aspera/Downloads/IMG_4335.CR2
i) (SXaNO]

Downloading 180.1 / 500.0 MB (43.75 Mbps) - 1:06 remaining 0:38 elapsed

The Activity window contains the following controls:

Open the Transfer Monitor. For more information on this feature, see Monitoring Transfers.

Open the folder on your computer that contains this content.

Stop the transfer.

Resume a stopped transfer, or retry afailed transfer.

When the queuing option is enabled, the number of concurrent transfersislimited. The additional transfers are queued
in the Activity window and initiated when a transfer is finished. Y ou can manually start a queued transfer by clicking

the '~/ button. Y ou can also right-click on a started or stopped transfer to access various controls. The example below
shows the right-click options for a stopped transfer.
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Activity - IBM Aspera Connect 4

| | IMG_4335.CR2

Stopped

Remove

Show in Transfer Monitor
Open containing folder
Go to "https:/{demo.asperasoft.com/asperafuser/?B=%2FUpload#"

Clear list

E---El-ear list l

Monitoring Transfers

Connect lets you monitor and adjust file transfer speed from the Transfer Monitor window. To monitor a transfer
session shown in the Activity window, click the ©’ icon shown with the session. The Transfer Monitor opens:

TransFer Monitor

“ IMG_4335.CR2
| fhome/faspera/Downloads/IMG_4335.CR2

2RO,

Downloading 409.0 / 500.0 MB (49.54 Mbps) - 0:17 remaining 0:35 elapsed

100.00 Mbps

Ly

50.94 Mbps ¥

2]

0 bps

| Fair -

The following controls are available in this window:

® Open the folder on your computer that contains this content.

() Stop the transfer.

() Resume a stopped transfer, or retry afailed transfer.
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If you have sufficient server privileges and your transfer server is configured to allow it, you can adjust or set your
desired transfer rate, minimum transfer rate, and rate policy. However, actual performance is subject to the available
bandwidth on your network as well as the transfer settings on your server:

Target transfer rate — To adjust the transfer rate, locate and select the upper slider o on the left side of the graph
and move it up or down to change the desired rate. Note that the actual rate depends on several factors.

Minimum transfer rate — To set the minimum transfer speed, locate and select the bottom slider e on the left
side of the graph and move it up or down to set the desired rate. The actual minimum rate depends on several
factors.

» Transfer policy — Select the transfer policy from the drop-down list at the bottom of the window. Note that your
specified rate policy may be subject to external limitations:

Fixed
The transfer transmits data at arate equal to the target rate, although this may impact the
performance of other traffic present on the network.

High
The transfer rate is adjusted to use the available bandwidth up to the maximum rate.

Fair
The transfer attempts to transmit data at a rate equal to the target rate. If network conditions do not
permit that, it transfers at arate lower than the target rate, but no less than the minimum rate.

Low

The transfer rate is less aggressive than Fair when sharing bandwidth with other network traffic.
When congestion occurs, the transfer rate is decreased to the minimum rate, until other traffic
retreats.
» Additional options— Right-clicking in the area above the graph opens the same menu as doing so in the Activity
window, giving options such as stop or remove transfers, and open the transfer's containing folder.

Sending a New Package

When alocal transfer isinitiated, IBM Aspera Faspex prompts IBM Aspera Connect to start a session. Y ou must
allow the Connect to run in order to send packages with Faspex.

Note: Remote transfers do not prompt the Connect.
1. Goto New Package.

Note: If the New Package button opens a drop-down menu, choose Nor mal Package. Other options send
packages to your dropboxes. For more information about dropboxes, see Working with Dropboxes on page
9.

2. Specify package recipientsin the following fields:

Enter the package recipients on the To line. A recipient can be any one of the following:

* A Faspex account name.

e Theemail address of an external user (if thisis permitted for your account). For more information on sending
to external users, see Allowing Users to Send to External Email Addresses on page 90.

« A workgroup name, which begins with an asterisk (*).
¢ A name of adistribution list.

Note: Valid delimiters when entering multiple recipients are commas (,) and semi-colons (;).

i : o =+ .
Y ou can aso add recipients from your contact list by clicking the button. The contact list shows the Faspex
users, workgroups, and distribution lists you can access.
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If you are permitted to send packages to external email addresses, Faspex saves the external email addressto
your contact list when you send files to a new address. To remove an email address from your contact list, go to
Account > Edit Contacts.

Note: For recipient fields, Faspex automatically converts email address to existing Faspex users with the
corresponding email addresses. For more information, see Package Recipient Expansion by Email Address on

page 87.

3. If you want to send packages as a BCC (blind carbon-copy), click Show Private Recipients and enter Faspex
account names, external email addresses (if allowed), or distribution listsin the To (private) field.

4. Specify recipients of CC notifications in the following fields:

Option Description Triggered Email Template

CC Upload Y ou can notify others when » Upload Result CC
packages are uploaded by enabling
thisfield and entering Faspex

account names or email addresses.

Y ou cannot enter workgroupsin
these fields. To hide CC options,
click Hide CC.

CC Download Y ou can notify others when + Package Downloaded CC
packages are downloaded by
enabling thisfield and entering
Faspex account names or email
addresses.

Y ou cannot enter workgroupsin
these fields. To hide CC options,

click Hide CC.

CC Receipt If your account has Allow editing |+ Package Received CC
of receipt addresseson package [« Package Sent CC
creation enabled, you can add  Package Downloaded CC

Faspex users or email address to the
CC Receipt list. These users and
email addresses receive the same
notifications as the package sender
regarding this transfer.

If an admin hasincluded CC
Receipt recipients for your account,
the CC Receipt field is auto-
populated with those accounts and
emails. If allowed to edit, you can
modify that list.

e Upload Result CC

Note: Valid delimiters when entering multiple recipients are commas (,) and semi-colons (;).
Admins can configure CC natification templates by going to Server > Natifications. For additional information,
see "Notifications".

5. Enter apackage title.

6. Fill out custom metadata fields added by the admin.

Faspex alows the admin to add custom metadata fields to the New Package form. For more information on
custom metadata, see Faspex Metadata on page 145.
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7. Schedule package delivery by selecting a Release Policy option.

Faspex users can specify when uploaded packages are delivered. External submitters do not have this option. The
following three policies are available:

« Release Now: Déliver the package as soon asit is uploaded (default).

* ReleaseLater - Set Date Now: Delay delivery and set adelivery time. Click in the Release Date text box to
open the date and time setting popup.

* Release L ater - Set Date L ater: Delay delivery and set adelivery time later. Packages that are created with
this option are listed in Pending Packages with the option to Set now under Send Date.

Delayed delivery can be used to stagger package delivery, moderating the load on the Faspex server if there are
many recipients, or to prepare the package but wait to deliver until the desired release date.

Packages that are created with a Release L ater option are listed on the Pending page. The send date or Set now is
listed in the Send Date column. Y ou can edit the send date by clicking on it. For more information, see Managing
Pending Packages on page 85.

8. If enabled by an admin, and if you want to obfuscate the file namesin your package, select Use obfuscation on
filenames.

If enabled, Faspex obfuscates the file names of all uploaded files. In the case of a directory file structure, Faspex
also obfuscates the folder name, the names of all files within the folder, and the names and files of any nested
directories.

Faspex does not obfuscate the file extensions of files. For example, after obfuscation, afilewith the. t xt
extension may be named Nqu7ORqQTEC2RICGHK8I SFw. t xt .

Note:

« File name obfuscation when transferring through Connect requires Connect version 3.9.8 or higher. Set the
minimum Connect version in Faspex to 3.9.8 (Server > Configuration > Transfer Options) if you enable file
name obfuscation. Faspex does not obfuscate file namesiif transferring with an older version of Connect.

« File name obfuscation in Faspex isirreversible.

9. If enabled by an admin, and if you want to secure your packages, enable the encryption-at-rest feature for this
transfer.

Select Use encryption-at-rest to encrypt the package's contents on the server. If enabled, recipients are required
to decrypt the package with a password to access its contents. For more information about encryption, see
Configuring Security Settings on page 47.

10. If enabled by an admin, set package expirations for the package.
Select from one of the following auto-deletion rules:
« Do nothing: Do not auto-del ete after the package is downloaded.

» Deletefiles after any recipient downloads all files: Delete after any recipient downloads all filesin the
package once.

Important: When this option is selected, a forwarded package can be potentially deleted before the original
recipient has downloaded it. Thus, proceed with caution when selecting this option.
« Deletefiles after all recipientsdownload all files: Delete if all files in the package have been downloaded by
all recipients.
For more information about package expiration, see Changing the Package Directory on page 94.
11. Select your content source if your Faspex account is allowed to create packages from remote sources.
Select your content source from the Sour ce drop-down list. For example, select whether to create a package from
files on your local computer, another computer, or cloud storage.
Important: Outside submitters are not be able to create packages from remote sources.
12. Select content to include in your package.

« Browsefor files: Upload specified files to Faspex.
» Browsefor folders: Upload specified folders to Faspex.
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* Drag-and-drop: Drag files and folders to the browser to upload files. !

13. To prevent recipients from downloading this package over HTTP (HTTP Gateway or HTTP fallback), select
Prevent HTTP download for this package.

14. If transfers through HTTP Gateway is enabled, select (from the Transfer With drop-down menu) whether Faspex
should use HTTP Gateway or Connect for the transfer.

15. Click Send Package when you are finished.

Depending on your Package Storage settings, file packages sent from Faspex are either stored on the server for a
specified duration or until they are manually deleted. Y ou can find your sent packages by going to the tab Sent in the
Faspex menu.

Y ou can shorten the list of packages by archiving or deleting packages. If the option is available, click the Delete
button or the Ar chive button. To locate archived packages, click View Full History.

Note: Only global admins and workgroup admins can archive packages. Regular workgroup members cannot archive
packages.

Managing Pending Packages
When package delivery is delayed, you can view pending packages on the Pending page of the Faspex Ul.

Hi admin Account

._... aspera faspex server

New Package ¥ Received Sent Workgroups Accounts Server

Pending Packages view Full History
Search
Recipients Title Send Upload Size Files Status Action
Date Date
Eevisions Jun 28 3:52 PM 4.2 MB 1 Complete Archive Delete
ou
requested
Proofs &- Set Mow 3:48 PM 5.7 MB 2 Complete Archive Delete
16-2017
Archive All

Edit or Set the Send Date

To update or set the package date, click the link in Title or Send Date column. In the Send Datefield, click Edit to
set or edit the send date, or Release Now to send the package immediately.

! The drag-and-drop capability is not supported on some platforms. See the IBM Aspera Faspex Release Notes for the
feature support matrix.
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Archive One or All Pending Packages

If you are logged in as an admin, you can hide some or all pending packages from your Pending Packages view.
To hide asingle package, click Archivein that row. To hide all pending packages, click Archive All. You can view
archived pending packages by clicking View Full History.

Delete a Pending Package

If you decide you do not want to send a package and want to delete it, click Delete to completely remove the package
and its contents from the Faspex server.

Viewing and Downloading Packages

1. View your received packages.

« Download a package you received: Go to Received.

« Download a package you sent: Go to Sent.

» Download any package sent through Faspex: Go to Server > Packages.

Tip: Admins can shorten their received packages list by moving packages into archive. To do so, click the

Archive link within the corresponding package row (under the Action column). To locate archived packages,
click View Full History link.

2. Optional: Sort your packages.

In the packages list, you can click the header bar links to sort your packages. For example, when clicking Sender,
all packages are sorted alphabetically by sender's name.

Three additional columns exist when viewing all packages sent through Faspex:

Header Description

Downloads Full/Partial The number of times the corresponding package has
been fully or partially downloaded.

Files on Server? States whether the package is currently stored on the
server:

« yes: All filesin the package have been uploaded.

» partial: Some of the filesin the package have been
uploaded.

» deleted: The package and its files have been
deleted from the server.

Action If you see an active Delete hyperlink, click it to delete
the corresponding package from the server. If the
package has already been deleted from the server, the
entire row is grayed out and the field Files on Server?
displays deleted.

Important: You can aso perform abatch deletion for packages that are older than " X" number of days. To do so,
scroll to the bottom of the packages list and enter the number of daysin the for packages[ #] days or older field.
The number is set to 30 days, by default. Click Delete filesto proceed with the deletion.

Click the 4 button to download a package.

Faspex prompts the IBM Aspera Connect to start a session. When the Confirm window appears, click Allow to
begin.
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Note: When downloading an encrypted package, the Connect prompts the user for a passphrase. The Connect
also prompts for a passphrase if the package contains any .asper a-env files within the folder hierarchy, even if
the package also contains unencrypted files or files encrypted with different passphrases. If you choose to keep
downloaded files encrypted, you do not need to enter a password until you attempt to decrypt the files locally.

Package Recipient Expansion by Email Address

Faspex automatically converts email addressesin recipient fields to existing Faspex users associated with the same
email addresses. If there are multiple users associated with an email address, the address expands to all matching
users. If auser exists whose username is the entered email address, the email addressis not expanded and the package
or notification is sent to that user only.

Faspex expands emailsin the following fields:

* New package To field

* New package CC Upload field

* New package CC Download field
* New package CC Recipientsfield
» Distribution lists Contacts field

Package Recipient Expansion with External users

When creating a new package, if the sender enters an email addressin the To field, Faspex detects whether there are

existing Faspex users associated with the entered email and handles entered email addresses in one of the following

ways.

« |f there are existing users, the To field suggestions drop-down is auto-popul ated with the Faspex users that the
sender has permissions to send to.

» |If there are no existing users or the sender does not have permissions to send to any existing users, the To field
does not display any suggestions. If the sender sends to the email address anyway, Faspex notifies that the sender
does not have adequate permissions.

» If there are no existing Faspex users share the email address and the sender is allowed to send to external email
addresses, Faspex automatically creates a new external user with the email address.

If you explicitly append (external) to an entered email address (for example,

f aspex_user @xanpl e. con( ext er nal ) ), Faspex does not check for the associated users and transfers the
package to the external email address. For more information on sending to external users, see Allowing Usersto Send
to External Email Addresses on page 90.

Package Details

Y ou can view details for any sent or received package on the Package Details page. To open the Package Details
page:

* Goto Received and click on a package name.

« Goto Sent and click on a package name.

* Goto Server > Packages and click on a package name.

» GotoWorkgroups, select your workgroup or dropbox, and click on a package name.

Note: If you do not see the Wor kgroups tab, you do not have access to any workgroups or dropboxes.

The Package Details page displays the following information:
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@ 4 Package - File Type Comparison  ReturntoList Forward  Package Details @

Status: Complete

From: admin Size: 93.7 KB
Ta: aspl, asp2 F
Cc (en download): admin,
Date sent: 10/28/15 11:31 AM
@Ccr‘ﬁpar",' Mame: Aspera
Mote:

Full Package Downloads: 0

(®Browse and Download Contents or Download Entire Package

Partial Package Downloads: 0

Path: / PKG - File Type Comparison

Mame Size Active Downloads: 0
4 jpeg-n-png-123-photo.jpg 93.7 KB
More Details
Download selected  Select:aAll , MNone
Item Name Description
A Download Icon Click theicon to download the compl ete package.
B Forward If package forwarding is permitted for your account, click the link to
forward this package.
Package Details The package's information and download activity.
D Package Note and Metadata The package's note and metadata, if any. For more information on
metadata, see Faspex Metadata on page 145.
E Browse and Download Contents | Navigate into foldersin this package, or select folders and filesto
download.

Serving Connect Locally

Y ou may want to host your own IBM Aspera Connect SDK for your applications rather than having the downloads
served from Aspera's CloudFront CDN. This also enables you to make users download the Connect plug-in from a
server of your choice.

Note: If you chooseto locally serve connect, you must manually update your Connect plug-in version to support the
latest Faspex features. Different versions of Faspex require a different minimum version of the Connect plug-in. You
can check the minimum Connect plug-in version of your Faspex by going to Server > Transfer Options and looking
under Aspera Connect Version.

1. Download the Connect SDK zip file from the Aspera Developer Network and unzip the folder into atemporary
location.

2. Createthisfolder: / opt / asper a/ f aspex/ publ i ¢/ connect

Extract the Connect SDK to the connect folder.

4. Give Faspex permissions and ownership of the new Connect directory.

w

# chown - R faspex: faspex /opt/asperalfaspex/public/connect
# chnmod -R 755 /opt/asperal faspex/ public/connect

5. Inthe Faspex Ul, go to Server > Configuration > Transfer Optionsand select L ocally host Connect.


https://developer.asperasoft.com/web/connect-client/hosting
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Using Faspex with the HTTP Gateway Service

The HTTP Gateway is a service that allows a client to download files from and upload filesto a HSTS node without
using IBM Aspera Connect. If configured, Faspex users can choose to use HT TP Gateway instead of Connect for
transfers.

Enabling the HTTP Gateway Service
Provide Faspex with the URL to your configured HTTP Gateway service.

Note: HTTP Gateway is a standalone product that has separate documentation. For instructions on installing and
configuring HTTP Gateway, see the IBM Aspera HTTP Gateway Admin Guide.

To enable HTTP Gateway transfersin Faspex:

1. Goto Server > Transfer Options and enter the URL (with namespace/ asper a/ ht t p- gwy/ v1) of your
HTTP Gateway.
For example: htt ps: // htt p_gat eway. exanpl e. conl aspera/ htt p-gwy/ vl

2. Click Update preferences.

Faspex users can choose to use HTTP Gateway for downloads by selecting Disable Aspera Connect plugin in their
account preferences.

Limitations

HTTP Gateway-based transfers are limited by the same limitations of HTTP/HTTPS transfers and the native
download manager of the client's web-browser.

General Limitations

« Since uploads and downloads leverage HTTP/HTTPS between the web browser and HTTP Gateway, the transfer
performance depends on the performance of HTTP/HTTPS, which can be affected by distance between clients
and servers, and by other network-related issues. For this reason, IBM Aspera highly recommends following best
practice by deploying HTTP Gateway as close as possible to end users.

« Empty (0-byte) files are not supported for uploads and downloads.

e HTTP Gateway does not support resuming transfers.

Download Limitations

When downloading more than one file, HTTP Gateway bundles the filesin-memory. Bundling the files allows end
users to download multiple files at once as one archive. Bundling the files also allows preserving a directory structure
in the archive.

The total size of the archive cannot be communicated to the web browser, because files are bundled and transferred
in-memory. Therefore, the download manager cannot show progress based on the total size.

Upload Limitations

» Since web browsers do not have an upload manager, IBM Aspera provides an upload mechanism through
a JavaScript SDK. The upload mechanism allows sending multiple files as chunks, allowing the web page
implementing the SDK to send large amounts of data. Because the web page sends the chunked datain the
background, the user must stay on the same web page until the upload finishes.

Note: You can find the JavaScript SDK documentation on the IBM Developer website.
e HTTP Gateway supports uploading only files and not directories.


https://developler.ibm.com/aspera/http-gateway-sdk
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Using HTTP Gateway Instead of IBM Aspera Connect
Use HTTP Gateway instead of Connect to transfer files.

Note: If HTTP Gateway is not enabled, you cannot choose to disable Connect.

1. Go to your account.
2. Select Disable Aspera Connect plugin.
3. Click Update preferences.

Working with External Senders

Allowing External Users to Send to Faspex Users

Configure IBM Aspera Faspex to allow external senders, those who do not have Faspex accounts, to send packages to
Faspex users.

1. Goto Server > Configuration > Security and find the Outside Email Addresses section.

2. Select Allow inviting exter nal senders and set the default to Allow.

When set to Allow, all Faspex users are able to invite external senders by default. An Admin can enable or disable
this feature for specific users from the Accounts page, while retaining server-wide settings. For instructions on
inviting external users, see Inviting External Senders on page 91.

Whenever a user sendsto an external user, Faspex saves the email address to the database. Admins can view and
remove external users from the database by going to Accounts > External Users.

Allowing Users to Send to External Email Addresses

Configure IBM Aspera Faspex to allow users to send packages to external email addresses not associated with a
Faspex account.
1. Goto Server > Configuration > Security and find the Outside email addresses section.
2. Select Allow sending to exter nal email addr esses and choose Allow.
Choosing Allow enables all users to send to external email addresses by default. An admin can enable or disable
this feature for specific users from the Accounts page, while still retaining the global setting.
3. Configureinvitation link expiration.

Y ou can choose to expire the invitation link after a set number of days, after one successful upload, both, or none.
If After one successful upload is configured, thislimit applies even if the package download link is forwarded.
After the first download, the package must be resent for arecipient to download the package again.

4. Allow usersto set acustom link expiration policy. Thisis enabled by default.

All your Faspex accounts can now send packages to external email addresses. Y ou can configure permissions for
each individual user by going to Accounts and selecting the user you want to configure. For more information on
configuring user permissions, see Managing Faspex Users on page 72.

When a user sends to an external email address that is not associated with an existing Faspex user, Faspex creates a
new external user with that email address. To explicitly send a package to an existing external user, add (external) to
the email address. For example, enter johndoe@faspex.example.com (external).
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Inviting External Senders

The following steps assume an admin has configured Faspex to allow inviting external senders (users who do not
have Faspex accounts). For more information, see Allowing External Users to Send to Faspex Users on page 90.
1. Goto Received and click the Invitationslink.

Click on New to send an invitation.

Enter the outside sender's email address

If you want to offer further information or further instruction, enter a description.

Choose alink expiration policy. If you do not enable Custom link expiration policy, Faspex uses the server
default link expiration setting.

The submission link expiration options include the following:

a s~ w D

« After oneupload: Delete the submission link after one successful upload
« After 3 days: Delete the submission link on a specific date (which you need to input)

Y ou can enable both features. The link expires whenever either of the conditions are met.

6. Click Save.
Faspex sends the external user an email with a submission link. The external user can upload a package to Faspex
from that link.

You can view all your invitations by going back to Received > Invitations.
Here, you can perform the following operations:

* You can Resend the submission link email.

« You can Delete the invitation, which removes the sender from thislist and prevents them from using the
submission link.

* You can see the URL submission link that was sent to the user.

Configuring Public URLs

A public URL allows external sendersto submit packages to registered users and dropboxes. External senders no
longer need to be individually invited to submit a package, although that functionality still exists. When a public URL
is enabled and shared to an external sender, the external sender can take the following actions to send a package.

1. Theexternal sender clicksthe Public URL (which could be for either a dropbox or aregistered Faspex user).

2. The sender is directed to page and asked to enter an email address.

3. A privatelink isautomatically emailed to the sender.

4. The sender clicksthe private link and is automatically redirected to a dropbox or Faspex user package submission

page.
5. Once the package is submitted through the private link, the dropbox or Faspexuser can download the package by
going to Received.

The following describes how to enable a public links.

1. Goto Server > Configuration > Security and find the Outside Email Addresses section.
2. Select Allow public submission URL s and choose Allow.
Choosing Allow turns on the public URL feature for all Faspex dropboxes and registered users.

3. Select Allow dropboxesto individually enable/disable their own public URL sto alow dropbox and global
admins to override the server setting and turn off this feature for individual dropboxes.

When public URLs are allowed, all users can use public submission unless otherwise configured by an admin. Users
must enable the feature in their user preferences. For more information, see Enabling and Sharing your Public URL
on page 92. Admins can enable or disable the Public URL feature for specific users despite global settings by
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going to Accounts, selecting the user, going to the Permissions section, and choosing Allow, or Deny for Allow
public submission urls.

Enabling and Sharing your Public URL

A public URL allows external sendersto submit packages to registered users and dropboxes. When a public URL is
enabled and shared to an external sender, the external sender can take the following actions to send a package.

The external sender clicks the shared Public URL.

The sender is directed to a page and asked to enter an email address.

A private link is automatically emailed to the sender.

The sender clicks the private link and is automatically redirected to a package submission page.

5. Once the package is submitted through the private link, the user can download the package by going to Received.

AW

The following describes how to enable a public link on your account. An admin must first enable the Public URL
feature for your account or for the server. For more information, see Configuring Public URLs on page 91.

1. Click the Account link next to your username.

2. Go to the Misc section on the Preferences page and select Enable public URL.

3. Click Update preferences.
4

. Go to Received.
Your public URL isdisplayed under Received Packages.

Received Packages view Full History

Click the ] button to copy the public URL to your clipboard.
6. Send the public URL to the external sender.

Removing External Users from Faspex

Whenever a user sendsto an external user, Faspex saves the external user's email address to the database.

1. GotoAccounts> External Users.

2. Select the users you want to delete.

3. Select Remove from the Actions drop-down menu.
4. Confirm and click OK.

Viewing Packages and Managing Package Storage

Viewing and Downloading Packages

1. View your received packages.

» Download a package you received: Go to Received.
« Download a package you sent: Go to Sent.
« Download any package sent through Faspex: Go to Server > Packages.
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Tip: Admins can shorten their received packages list by moving packages into archive. To do so, click the
Archive link within the corresponding package row (under the Action column). To locate archived packages,
click View Full History link.

Optional: Sort your packages.

In the packages list, you can click the header bar links to sort your packages. For example, when clicking Sender,
all packages are sorted alphabetically by sender's name.

Three additional columns exist when viewing all packages sent through Faspex:

Header Description

Downloads Full/Partial The number of times the corresponding package has
been fully or partially downloaded.

Files on Server? States whether the package is currently stored on the
server:

« yes: All filesin the package have been uploaded.

» partial: Some of the filesin the package have been
uploaded.

» deleted: The package and its files have been
deleted from the server.

Action If you see an active Delete hyperlink, click it to delete
the corresponding package from the server. If the
package has already been deleted from the server, the
entire row is grayed out and the field Files on Server?
displays deleted.

Important: You can aso perform abatch deletion for packages that are older than " X" number of days. To do so,
scroll to the bottom of the packages list and enter the number of daysin the for packages[ #] days or older field.
The number is set to 30 days, by default. Click Delete files to proceed with the deletion.

Click the 4 button to download a package.

Faspex prompts the IBM Aspera Connect to start a session. When the Confirm window appears, click Allow to
begin.

Note: When downloading an encrypted package, the Connect prompts the user for a passphrase. The Connect

also prompts for a passphrase if the package contains any .asper a-env files within the folder hierarchy, even if

the package also contains unencrypted files or files encrypted with different passphrases. If you choose to keep
downloaded files encrypted, you do not need to enter a password until you attempt to decrypt the files locally.

Configure Package Storage Expiration

Change the default package expiration time, as well as what to do with packages after they are downloaded by
recipients. Within the IBM Aspera Faspex Web Ul, go to Server > Configuration > Package Storage to view or
modify your server's package expiration and deletion behavior. After modifying these settings, you must click the
Update button to save your changes.

Time-based content expiration: This setting determines how long Aspera on Cloud maintains contents of a
package. For example, if you configure this setting for 10 days, Faspex del etes package contents 10 days after the
package becomes available to the intended recipients. Y ou can apply a separate time-based expiration policy to
Draft packages in the workspace. Note: Content expiration also appliesto packagesin failed transfers.
Download-based content expiration: This setting determines whether Aspera on Cloud del etes package contents
after al recipients have downloaded the package (either the entire package or all the individual contents of the
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package in one operation). If desired, you can configure a grace period that delays deletion for the number of days
you configure, even after all recipients have downloaded the package.

Configuration Option Description

Packages expire Once a package is uploaded to Faspex, the link to view the package will expire after
the specified number of days.

After packages are Select from one of the following auto-deletion rules:

downloaded

« Do nothing: Do not auto-delete after the package is downloaded.

« Deletefilesafter any recipient downloadsall files: Delete after any recipient
downloads all filesin the package once.

Important: When this option is selected, a forwarded package can be potentially
deleted before the original recipient has downloaded it. Thus, proceed with caution
when selecting this option.

« Deletefilesafter all recipientsdownload all files: Deleteif all filesin the
package have been downloaded by all recipients.

Allow all usersto set their | Enable users to set package expiration when creating a new package.
own delete setting on a
package-by-package basis

Important: The package storage location is your local docroot plus the directory specified under your file storage
settings. The source location is the remote node's docroot plus the file share location.

Important: When a package is marked for deletion after download, any packages that point to the files contained
therein will not be accessible once the original package is downloaded. This condition could potentially lead to
forwarded package files being inaccessible if they are forwarded before being downloaded by the original recipient.

Changing the Package Directory

The package directory is the directory where IBM Aspera Faspex stores packages uploaded to the Faspex server.
When a user requests to download a package, Faspex searches this directory for that package. The package
directory is created and specified during the installation process. By default, it islocated at: / home/ f aspex/

f aspex_packages

Y ou can change the package directory, but you must do so on the Faspex server. Changing the package directory
within the application Ul does not move the packages or create the directory.

1. Onthe Faspex server, view the current package directory by running the following command:

asctl faspex: package dir

2. Create the new directory on the server. Y ou can now move packagesinto it or wait until after you have set the
directory as Faspex's package directory.
3. To set the Faspex's package directory, run the following command and specify the path to the new directory:

asct| faspex: package dir /new directory

SPECIAL CONSIDERATIONS:
If you are storing Faspex packages in a network directory, ensure that the directory is configured as follows:

» The network share is accessible to the OS system account that Faspex server is running under, with permissions to
read/write/del ete/traverse directories, and create new files and folders.
* The share will be auto-mounted on boot.



| Working with Workgroups | 95

Working with Workgroups

Workgroups define agroup of usersthat can be sent packages as a collective whole. A Faspex administrator
determines who has permissions to send packages to a workgroup and where those packages are stored. The
administrator also determines whether members can see and send packages to other workgroup members.

Creating a Workgroup

Note: Admins and managers can set up workgroups, but workgroup admins cannot create workgroups. Workgroup
admins manage specific workgroups according to the permissions set in that workgroup.

1. To create aworkgroup, go to Workgroups > Create New > Workgroup.

2. Enter aworkgroup name and a description of the workgroup.

3. Set theinbox destination, where packages sent to the workgroup are stored:

* Server default: Use the server default node and directory.
e Custom: Choose from alist of local and remote nodes as the default location for your custom inbox.

« Incoming packages are stored in both the custom inbox and the default server inbox. Deleting packages
from the default inbox through the web Ul do not automatically remove the same packages from the
custom inbox.

» Usethe Upload directly to custom inbox option to prevent Faspex from storing a copy in the default
inbox if the workgroup or dropbox is the only recipient of a package.

Note: If auser sends a package to two workgroups or dropboxes, even if both workgroups and dropboxes
are configured to upload directly to the custom inbox, Faspex stores the package on the default inbox and
then relays the packages to the custom inboxes.

4. If you want to forward package to remote destinations, set up file relay. Select Enable Relay. For each desired
destionation:

a) Check Relay.

b) If you want to overwrite filesif they exist on the destination, check Overwrite.

¢) If youwant to notify users on relay start, error, or completion, enter alist of usernames or email addressesin
the relevant field.

For more information about file relay, see File Relays on page 107.

Set workgroup permissions for sending packages to the workgroup. Restricted is the default.

Set workgroup permissions for workgroup members sending packages to each other. Restricted is the default.

Set permissions for workgroup admins.

Click Create.

© N o’

Managing Workgroups Members

Workgroups in Faspex are listed under Workgroups, along with the number of associated members (see link on right
side of table). To add or remove members, or add members viaa Directory Service group that you have imported into
Faspex, click the Members link for the workgroup.

1. Add auser to the workgroup.

e Adddirectory service user: If your Faspex server has Directory Services (DS) configured and you have
imported one or more DS groups, then you can also add DS users or groups from the Directory Service Groups
drop-down menu. For more information about configuring DS, see Working with Directory Services (DS) on
page 110.
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e Addan existing user: Type in the user's name and click the Add User button.
e Createanew user: Click the Create new user link. For more information on creating new users, see the topic
Managing Faspex Users on page 72.
The account appears in the members list.
2. Manage user settings.

Y ou can manage members by checking the appropriate members and selecting the Member s actions... drop-down
menu and choosing one of the following actions and clicking OK:

Action Description

Set standard access Designate selected members as standard users of the
workgroup. Permissions are defined by the workgroup
settings.

Set as workgroup admin Designate sel ected members as workgroup admins.

Workgroup admins manage specific workgroups
according to the permissions set for that role in that
workgroup. If allowed by an admin, workgroup admins
can add or remove workgroup members and can create
new regular users to add to the workgroup.

Note:

» Workgroup admins cannot change the workgroup
settings. That can only be done by Faspex admin or
manager.

» Workgroup admins cannot set a custom workgroup
inbox. That can only be done by Faspex admin or
manager.

* Workgroup admins cannot delete workgroup
packages, but they can archive them.

Deactivate Deactivate amember. A deactivated member cannot
perform workgroup functions, but the account remains
in the dropbox list.

Activate Activate a deactivated member.

Remove Remove a member from the workgroup. This action
does not remove the user from Faspex.

Sending Packages to a Workgroup

If you are an IBM Aspera Faspex workgroup member and have been assigned the proper permissions, follow the

steps below to send a package to the workgroup.

1. Select New Package and select the dropbox you wish to send a package to from the drop-down menu.
Selecting Nor mal Package takes you to the New Package form. For more information on sending a normal
package, see Sending a New Package on page 82.

Note: If the New Package button does not open a drop-down menu, you do not have permissoin to send to any
dropboxes. If you don't see the New Package button at all, your account does not have permission to send users or
to dropboxes.

2. Specify package recipients.
Enter your package recipients. Workgroup names are preceded by an asterisk (*).
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Y ou can aso choose recipients from your contact list. To view your contact list, click the + button. The contact
list shows your Faspex users, workgroups, and distribution lists. If you are permitted to send packages to external
email addresses, Faspex also saves the email address to your contact list when you send files to a new address. To
remove an email address from your contact list, go to Account >Edit Contacts.

3. If you want to send packages as a BCC (blind carbon-copy), click Show Private Recipients and enter Faspex
account names, external email addresses (if allowed), or distribution listsin the To (private) field.

4. Specify recipients of CC notifications in the following fields:

Option Description Triggered Email Template

CC Upload Y ou can notify others when « Upload Result CC
packages are uploaded by enabling
thisfield and entering Faspex

account names or email addresses.

Y ou cannot enter workgroupsin
these fields. To hide CC options,
click Hide CC.

CC Download Y ou can notify others when + Package Downloaded CC
packages are downloaded by
enabling this field and entering
Faspex account names or email
addresses.

Y ou cannot enter workgroupsin
these fields. To hide CC options,

click Hide CC.

CC Receipt If your account has Allow editing |+ Package Received CC
of receipt addresses on package » Package Sent CC
creation enabled, you can add  Package Downloaded CC

Faspex users or email addressto the |, Upload Result CC
CC Receipt list. These users and
email addresses receive the same
notifications as the package sender
regarding this transfer.

If an admin hasincluded CC
Receipt recipients for your account,
the CC Receipt field is auto-
populated with those accounts and
emails. If allowed to edit, you can
modify that list.

Note: Valid delimiters when entering multiple recipients are commas (,) and semi-colons (;).
Admins can configure CC notification templates by going to Server > Natifications. For additional information,
see "Notifications".

5. Enter a packagetitle.

6. Fill out custom metadata fields added by the admin.

Faspex allows the admin to add custom metadata fiel ds to the New Package form. For more information on
custom metadata, see Faspex Metadata on page 145.
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7. |If enabled by an admin, and if you want to secure your packages, enable the encryption-at-rest feature for this
transfer.

Select Use encryption-at-rest to encrypt the package's contents on the server. If enabled, recipients are required
to decrypt the package with a password to access its contents. For more information about encryption, see
Configuring Security Settings on page 47.

8. Select your content source if your Faspex account is allowed to create packages from remote sources.
Select your content source from the Sour ce drop-down list. For example, select whether to create a package from
files on your local computer, another computer, or cloud storage.
Important: Outside submitters are not be able to create packages from remote sources.

9. Select content to include in your package.
« Browsefor files: Upload specified files to Faspex.
« Browsefor folders: Upload specified folders to Faspex.
* Drag-and-drop: Drag files and folders to the browser to upload files. 2

10. Click Send Package when you are finished.

Downloading Packages for Workgroup

If you are amember of an IBM Aspera Faspex Workgroup, you can download file packages that have been sent to
your Workgroup from the Wor kgr oups tab.

Downloading a Package

+

From the Details page, you can either browse and download individual files, or click the Download Entire Package
link to download the entire package.

To download a package, click or click the package name to advance to its Details page.

Once you have initiated the download, you are asked to confirm your download directory. Faspex prompts IBM
Aspera Connect to start a session. When the Confirm window appears, click Allow to begin.

Archiving Old Packages

Y ou can shorten the downloaded packages list by moving packages into archive. To archive a package, click the
Archive link within the under the Actions column. To view archived packages, click the View Full History link.

Note: Only globa admins and workgroup admins can archive packages. Regular workgroup members cannot archive
packages.

Custom Inboxes

Y ou can set a custom inbox (custom storage location) for a workgroup or a dropbox. Custom inboxes are directories
on atethered node.

Note: Only Faspex admins can set custom inboxes. Workgroup and dropbox admins do not have this power.

How Faspex Stores Packages for Custom Inboxes

* Incoming packages are stored in both the custom inbox and the default server inbox. Deleting packages from the
default inbox through the web Ul do not automatically remove the same packages from the custom inbox.

2 The drag-and-drop capability is not supported on some platforms. See the IBM Aspera Faspex Release Notes for the
feature support matrix.
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» Usethe Upload directly to custom inbox option to prevent Faspex from storing a copy in the default inbox if the
workgroup or dropbox is the only recipient of a package.

Note: If auser sends a package to two workgroups or dropboxes, even if both workgroups and dropboxes are
configured to upload directly to the custom inbox, Faspex stores the package on the default inbox and then relays
the packages to the custom inboxes.

« Evenif symbolic links are enabled for a storage location, packages sent to aworkgroup or dropbox with a custom
inbox are not symbolic links. The default inbox location contains symbalic links, but custom inboxes contain
actual files.

Related tasks
Adding a Node to Faspex on page 59
Creating a Workgroup on page 95

Archiving Packages in a Workgroup Inbox

Archive packages to clean up the workgroup inbox or to hide specific packages from view.

Go to Workgroups > workgroup_name and click the Archive link for the package you want to hide.

Working with Dropboxes

Faspex Dropboxes

Dropboxes provide a file submission system that users can drop their packages into. dropbox members can submit
filesaswell as view them. Admins can also invite external users (people who don’t have a Faspex account) to submit
to adropbox.

Faspex users submit files to a dropbox they have membership in by selecting the dropbox from the New Package
drop-down. However, users don’t necessarily have to be a member or even a Faspex user to submit to a dropbox.

Admins can invite external users to submit to a dropbox using an emailed, private link. Admins can also distribute a
public URL that allows those who access it to obtain a private link to the dropbox submission page.

Users can view submitted files on the Workgroup page.

Common Uses
dropboxes can be used to:

« Allow file submission for various projects and business processes with different, required metadata for each.
« Allow outside usersto drop packages in file submission areas without having full accessto Faspex.

Creating a Dropbox

Only administrators can create dropboxes. Administrators can provide specific instructions for submitters, set custom
package expiration policies, and configure permissions for dropbox admins.

1. GotoWorkgroupsfrom the Faspex menu and select Create New > dropbox.
2. Name the dropbox.
3. If you want, enter instructions for submitters.

You can use HTML tags and CSS classes in your instructions.

For alist of availabletags, see Available HTML Tags and Attributesin Faspex on page 207.
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For more information on using CSS classes, see Creating a Custom CSS File on page 141.

. If an administrator created metadata profiles for Faspex, you can apply a metadata profile to the dropbox. The
metadata profile defines additional, optional and required fields for the dropbox package submission form.
For more information on setting up your metadata profiles for dropbox and normal package submissions, see
Faspex Metadata on page 145.

. If an administrator created metadata profiles for Faspex, you can choose to save the metadata information to the
server'sroot directory asthe asper a- net adat a. xm file.

If SaveMet adat al nPackage issettot rue inthef aspex. ym configuration file, Faspex includes the
asper a- net adat a. xnl filein submitted packages instead of saving it to the server.

For more information about faspex.yml options, see faspex.yml Configurations Reference on page 154.

. If you want to set an expiration policy for all submitted packages, select Custom package expiration policy and

configure the expiration.

a) To set time-based package expiration, select Packages expire and set the number of days Faspex makes the
package available.

b) Select an option for download-based package expiration:

« Do nothing: Do not delete the submitted package after it is downloaded.
» Deletefilesafter any member of thisdropbox downloads all files: Delete the submitted package if any
dropbox member downloads all the filesin the package.

Important: When this option is selected, a forwarded package can be deleted before the original recipient
has downloaded it.

« Deletefilesafter all members of thisdropbox download all files: Delete if all dropbox members have
downloaded al the filesin the package.

Note:

This policy overrides the global package expiration setting. If global package expiration is enabled, but you want
to disable time-based and downl oad-based package expiration for only this dropbox, select Custom package
expiration policy, but clear Packages expir e and select Do nothing.

For more information about global package expiration, see Configure Package Storage Expiration on page 93.

. If you want to set an expiration policy for invitation links, select Custom invitation link expiration policy and

configure the expiration.

a) To settime-based link expiration, select I nvitation links expire and set the number of days Faspex keeps the
link available.

b) To set download-based link expiration, select After one successful upload. The link expires after an outside
submitters uploads one package.

Note:

This policy overrides the global link expiration setting. If global link expiration is enabled, but you want to disable
time-based and download-based link expiration for only this dropbox, select Custom invitation link expiration
policy, but clear all settings for Invitation links expire.

. Configure encryption-at-rest (EAR). The Requir e encryption-at-rest only appears when enabled for dropboxes
by an admin.

Choose from the following options.

* Useserver default: Use the globally conifgured option (displayed in parentheses).

e Always: Always use EAR. Users must enter an encryption password when sending a password.
* Never: Do not use EAR. Thisisthe default setting.

e Optional: Users may choose to encrypt when uploading a package.

For more information on encryption-at-rest, see Configuring Security Settings on page 47.
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9. Allow submission of packagesfrom apublic URL. The Allow submission via public URL option only appears
when enabled for dropboxes by an admin. For more information on public URLS, see Configuring Public URLSs
on page 91.

Important:

A Public URL can be used by external senders to submit packages to both registered Faspex users and dropboxes.
Public URLs allow external senders to submit a package without being individually invited to submit a package.
When a Public URL is enabled and sent to an email, instant message, website, and so on, the following workflow
ocCurs:

» Theexternal sender clicksthe Public URL for the dropbox.

» The sender is directed to page where he or she is asked to enter and submit an email address.

* A privatelink is automatically emailed to the sender.

« The sender clicksthe private link and is automatically redirected to the dropbox package submission page.
» Oncethe package is submitted through the private link, the dropbox receives the package.

Select Allow to enable the Public URL feature for this dropbox. Select Deny to disable the feature for this
dropbox. Changing the dropbox setting overrides the system default set in the Faspex Server settings.

10. Choose your dropbox's inbox destination. Packages sent to the dropbox are stored at this location.

* Server default: Use the server default node and directory.
e Custom: Choose from alist of local and remote nodes as the default location for your custom inbox.

« Incoming packages are stored in both the custom inbox and the default server inbox. Deleting packages
from the default inbox through the web Ul do not automatically remove the same packages from the
custom inbox.

» Usethe Upload directly to custom inbox option to prevent Faspex from storing a copy in the default
inbox if the workgroup or dropbox is the only recipient of a package.

Note: If auser sends a package to two workgroups or dropboxes, even if both workgroups and dropboxes
are configured to upload directly to the custom inbox, Faspex stores the package on the default inbox and
then relays the packages to the custom inboxes.

When selecting a Custom inbox destination, note the following:

» Only Faspex admins can set the location of adropbox inbox. dropbox admins do not have this power.

» Incoming packages are stored in two locations: the custom location and the server default location. When
packages are deleted from the default location through the Web Ul, they are not automatically removed from
the custom location.

Tip: If you do not want packages stored in two locations, you can select Sender s upload directly to custom
inbox. When this feature is enabled, packages sent to this dropbox are not stored in the default location but
only in the custom inbox.

< Evenif symbolic links are enabled for a storage location, packages sent to a dropbox with a custom inbox will
not be symbolic links. The default inbox location contains symbolic links, but custom inboxes contain actual
files.

11.If you want to forward package to remote destinations, set up file relay. Select Enable Relay. For each desired
destionation:

a) Check Relay.
b) If you want to overwritefilesif they exist on the destination, check Overwrite.
¢) If youwant to notify users on relay start, error, or completion, enter alist of usernames or email addressesin

the relevant field.
For more information about file relay, see File Relays on page 107.
12. Set permissions for dropbox admins and standard dropbox users.
13. Click the Create button.

Y our new dropbox should now be listed on the Wor kgr oups page along with any other existing dropboxes or
workgroups.
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Managing Dropbox Members

Dropboxesin Faspex are listed under the Workgroups page. The Workgroups page displays a list of workgroups;
dropboxes are designated by Dr opbox under the Type column.

1. To add or remove members, select the Dropbox from the list by clicking its name. Then click View M embers.
2. Add auser to the dropbox.
« Adddirectory service user: If your Faspexserver has Directory Services configured and you have imported one
or more DS groups, then you can also add the DS users or groups. For more information about configuring DS,
see the topic Working with Directory Services (DS) on page 110.
¢ Addan existing user: Type in the user's name and click the Add User button.
* Create anew user: Click the Create new user link. For more information on creating new users, see Managing
Faspex Users on page 72.
The account appears in the members list. For information on adding outside submitters, see Inviting an Outside
Contributor to Send to Dropbox on page 105
3. Manage user settings.

Y ou can manage members by checking the appropriate members and selecting the M ember s actions drop-down
menu and choosing one of the following actions and clicking OK:

Action Description

Set standard access Designate selected members as standard users of the
dropbox. Permissions are defined by the dropbox
settings.

Set submit-only access Limit selected users to only submit packages to
the dropbox and prohibit them from downloading
packages.

Set as dropbox admin Designate selected members as dropbox admins.

Dropbox admins manage specific dropboxes according
to the permissions set for that role in that dropbox.

If allowed by an admin, dropbox admins can add or
remove dropbox members and can create new regular
users to add to the dropbox.

Note:

» Dropbox admins cannot change the dropbox
settings. That can only be done by Faspex admin or
manager.

» Dropbox admins cannot set a custom dropbox
inbox. That can only be done by Faspex admin or
manager.

Deactivate Deactivate amember. A deactivated member cannot
perform dropbox functions, but the account remainsin
the dropbox list.

Activate Activate a deactivated member.

Remove Remove a member from the dropbox. This action does
not remove the user from Faspex.
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If you are amember of a dropbox and have the proper permissions, follow the steps below to send a package to a

dropbox.

1. Select New Package and select the dropbox you wish to send a package to from the drop-down menu.

Selecting Normal Package takes you to the New Package form. For more information on sending a normal
package, see Sending a New Package on page 82.

Note: If the New Package button does not open a drop-down menu, you do not have permission to send to any
dropboxes. If you don't see the New Package button at all, your account does not have permission to send users or

to dropboxes.

Note: You do not have accessto the To and To (private) fields, because you are sending to a designated dropbox.
2. Specify recipients of CC notificationsin the following fields:

Option

Description

Triggered Email Template

CC Upload

Y ou can notify others when
packages are uploaded by enabling
thisfield and entering Faspex
account names or email addresses.

Y ou cannot enter workgroupsin
these fields. To hide CC options,
click Hide CC.

» Upload Result CC

CC Download

Y ou can notify others when
packages are downloaded by
enabling thisfield and entering
Faspex account names or email
addresses.

Y ou cannot enter workgroupsin
these fields. To hide CC options,
click Hide CC.

» Package Downloaded CC

CC Receipt

If your account has Allow editing
of receipt addresses on package
creation enabled, you can add
Faspex users or email address to the
CC Receipt list. These users and
email addresses receive the same
notifications as the package sender
regarding this transfer.

If an admin hasincluded CC
Receipt recipients for your account,
the CC Receipt field is auto-
populated with those accounts and
emails. If allowed to edit, you can
modify that list.

» Package Received CC

e Package Sent CC

» Package Downloaded CC
* Upload Result CC

Note: Valid delimiters when entering multiple recipients are commas (,) and semi-colons (;).

Admins can configure CC notification templates by going to Server > Natifications. For additional information,

see "Notifications".
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3. Enter apackagetitle.
4. Fill out custom metadata fields added by the admin.

Faspex allows the admin to add custom metadata fiel ds to the New Package form. For more information on
custom metadata, see Faspex Metadata on page 145.

5. If enabled by an admin, and if you want to secure your packages, enable the encryption-at-rest feature for this
transfer.

Select Use encryption-at-rest to encrypt the package's contents on the server. If enabled, recipients are required
to decrypt the package with a password to access its contents. For more information about encryption, see
Configuring Security Settings on page 47.

6. Select your content source if your Faspex account is allowed to create packages from remote sources.
Select your content source from the Sour ce drop-down list. For example, select whether to create a package from
files on your local computer, another computer, or cloud storage.
Important: Outside submitters are not be able to create packages from remote sources.

7. Select content to include in your package.

» Browsefor files: Upload specified files to Faspex.
« Browsefor folders: Upload specified folders to Faspex.

Drag-and-drop: Drag files and folders to the browser to upload files. 8
8. Click Send Package when you are finished.

Downloading Packages for Dropbox

If you are amember of an IBM Aspera Faspex Dropbox, you can download file packages that have been sent to your
Dropbox from the Workgroupstab.

Downloading a Package

¥

From the Details page, you can either browse and download individual files, or click the Download Entire Package
link to download the entire package.

To download a package, click or click the package name to advance to its Details page.

Once you have initiated the download, you are asked to confirm your download directory. Faspex prompts IBM
Aspera Connect to start a session. When the Confirm window appears, click Allow to begin.

Archiving and Deleting Old Packages

Y ou can shorten the downloaded packages list by moving packages into archive. To archive a package, click the
Archive link within the under the Actions column. To view archived packages, click the View Full History link.

Y ou can also delete a package by clicking the Delete link.

Note: Only globa admins and dropbox admins can archive and delete packages. Regular dropbox members cannot
archive packages.

3 The drag-and-drop capability is not supported on some platforms. See the IBM Aspera Faspex Release Notes for the
feature support matrix.
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Inviting an Outside Contributor to Send to Dropbox

If you someone to upload files to Faspex without a user account, you can invite them to send their packagesto a
dropbox as an outside submitter. Outside submitters can submit files to the dropbox using a submission link, but they
cannot view filesin the dropbox.

When outside submitters are invited to access a dropbox, they are not prevented from sharing the upload link with
others. Faspex records the IP address used to submit packages, but Faspex cannot verify that the person using the
link isthe intended contributor. If thisis a concern, set a custom link expiration policy for the invitation link. the
submission link expires after one successful upload completion or the submission link expires on a specific date. In
the case of expiration after the completion of a successful upload, it is possible for an outside submitter to initiate
parallel uploads using a single link to submit multiple packages.

1. GotoWorkgroupsand select your dropbox.

Select Invite Outside Submitter.

Enter the external email address of the invited submitter.

Write adescription that isincluded in the email invitation.

Select Custom invitation link expiration policy submission link expiration options:

a) Tosettime-based link expiration, select I nvitation link expires and set the number of days Faspex keeps the
link available.

b) To set download-based link expiration, select After one successful upload. The link expires after an outside
submitters uploads one package.

o~ wD

Warning: When outside submitters are invited to access a dropbox, they are not prevented from sharing
the upload link with others. Faspex records the | P address used to submit packages, but Faspex cannot
verify that the person using the link is the intended contributor. If thisis a concern to your organization,
you can identify one of two security options when sending an invitation to an outside submitter: the
submission link expires after one successful upload completion or the submission link expires on a
specific date. In the case of expiration after the completion of a successful upload, it is possible for an
outside submitter to initiate parallel uploads using asingle link to submit multiple packages.

6. Click Save to send an invitation email to the email address with the submission link.

Y ou can configure your invitation email by modifying the email template. For more information on configuring email
templates, see Configuring Email Notification Templates on page 138.

Note: After inviting an outside submitter, you can view the upload access URL or resend the invitation. Go to
Workgroups and select your dropbox. Select View Members. Find the outside contributor in the memberslist and
select either see access URL or resend invitation.
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What is a Relay?

Relays transfer copies of uploaded files to specified destinations (custom inboxes). There are two types of relays:

package relays and file relays.

Overview

There are three types of transfers to Faspex file destinations: direct uploads, package relays, and file relays.

Transfer type Description Startswhen Transferred files
directory structure on the
destination node

Direct upload A direct upload transfers | A user sends a package to _

fles o the default inbox | arecipient, workgroup, o p?cggg‘;gg;t e B -
or to acustom inbox with | dropbox. package/

direct upload configured. | -- PKG

Faspex makes these files i p??l_(a?grg; Ile
available to the designated

recipients. Faspex also |-- filel

uses these files when |-- file2
performing arelay.

Package relay A packagerelay transfers | A user sends a package to )

copies of files uploaded to | aworkgroup or dropbox package_title
asource node to specified | with a custom inbox that péCE:;E?ge—' d. aspef a-
nodes. Package relays does not have direct upload |-- PKG
preserve the package configured. - package_title
directory structure. A user sends a package |-- folderl
with relay metadata (see filel
Using Metadata Fields to |-- file2
Set Relay Destinations on
page 108).
Filerelay A filerelay transfers copies | A user sends a packageto a
of files uploaded to a workgroup or dropbox with | fol derl
source node to specified | relays configured. ][ -- filel
) ile2
nodes. File relays do not
preserve the package
directory structure.

Order of Operations
If atransfer triggers both package and file relays, Faspex performs transfersin this order:

1. Direct upload
2. Packagerelay

3. Filerelay

If the direct package upload fails, Faspex does not relay the package to custom inboxes or file relay destinations.
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If the direct package upload succeeds, Faspex performs both relays. If the package relays fail, Faspex till performs
thefilerelays.

Package Relays

A package relay transfers copies of files uploaded to a source node to specified nodes. Package relays preserve the
package directory structure.

When a user uploads files to a custom inbox with direct upload or to the default inbox, Faspex creates the following
package directory structure on the destination node:

package title - package_ i d. aspera-package/
| -- PKG - package_ title

| -- folderl
|-- filel
|-- file2

Oncetheinitial transfer to the initial destination node has completed, then Faspex starts the package relay to copy that
entire directory structure to the new destination. The new destination can be;

« A workgroup or dropbox custom inbox without direct upload configured.
» Desdtinations specified by package metadata.

File Relays

A filerelay transfers copies of files uploaded to a source node to specified nodes. File relays do not preserve the
package directory structure. File relays transfers files to storage in aflat structure. Thisisideal for ingesting files
without having to parse nested data from package structure (such as providing files for APl consumption).

File Relay Options
When you configure file relays on aworkgroup or dropbox, you can set the file relay to overwrite existing files with
the same name at the destination. By default, Faspex skips files with the same name that exist at the destination node.

Y ou can aso configure email notificationsfor file relays. In the Server > Natifications section, you can use the
Relay Started CC email template to notify users when package forwarding is started, a Relay Finished CC email
template to let users know when package forwarding is completed, and aRelay Error CC email template to notify
users when package forwarding has failed. For details see Configuring Email Notification Templates on page 138.

Comparing File Relays to Package Relays
When a user uploads files to a custom inbox with direct upload or to the default inbox, Faspex creates the following
package directory structure on the destination node:

package title - package_ i d. aspera-package/
| -- PKG - package title

| -- folderl
|-- filel
|-- file2

File relays do not preserve this directory structure, but transfers the contents of the package in aflat structure to the
destination node:

fol derl
[-- filel
file2
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If the destination node aready had theexi sting_fil el andexi sti ng_f ol der 1 files, the resulting directory
snapshot would be:

existing_filel
exi sting_folderl
|-- existing file2

fol derl
|-- filel
file2

Tracking Relay Progress and Status

Y ou can track the progress of arelay by going to Server > Packages > Relay.
Faspex reports the following relay statuses:

« Upl oadi ng

e Conplete

* Rel aying

e ConmpleteorError

If atransfer triggers both package and file relays, Faspex first reports the package relay status. If the package relay
succeeds, Faspex then reports the file relay status. However, if the package relay fails, Faspex reports the error and
does not report the file relay status.

Note: The Server > Packages > Relay page lists ongoing and failed relays, but does not list successful relays.

Using Metadata Fields to Set Relay Destinations

Usethe Sender Shar el d, Reci pi ent Shar el ds, Over ri deShar el ds metadata fieldsto configure relays
for a package upload.

Metadata field names for relay destinations use the term share. A sharein this context is afile storage used as arelay
destination.

You usetheshar e_i d of afile storage to designate it as arelay destination. To determinetheshar e_i d of a
file relay destination, go to Server > File Storage, select the node, and click Edit from the drop-down menu. Find
shar e_i d inthe page URL.

For example, if the page URL isht t ps: // f aspex. asper a. us/ asper a/ f aspex/ adm n/ nodes/ 4/
edi t,theshare_i dis4.

Metadata field Description Format Example

Sender Shar el d Defines thefile storage share_id 3
destination (defined by
share_id) for theinitial
upload of a new package.

If set, override the default
inbox storage setting

in Faspex with thefile
storage destination. If

not set, use the default
inbox destination asthefile
storage destination.

Use Sender Shar el d
to control where the
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M etadata field

Description

Format

Example

sender uploads to and
downloads the sent
package from. When the
sender downloads the
package from the Sent
page, Faspex transfersthe
package to the sender from
thisfile storage.

Reci pi ent Shar el ds

Defines extrarecipients
(defined by user_name)
and their respectivefile
storage locations (defined
by share _id). Faspex
performs a package relay
transfer from theinitial
transfer destination to
the targets defined in the
metadata.

Use

Reci pi ent Shar el ds
to control where recipients
download the package
from. When recipients
download the package from
the Received page, Faspex
transfers the package to

the recipients from the
specified file storages.

"user _nane": shar
"anot her _user: sh

}

Note: Value must be valid
JSON.

{

"adm n": 4,
"ot her _user™

5

B}

Overri deShar el ds

Defines additional file
relays from the initial
transfer destination host
to designated file storages
(defined by share id).

[share_id, ...]

Note: Value must be valid
JSON.

[1, 2, 3]

Example

shar e_i d | Nodefor file storage with specified share_i d
1 nodel (default inbox)

2 node2

3 node3

4 node4

5 node5

The sender (sender _user ) sends a package to the recipients (r eci pi ent _user 1,reci pi ent _user 2, and
reci pi ent _user 3) and configures file transfers using the metadata:

Sender Shareld =2
RecipientSharelds=r eci pi ent _user1: 3,
OverrideSharelds=5

reci pient_user2: 4
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Faspex performs the following transfers:

1. Faspex uploads the package directly to node2.
2. Faspex performs a package relay from node2 to node3 and node4.
3. Faspex performs afilerelay fromnode?2 to node5.

When a user downloads the uploaded package, Faspex uses the metadata to determine from which node to serve the

content:

User Downloading from Package sour ce node
sender _user Sent page node2 (share_id: 2)
reci pi ent _userl Received page node3 (share_id: 3)
reci pi ent _user?2 Received page node4 (share_i d: 4)
reci pi ent _user3 Received page node2 (share_i d: 2)

In this scenario, the sender uploads the package to the node?2 as defined by the Sender Shar el d, and not the
server-default inbox. Whenr eci pi ent _user 3 (whoisnot defined in Reci pi ent Shar el ds) downloads the
package, the user downloads from node2, since there is no package in the server-default inbox. In this scenario,
Faspex treats the share configured with Sender Shar el d as the default inbox.

Working with Directory Services (DS)

Review Directory Service Requirements

IBM Aspera Faspex supports the Lightweight Directory Access Protocol (LDAP) and can be configured to connect to
adirectory service. The following directory service databases are supported:

» 389/Red Hat/Fedora Directory Server
* Apple Open Directory
* Microsoft Active Directory (AD)

Important Information

» Directory service syncing is accomplished through a Faspex background service that must be kept running.

*  When removing a directory service group, usersin that group are deactivated instead of removed.

* When an user exists in multiple directory service groups, removing one of the groups doesn't affect the user. The
user is deactivated only when al the user's directory service groups are removed.

« An activated directory service group is shown as "Active" in the status column. If it shows otherwise, click View
Operation History to read the Active Directory operation log and identify the problem.

» Directory services and SAML should not be enabled together.

Adding a Directory Service to Faspex

1. Goto Server > Authentication > Directory Services.

2. To configure your directory service to work with IBM Aspera Faspex, check Enable Directory Service and enter
your configuration details (example displayed below).

Option Description

Directory Service Y our name for this directory service.
Name
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Option Description

Enable Directory Activate this directory service for Faspex.
Service

Directory Service Select from one of the following options:

Type » 389/Red Hat/Fedora Directory Server
» Apple Open Directory
* Microsoft Active Directory (AD)

Use secure mode Note: Aspera highly recommends turning this setting on to secure your server.

(TLS)

By default, LDAP traffic is transmitted unsecured. Y ou can make LDAP traffic
confidential and secure by enabling TLS. The port number will automatically change to
636 when TLSis enabled.

Server The directory server's address.

Port The directory server's port number. By default, unsecured LDAP uses port 389,
unsecured global catalog uses port 3268, and global catalog over SSL uses port 3269. I
TLSisenabled, then the port number automatically changes to 636.

Treebase The search treebase (for example, dc=myCompany,dc=com for myCompany.com)

Username Attribute | The attribute for the type of login name for users of this directory service. For example,
for Microsoft Active Directory, the mail attribute specifies the DS user login should be
an email address, and samaccountname specifies it should be a pre-Windows 2000 login
name.

Login Method « Anonymous
* Provide Credentials

If Provide Credentialsis selected, then you are required to input your directory service
login and password below.

Login Directory service user name, which istypically a Distinguished Name (DN) (for example,
CN=Admin,CN=Users,DC=myCompany,DC=com).

Password Directory service password.

When finished, click Save and Test. If Faspex successfully connects to your directory server, it displaysthe
following information:

Connect ed: YES
Aut henti cat ed: YES
Success

Note: If the same user (identified by the username attribute) is a member of more than one directory, the user

is only imported once from the first sync. The duplicated user from the second directory is not imported, and a
warning islogged in the sync history.

Import Directory Service Groups

Important: When IBM Aspera Faspex imports Active Directory (AD) groups, it is bounded by the AD server
parameter "MaxVaRange." If you want to import alarger AD group, change the "MaxValRange" parameter on your
AD server.
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When importing a Directory Service group, all userslisted under that group are added into Faspex. To import a group,
start by going to Accounts and select the Directory Service Group tab. Any DS groups that you have previously
imported are shown in the list.

1. Click the + New Group button and enter the directory service group attributes.
Typing three characters or more brings up the group list with matching keywords.
Important: All DS groups must have unique hames. Y ou cannot import multiple Directory Service (DS) groups
of the same name, regardless of whether they are on the same DS server.

2. Click Edit Additional Permissionsto specify permissions for the DS group.

For more information on setting additional permissions for the DS group, see to Configure User Settings on page
209.

3. Click Done > Import when finished.
When adding directory service groups, Faspex searches for groups recursively to import users. For example, if
group A contains Group 1, importing Group A also imports Group 1's members. Once imported, the directory
service group's members are added to Faspexand the import page is updated with alink to view or edit the new
group.

Click the View link to go back to the Accounts screen. Y our imported DS users appear in the accounts list, along

with the type column identification DS,

Import Individual Directory Service Users

1. GotoAccounts> Users> +Add Account > Directory Service User.

2. Select the directory service that contains the users you want to import from the Directory Service (DS) drop-down
box.

3. Inthe Search Term box, enter a search string or substring for the user you want.
A list of DS user accounts containing that string is displayed.

4. Select the name of the user to import. Y ou can only import one user at atime.

5. Click Edit Additional Permissions at the bottom of the page.
In the page that appears, fill in the Account Details section, specifying whether this user is an admin, a manager,
or aregular user. Then scroll down and fill in Permissions, Package Deletion, and other remaining sections.

Important: IBM Aspera Faspex syncsindividual directory service users every hour. Y ou cannot sync them
manually.

Once directory service users (or groups) are imported, the corresponding users can authenticate with and log in to
Faspex. Directory service accounts are similar to Faspex user accounts, although options such as changing the login
password are deactivated (since thisinformation is configured on the directory server).

Working with SAML

SAML and Faspex

IBM Aspera Faspex supports Security Assertion Markup Language (SAML) 2.0, an XML -based standard that
alows secure web domains to exchange user authentication and authorization data. With the SAML model, you
can configure IBM Aspera Faspex as a SAML online service provider (SP) that contacts a separate online identity
provider (1dP) to authenticate users. Authenticated users can then use IBM Aspera Faspex to access secure content.

With SAML enabled, IBM Aspera Faspex redirects a user to the IdP sign-on URL. The user signsin with the IdP and
the |dP sends a SAML assertion back to IBM Aspera Faspex. When a SAML user logsin to IBM Aspera Faspex for
thefirst time, IBM Aspera Faspex automatically creates a new user account based on the information provided by the
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SAML response. Any changes subsequently made to the account on the DS server are not automatically picked up by
IBM Aspera Faspex. For more information about user provisioning for SAML users, see User Accounts Provisioned
by Just-In-Time (JT) Provisioning on page 114.

IdP Requirements

To use SAML with IBM Aspera Faspex, you must already have an identity provider (1dP) that meets the following
requirements:

e Supports SAML 2.0

e Abletousean HTTP POST Binding.

« Ableto connect to the same directory service that IBM Aspera Faspex uses.

» Not configured to use pseudonyms.

» Canreturn assertionsto IBM Aspera Faspex that include the entire contents of the signing certificate.
e |f prompted, set to sign the SAML response. (Signing the SAML assertion is optional.)

Configure the SAML IdP
Before configuring SAML in IBM Aspera Faspex, make sure you configure your 1dP to send a correct SAML
response to IBM Aspera Faspex. For more information, see Configuring Y our Identity Provider (1dP) on page 115.

For instructions on configuring SAML, see Creating a SAML Configuration in Faspex on page 116.

SAML and Directory Services

IBM Aspera Faspex supports the use of both SAML and directory services. If you configure both servicesto IBM
Aspera Faspex, ensure the services use different Active Directory domains. Aspera advises against configuring LDAP
directly to IBM Aspera Faspex if the SAML IdP acts as afrontend for the same Active Directory domain.

Multiple SAML Configurations in Faspex

Faspex supports multiple SAML configurations on the same server. Faspex redirects users to the default SAML 1dP,
but if no default is specified, Faspex directs usersto the local login page where users can choose to log into publicly
visible SAML configurations or log in locally.

In the following example, East Department and West Department are the names of two SAML configurations.
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Faspex Login

Use this option to log in with your Faspex account

Forgot password

or log in with

East Department log in here.

West Department log in here.

To configure multiple SAML configurations in Faspex, first create anew SAML configuration (see Creating a SAML
Configuration in Faspex on page 116) and then configure adomain URL for the configuration (see Configuring a
Domain URL for SAML on page 118).

Bypassing the Default SAML IdP

IBM Aspera Faspex provides a mechanism for users to bypass the SAML redirect and log in using alocal username
and password. This feature allows admins to correct server settings, including a mis-configured SAML setup, without
logging in through SAML.

To bypassthe SAML login, add | ogi n?l ocal =t r ue to the end of the login URL. For example:
https://198.51. 100. 48/ 1 ogi n?l ocal =t rue

If users need to access a SAML |dP that is not the default 1dP, users can use domain URL s to directly accessa SAML
configuration. For more information, see Bypassing the SAML Redirect on page 121.

User Accounts Provisioned by Just-In-Time (JIT) Provisioning

When a SAML user logsin to IBM Aspera Faspex for the first time, IBM Aspera Faspex automatically creates a new
user account based on the information provided by the SAML response. If the SAML response also contains group
information, and that group does not yet exist in IBM Aspera Faspex automatically creates anew SAML group for
each group of which the user isamember. For more information about SAML groups, see Creating SAML Groups on
page 117.

Note: If an admin enables the Restrict accessto known groups feature for the SAML configuration, only
members of existing IBM Aspera Faspex SAML groups can log in. This also means that new SAML groups are
not automatically created when SAML userslog in. For more information about SAML configuration options, see
Configure SAML Options on page 119.
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SAML Users and External Users
When a SAML user logsinto IBM Aspera Faspex checks for existing external users matching the email address of
the SAML user. If such auser exists, IBM Aspera Faspex merges the two accounts.

Group Permissions

A SAML user belonging to multiple groups is given the permissions and settings of all groupsit belongs to with
permissions overriding restrictions. For example, if Group A disallows sending to external users but Group B does
not, users who belong to both groups are allowed to send to external users. Settings that require specific handling are
asfollows:

» Account expiration is only enabled if all groups to which a user belongs specify account expiration. |f account
expiration is enabled, the expiration date is set to the latest expiration date from among all groups.

« For any settings that use Server Default, Yes or Allow, and No or Deny, the setting is set to Yesif any group
specifies Yes, and it is set to No if all groups are set to No. Otherwise, it is set to use the server default.

» For package deletion policy, override is enabled if al groups specify override, or if the least restrictive group
setting is less restrictive than the server-wide setting. If override is enabled, the least restrictive group setting is
used. Do nothing isless restrictive than Delete files after all recipients download all files, which in turnisless
restrictive than Delete files after any recipient downloads all files.

« For advanced transfer settings, overrideis enabled if al groups specify override or if any group specifies any
transfer rate that is higher than the server default. If override is enabled, each transfer rateis set to the higher of
the highest value from among the groups and the server default. The minimum rate policy islocked only if al
groups specify the setting.

For more information on these settings, see SAML Group Permissions on page 121.

Configuring Your ldentity Provider (IdP)

IdP Requirements

To use SAML with IBM Aspera Faspex, you must already have an identity provider (IdP) that meets the following
reguirements:

e Supports SAML 2.0

* Abletousean HTTP POST Binding.

* Ableto connect to the same directory service that IBM Aspera Faspex uses.

* Not configured to use pseudonyms.

« Can return assertionsto IBM Aspera Faspex that include the entire contents of the signing certificate.
» If prompted, set to sign the SAML response. (Signing the SAML assertion is optional.)

IdP Metadata Formats
Y ou must configure formats to set up your 1dP to work with IBM Aspera Faspex:

Tag For mat

NamelD Format Faspex supports the following formats:

e urn:casis.names:tc:SAML:1.1:nameid-format:unspecified

e urn:oasis:names.tc:SAML:1.1:nameid-format:transient

e urn:casis.names:tc:SAML:1.1:nameid-format: persistent

e urn:oasis.names:tc:SAML:1.1:nameid-format:email Address

Entity 1D https://faspex_ip/aspera/faspex/auth/saml/metadata/saml_id

Binding urn:oasis.names:tc:SAML:2.0:bindings:HTTP-POST

Callback URL https.//faspex_ip/aspera/faspex/auth/saml/callback?id=saml_id
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If the IdP is capable of reading SAML XML metadata for a service provider, you can upload a saved XML metadata
file to configure the IdP. Y ou can retrieve the XML metadata for an existing IBM Aspera Faspex by going to
https://server_ip/ asperal f aspex/ aut h/ sanm / met adat a/ sam _i d and saving the XML asan

XML file.

Note: The saml_id specifiesthe SAML configuration. For example, in the case of multiple SAML configurations,
the first configuration is associated with the SAML ID "1", the next configuration "2", and so on.

SAML Assertion Requirements

IBM Aspera Faspex: expects assertion from an 1dP to contain the following elements:

Default Attribute

IBM Aspera Faspex User Field

Required

Nanel D/ SAML_SUBJECT Username Y es, with the format:
urn:oasi s: names:tc: SAM.: 1.
format: unspecified

emai | Email address Yes

gi ven_narme First name Yes

sur name Last name Optional

menber _of SAML group Necessary for SAML groups

Tip: You can configure the IBM Aspera Faspex user fields to map to different attributesin the IBM Aspera Faspex

SAML configuration settings.

Creating a SAML Configuration in Faspex

Before configuring SAML in Faspex, make sure you have properly configured your SAML IdP (see Configuring
Y our Identity Provider (IdP) on page 115).

1. InFaspex, goto Server > Authentication > SAML Integration.

2. Optional: Import a SAML IdP's metadata to auto-popul ate the fields for SSO URL, fingerprint, and certificate.
Y ou can import from a URL, from a saved file, or from pasted text. Click Import Settings From Metadata

URL.

3. Enter aname for your configuration in the Name field. This name is used by Faspex to differentiate between

multiple SAML configurations.

4. Optional: Configure the following SAML options.

* Publicly Visible: Determines whether Faspex allows users to choose this I1dP as an option from the local login

page.

e Public Login Instructions field: Displays a description of the IdP and instructions on how to log in.

* Restrict accessto known groups. Prevents SAML users that are not members of existing Faspex SAML
groups from logging into this IdP.

» Default SAML Configuration: Determinesif accessing the Faspex URL redirectsto this 1dP or the local

faspex login page.

» Domain URL: Directs users to this |dP when they access this alternate URL. For more information, see
Configuring a Domain URL for SAML on page 118.

For more information on these options, see Configure SAML Options on page 119.

If you chose to import a metadata file, the SSO target URL, Name I D For mat, Fingerprint, and Certificate fields
have already been auto-populated with information.

5. Inthe SSO target URL field, enter your IdP Single Sign-On URL.

6. Choose the Name | D For mat used to authenticate with the SAML [dP.

1: nanei d-
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The Name ID format must match the format used with your 1dP. Faspex supports the following formats:
Unspecified, Transient, Persistent, or Email Address. When set to Unspecified, any Name ID format returned
by the 1dP is accepted.

7. Enter the IdP Finger print or Certificate. Only one of these two fields is required to authenticate with the SAML
IdP.

8. Optional: In the Allowable clock drift field, configure the milliseconds allowed for clock drift between Faspex
and the SAML IdP.

9. Configure the default profile fields. These fields must map to attributesin your SAML |dP's SAML response.
Enter the SAML Name for each of the required fields: username, email, first_name, and last_name.

Important: Once you set the value for username, do not changeit. If usernameis changed, existing SAML
users can no longer log into their existing Faspex accounts, but are instead given new accounts with new
usernames.

10. Optional: Configure local custom profile fields.

These are custom user attributes that only apply to this IdP. Name is the name of the attribute displayed in Faspex.
SAML Nameisthe name of the attribute as configured in the IdP. To add afield, click Add Local Profile Field.
For more information, see Setting Up Custom SAML Fields on page 120.

Note: If you've configured custom attributes (Server > User Profile), these fields show up as Global Custom
Profile Fields that, if required, you must map to valid SAML names. For more information about custom
attributes, see Configuring Custom User Fields on page 74.

11. Click Create SAML Configuration.

After creating anew SAML configuration, Faspex redirects you to the SAML Configurations page and displays
the existing SAML configurations.

Users can now access Faspex through SAML instead of going through the local login page. For information about
bypassing the SAML redirect, see Bypassing the SAML Redirect on page 121.

Creating SAML Groups
SAML groups are created in IBM Aspera Faspex one of two ways:

e Creatinga SAML group in IBM Aspera Faspex using the application and then logging in asa SAML user in the
new group. The IBM Aspera Faspex SAML group is mapped to the external SAML group.

* Logging in using SAML credentials creates a Shares SAML group mapped to the external SAML group.
The following instructions describe how to create a SAML group in IBM Aspera Faspex using the web application.

1. When SAML isenabled, you can create SAML groups by navigating to Accounts > SAML Groups.
2. Click New Group to create a SAML group.
3. Enter the group name, which is the distinguished name (DN).

For example: CN=Asper a G- oup, OU=Gr oups, Qu=asper aex, DC=asper a, DC=

4. Click Edit Additional Permissions to configure parameters such as keeping the user directory private, IP
addresses for downloading and uploading, and package deletion parameters.

5. Click Createto create the SAML group.

To view and manage your SAML group, click Actionsto activate, deactivate, or remove existing groups. The Sync
option is not available for SAML groups.
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Users (4) SAML Groups (1) Pending registrations (0)

Actions - + MNew Group

Activate
. Date
Deactivate
Status Members Added
Remove
=g Active 3 10/ 29/15

Group, OU=Groups, OU=asperaex, DC=aspera, DC=aspera, DC=com

Note: If auser belongsto only one group and that group is deactivated, the user cannot login anymore. However, if a
user belongs to multiple groups and at least one of these groupsis active, the user isabletologin.

Configuring a Domain URL for SAML

These instructions assume you have already created a SAML configuration in Faspex. For instructions to do so, see.

Domain URLs alow usersto directly accessa SAML IdP. A user may use adomain URL to bypass the default
SAML IdPif the user is not a member of that IdP. Configuring adomain URL requires you to access Faspex through
abrowser to access the metadata file for the SAML configuration.
1. Goto Server > Authentication > SAML Integration and select your SAML configuration.
2. Enter an dternate hostname in the Domain URL text field. For example, you may enter
shi bbol et h. f aspex. exanpl e. com
Note: Verify with your IT department that the domain URL resolves to your Faspex server's hostname in your
DNS.
3. Click Update SAML Configuration.

4. Gotothe SAML Configurations page in Faspex (Server > Authentication > SAML Integration). Click the
M etadata link.
Faspex redirects you to page displaying the metadatain XML format.

v «md:EntityDescriptor xmlns:md="urnicasis:names:tc:s5aML:2.8:metadata
I _2b@g23be-bT@2-8133-9ed1-8858569Tee72"
entityIb="https://18.8.268.158/aspera/faspex/auth/saml /metadata/1"»
v «md : SPS50Descriptor AuthnRegquestssigned="false

Wantassertionssigned="true"
protocolsupportEnumeration="urn:casis:names:itciSAML: 2, 8: protocol™ >
v <md:MNameIDFormats
urnioasis:names:tciSAMLI1. 1 nameid-format:unspecified
</md :NameIDFormat:
emd:assertionConsumerservice
Binding="urn:oasis:names:tc:SAML:2.8:bindings (HTTP-POST
i "htt ‘fi1@.8.288,158/aspera/Taspex/auth/saml/callback?
! sDefault="true" />
«/md:EntityDescriptor:

5. Changethe URL in the browser to match the domain URL's hostname instead of the Faspex | P address. The
domain URL's hostname is represented by theent i t yI D attribute in the <nd: Ent i t yDescri pt or > XML
tag.

For example, if your Faspex |P address is 198.51.100.24, your metadata URL may be:

https://198.51. 100. 24/ asper a/ f aspex/ aut h/ sam / net adat a/ 1. If your domain URL is
shibboleth.faspex.example, changethe URL to ht t ps: / / shi bbol et h. f aspex. exanpl e/ asper a/
f aspex/ aut h/ sam / met adat a/ 1.

Enter the new URL in your browser and go to that page.
6. Savethe page asan XML file to your machine.
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7. Follow the instructions provided by your 1dP to configure the domain URL's metadata in the IdP.

Once configured in your SAML IdP, accessing the domain URL redirects you to the IdP. Log in to the IdP to access
Faspex.

Configure SAML Options

To configure an existing SAML |dP, go to Server > Authentication > SAML Integration and click the name of the
IdP.

Option Description

Name Give this configuration a name.

Publicly Visible Determine whether Faspex allows users to choose

this 1dP as an option from the local login page. If
selected, Faspex displays this IdP as alogin option. If
not selected, Faspex does not display this IdP and users
must access the 1dP using a domain URL.

Note: If the admin does not specify a SAML
configurations as the default, Faspex automatically
redirects usersto the local login page. For more
information on bypassing the SAML redirect, see
Bypassing the SAML Redirect on page 121.

Public Login Instructions This option becomes available when Publicly Visible
is selected. Enter a description of the |dP and specify
instructions for logging into the IdP.

Restrict access to known groups Prevent SAML usersthat are not members of existing
Faspex SAML groups from logging into this IdP. If a
user isamember of multiple groups, the user canlogin
as long as one of those groups exists in Faspex.

Note: If thisfeatureis enabled, Faspex does not

create new groups for users that are a member of
multiple SAML groups. For more information about
automatically creating new groups, see User Accounts
Provisioned by Just-In-Time (JIT) Provisioning on page
114. For more information about SAML groups, see
Creating SAML Groups on page 117.

Redirect to SAML logout page on logouts When SAML userslog out of Faspex, they are redirected
to the SAML logout page instead of the local login page.
From the SAML logout page, users can log back into
Faspex with SAML.

Restrict access to known users Prevent users that are not existing Faspex SAML users
from logging into this IdP.

Default SAML Configuration Determine if accessing the Faspex URL redirects users
to this 1dP or to the local Faspex login page. If selected,
accessing the Faspex URL directs them to this IdP. If not
selected, users arrive at the local login page instead.

Note: Setting a default SAML configuration does not
affect the workflow for client applications such as IBM
Aspera Drive. Evenif aconfiguration is set as defaullt,
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Option Description

the client application still presents all public SAML
configurations.

Domain URL Enter an alternate Faspex domain URL that directs users
to this IdP when they accessit. This URL overrides the
default URL.

Tip: You do not need to enter afull URL. For example,
you canusei dp. f aspex. cominstead of ht t ps: //
i dp. f aspex. com

Domain URLs require further configuration. For more
information, see Configuring a Domain URL for SAML
on page 118.

Setting Up Custom SAML Fields

Faspex can import SAML fieldsin your SAML identity provider (IdP) as user profile fields. (For more information
on user profile fields, see Configuring Custom User Fields on page 74).

Y ou can import different custom fields for each individual 1dP.
1. Addnew SAML fieldsin your SAML identity provider. These fields must be correctly mapped to the SAML
directory service.

2. Goto Server > Authentication > SAML Integration and click the SAML configuration for which you want to
configure custom attributes.

Go to the Attribute Mapping section and add custom fields to L ocal Custom Profile Fields. These are custom user
attributes that only apply to this IdP. Click Add Local Profile Field for each field you want to configure.

The following section describes configuration options for a SAML custom field:

Configuration Option Description

Enabled Select this box to enable or disable the custom field. (Fields are enabled by default.)

Name Enter the desired name of your custom field into the text box. Thisfield appliesto
Local users.

SAML Name Enter the name of the SAML field found in your IdP.

Important: The Faspex SAML Name must be correctly mapped to your SAML
fieldsin IdP. If the names are incorrectly mapped, Faspex rejects the user login. For
more information on custom SAML fields, see Setting Up Custom SAML Fieldson
page 120.

Required Require that a SAML response includes the SAML name mapped to this custom
field. SAML user login fails when the field is required, but the SAML response
does not include the required custom attributes.

Click the " button to delete a field. Faspex opens a pop-up that prompts you to
confirm by clicking OK to delete the field.

Note: Deleting afield permanently deletes the custom field and all its data from all
existing users.

3. Click Update SAML Configuration.
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Bypassing the SAML Redirect

If Faspex has been configured with a default SAML 1dP for authentication, Faspex automatically redirects you to the
SAML login page of the default SAML IdP. If you need to authenticate with a different SAML IdP, you can access
the correct |dP through the methods below.

Logging In to a SAML IdP from the Local Login Page

To bypass the automatic redirect and go to the local login page, add | ogi n?l ocal =t r ue to the end of the Faspex
url. For example:

https://192.51. 100. 24/ asper a/ f aspex/ | ogi n?l ocal =t r ue.

On thelocal login page, you can choose to log in with the SAML IdPs an admin has chosen to display on the local
login page.

Accessing a SAML IdP Using a Domain URL

Admins can configuer adomain URL for a SAML IdP, which users can access to authenticate to Faspex with the
corresponding IdP. If an admin has configured a domain URL for your IdP, you can follow that URL to authenticate
with that 1dP. need to access a SAML IdP that is not the default 1dP, you can use domain URL s to directly access a
SAML configuration. For more information on configure domain URLS, see Configuring a Domain URL for SAML
on page 118.

SAML Group Permissions

Account Details

Option Description

Account expires Select to set an expiration date for usersin this group. All usersin this SAML group
become inactive on the expiration date.

Permissions

Option Description

Allowed to « Uploads allowed: Select to allow users to send packages.

« Downloads allowed: Select to allow users to download received packages. A
user who does not have download permissions still receives packages, but cannot
download thefiles.

» Forwarding allowed: Select to allow users to forward received packages to other
users. The package becomes available to the forwarded users in their Faspex
accounts.

e Can create from remote: Select to allow usersto create a package from aremote
source such as aremote server. Users allowed to access remote sources can access
the Sour ce drop-down menu when sending a new package.

Y ou must first add remote sources to Faspex to see the Sour ce drop-down menu.
For more information on adding remote sources, see Adding a Node to Faspex on
page 59.

Note: This setting is disabled by default and must be set on a per-user basis (in
other words, there is no global option).
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Option

Description

Allow inviting external
senders

Y ou must enable this option globally to see this feature. For more information, see
Configuring Security Settings on page 47.

Select Allow to enable this user to invite users without Faspex accounts to upload a
package to Faspex.

Allow public submission
URLs

Y ou must enable this option globally to see this feature. For more information, see
Configuring Security Settings on page 47.

Select Allow to enable users to send a Public URL to users without Faspex accounts.
These external users can submit packages to registered Faspex users through this
public URL. For more information about Public URLSs, see Configuring Public URLs
on page 91.

Note: Even if the Public URL feature is enabled for registered Faspex users, they
can override the feature for their own account by going to their user Account >
Preferences > Misc and clearing Enable public URL.

Can send to external email

Select Allow to allow usersto send packages to external email addresses.

Faspex sends a download link through email. By default, this link expires after three
days, but admins can change the duration or disable expiration by going to Server >
Security. For more information, see Configuring Security Settings on page 47.

Can send to all faspex users

Select Allow to allow usersto send packages to all Faspex users.

If thisfeatureis enabled, all existing Faspex users appear in the contact list. If
disabled, users can, only send packages to members of workgroups they are part of.

Keep user directory private

Select Yesto prevent users from being able to see the entire user directory, even if
they have permissionsto send to all Faspex users.

Can see global distribution
lists.

Select Yesto give users access to global distribution lists. For more information on
global distribution lists, see Creating a Global Distribution List on page 129.

Allowed IP addresses for
login

Specify the IP addresses that a Faspex user can login from. A wildcard (*) can be
used in this option. For example, specifying 198.51.100.* allows a user to login from
198.51.100.1, 198.51.100.2, 198.51.100.3, and so on. Separate multiple | P addresses
with commas (,).

Allowed I P addresses for
download

Specify the I P addresses that a Faspex user can login from to download packages. A
wildcard (*) can be used in this option. For example, specifying 198.51.100.* alows
auser to login from 198.51.100.1, 198.51.100.2, 198.51.100.3, and so on. Separate
multiple | P addresses with commas (,).

Allowed IP addresses for
upload

Specify the | P addresses that a Faspex user can login from to upload packages. A
wildcard (*) can be used in this option. For example, specifying 198.51.100.* allows
auser to login from 198.51.100.1, 198.51.100.2, 198.51.100.3, and so on. Separate
multiple | P addresses with commas (,).

Package Deletion

Select from the following options to specify behavior after downloading a package:

Option

Description

After download

Y ou can override the server default by selecting Override system default. If you
choose override, select one of the following policies:

« Do nothing: Do not auto-delete after the package is downloaded.
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Option Description

» Deletefilesafter any recipient downloads all files: Delete after any recipient
downloads all filesin the package once.

Important: When this option is selected, a forwarded package can be potentially
deleted before the original recipient has downloaded it. Thus, proceed with caution
when selecting this option.

« Deletefilesafter all recipientsdownload all files: Deleteif all filesin the
package have been downloaded by all recipients.

Allow user to set own Select Allow to allow this user to choose a package expiration policy when sending a
delete setting on a package- | new package.
by-package basis

Advanced Transfer Settings

By default, Faspex uses the transfer settings from the Aspera Central Server section. Select Override default settings
to set user-specific transfer settings, which take precedence over the server-wide settings.

Option Description

Initial Transfer Rate Specify theinitial upload and download transfer rate. When the option L ock
minimum rate and policy is checked, the user is not able to adjust transfer policy or
minimum transfer rate.

Maximum Allowed Rate | Specify the maximum upload and download transfer rate for this user.

Customizing SAML Error Messages

Y ou can customize SAML error messages by modifying them in the en.yml error configuration file.

Open the en.yml error configuration file in atext editor. Y ou can find the en.yml file at: / opt / asper a/ f aspex/
config/local es/en.ym

| ogi n:
new.
login: Log In
| ogi n_usi ng_sam _idp: Log in using SAML | dP
| ogged _out:
message: You have been | ogged out of Faspex; you night still need to
| og out of your corporate single-sign-on account.
l og_in_again: Log in again
errors:
sam _not _aut hori zed: You are not authorized to use Faspex
i nval i d_sam _response: Invalid response from SAML Identity Provider
sam _login failed: Login Fail ed.
saml _exception: SAM. response Error. Please check the | ogs.
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Managing User Self-Registration

Enabling Self-Registration

IBM Aspera Faspex gives you the ability to allow non-registered users to request accounts on the Faspex login page.
This relieves the workload of admins and managers. Y ou must ensure that proper security settings have been put into
place before alowing self-registration.
1. Thesdlf-registration feature is turned off by default. Go to Server > Security and find the Registrations section.
2. From the Self registration drop down menu, choose between three options:

* None: Self-registration is not allowed.

« Moderated: An admin must approve the account before it is created.

« Unmoderated: Once a user registers an account, the account is automatically created.

If you allow self-registration, Asperarecommends you use the M oder ated setting for security purposes.

~ Warning: If self-registration is enabled, a user can useit to find out whether a certain account exists on
L1 the server. If auser attempts to self-register a duplicate account, then the user receives a prompt stating
that the user already exists.

3. Configure the moderation settingsin the table below:

L

Configuration Description

Terms of service If text is set, Faspex requires users to accept the terms
of servicein order to register an account

Notify the following emailsto approve The email addresses Faspex notifies for moderation.
This option isonly availableif you are using the
Moderated self-registration setting

Note: These email addresses are not validated against
existing Faspex admins or managers, but only admins
and managers can approve account requests.

Block the following email domains from self- New users are not allowed to register accounts using

registering emails from these email domains

Require external usersto register Require external usersto register a Faspex account to
download packages

Registration instructions Text that appears above the Create an account button

on the Faspex login page

Self-registered users are allowed to send packages | Self-registered users can send packages to other self-
to one another registered users.

4, Click Update to save changes.

5. (Optional) To prevent a self-registered account from having the same email address as a full Faspex user, admins
can add a special option to faspex.yml.

You find faspex.yml in the following directory:

[ opt/ asper al/ f aspex/ confi g/ f aspex. ym
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Inside faspex.yml, within the Production section, paste the following optionand setittot r ue:
Enf or ceSel f Regi st er edUser Emai | Uni queness: true

If users are allowed to self-register, they see the option to Create an account on the login page. After auser clicks
this button and completes the form, admins are required to Approve or Deny the account. For more information on
approving or denying accounts, see Approving or Denying Pending Registrations on page 125.

After auser self-registers, the new account inherits the permissions of the configured template user and automatically
becomes a member of designated workgroups. To configure the template user, go to Accounts > Pending
Registrations and click the template user link. For more information about configuring the template user, see
Configure Self-Registration Template User on page 125.

Approving or Denying Pending Registrations

This topic assumes that you have turned on the M oder ated self-registration setting. For more information on enabling
self-registration, see Enabling Self-Registration on page 124.

1. Goto Accounts> Pending registrations to manage requests. Once a user self-registers, the request appearsin the
Pending Registrations page.

2. Select apending registration or group of pending registrations.

3. Select either Approve or Deny from the Actions drop-down list.

Actions -
Approve \b
Last Email
Deny
S asp2 User 2 asp2@asperaex.com

Approved users automatically inherit the permissions of the template user and will become members of aworkgroup,
if configured to do so. For more information about the template user, see Configure Self-Registration Template User
on page 125. After creation, you can update the permissions and workgroup memberships of these users from the
Userstab.

Configure Self-Registration Template User

Changing Permissions for the Template User

When self-registration requests are approved, the new users inherit the permissions of the template user. This user has
default settings, which you can view and modify by clicking template user link. On the Edit Template User page,
you will find the following settings:

Option Description

New accounts will expire | Enable this setting if you would like a self-registered user's account to expire after a
set number of days. Once the account expires, Faspex deactivates the account and that
user will no longer be ableto log into Faspex, unless you reactivate the account.

Note: Inthe Accountslist, inactive accounts are shown in gray. Packages sent to this
user will remain on the server (if configured to do o).
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Option

Description

New accounts will be
deleted

Enable this setting to automatically delete a self-registered user's account after a set
number of days.

=, Warning: If thissetting is enabled, the user's account will be completely
{ '_1 removed from the Faspexdatabase and you cannot re-activate it. Packages
sent to this user will remain on the server (if configured to do so).

Permissions

Option

Description

Allowed to

* Uploads allowed: Select to allow users to send packages.

» Downloads allowed: Select to allow usersto download received packages. A
user who does not have download permissions still receives packages, but cannot
download thefiles.

« Forwarding allowed: Select to allow users to forward received packages to other
users. The package becomes available to the forwarded usersin their Faspex
accounts.

e Can createfrom remote: Select to allow users to create a package from aremote
source such as aremote server. Users allowed to access remote sources can access
the Sour ce drop-down menu when sending a new package.

You must first add remote sources to Faspex to see the Sour ce drop-down menu.
For more information on adding remote sources, see Adding a Node to Faspex on

page 59.

Note: Thissetting is disabled by default and must be set on a per-user basis (in
other words, there is no global option).

Allow inviting external
senders

Y ou must enable this option globally to see this feature. For more information, see
Configuring Security Settings on page 47.

Select Allow to enable this user to invite users without Faspex accounts to upload a
package to Faspex.

Allow public submission
URLs

Y ou must enable this option globally to see this feature. For more information, see
Configuring Security Settings on page 47.

Select Allow to enable users to send a Public URL to users without Faspex accounts.
These external users can submit packages to registered Faspex users through this
public URL. For more information about Public URLSs, see Configuring Public URLs
on page 91.

Note: Even if the Public URL feature is enabled for registered Faspex users, they
can override the feature for their own account by going to their user Account >
Preferences > Misc and clearing Enable public URL.

Can send to external email

Select Allow to allow usersto send packages to external email addresses.

Faspex sends a download link through email. By default, thislink expires after three
days, but admins can change the duration or disable expiration by going to Server >
Security. For more information, see Configuring Security Settings on page 47.

Can create normal packages

Select Allow to alow usersto create packages on the New Package page. Select
Deny to prevent the user from accessing the New Packages site. In this case, the
user can only create dropbox packages and only if they are a member of a dropbox.
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Option

Description

To change the server default, go to Server > Configuration > Security and edit the
setting for Allow usersto create normal packages.

Can send to all faspex users

Select Allow to allow usersto send packages to all Faspex users.

If thisfeatureis enabled, all existing Faspex users appear in the contact list. If
disabled, users can, only send packages to members of workgroups they are part of.

Keep user directory private

Select Yesto prevent users from being able to see the entire user directory, even if
they have permissionsto send to all Faspex users.

Can see global distribution
lists.

Select Yesto give users access to global distribution lists. For more information on
global distribution lists, see Creating a Global Distribution List on page 129.

Allowed IP addresses for
login

Specify the | P addresses that a Faspex user can login from. A wildcard (*) can be
used in this option. For example, specifying 198.51.100.* allows a user to login from
198.51.100.1, 198.51.100.2, 198.51.100.3, and so on. Separate multiple | P addresses
with commas (,).

Allowed IP addresses for
download

Specify the |P addresses that a Faspex user can login from to download packages. A
wildcard (*) can be used in this option. For example, specifying 198.51.100.* allows
auser to login from 198.51.100.1, 198.51.100.2, 198.51.100.3, and so on. Separate
multiple | P addresses with commas (,).

Allowed IP addresses for
upload

Specify the |P addresses that a Faspex user can login from to upload packages. A
wildcard (*) can be used in this option. For example, specifying 198.51.100.* allows
auser to login from 198.51.100.1, 198.51.100.2, 198.51.100.3, and so on. Separate
multiple I P addresses with commas (,).

Package Deletion

Select from the following options to specify behavior after downloading a package:

Option

Description

After download

Y ou can override the server default by selecting Override system default. If you
choose override, select one of the following policies:

« Do nothing: Do not auto-delete after the package is downloaded.

» Deletefilesafter any recipient downloads all files: Delete after any recipient
downloads all filesin the package once.

Important: When this option is selected, a forwarded package can be potentially
deleted before the original recipient has downloaded it. Thus, proceed with caution
when selecting this option.

« Deletefilesafter all recipientsdownload all files: Deleteif all filesin the
package have been downloaded by all recipients.

Allow user to set own
delete setting on a package-
by-package basis

Select Allow to allow this user to choose a package expiration policy when sending a
new package.

Advanced Transfer Settings

By default, Faspex uses the transfer settings from the Aspera Central Server section. Select Override default settings
to set user-specific transfer settings, which take precedence over the server-wide settings.
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Option Description

Initial Transfer Rate Specify theinitial upload and download transfer rate. When the option L ock
minimum rate and policy is checked, the user is not able to adjust transfer policy or
minimum transfer rate.

Maximum Allowed Rate | Specify the maximum upload and download transfer rate for this user.

Creating Distribution Lists

Creating a Personal Distribution List

Y ou can configure personal distribution lists to send packagesto alist of email addresses and Faspex users. Each
distribution list consists of acomma-separated list of email addresses or Faspex usernames.

On the Edit Distribution Lists page, you can create, edit, or delete personal distribution lists. Although you cannot edit
global distribution lists, you can duplicate the list and then edit the duplicated list. For more information on creating
and editing global distribution lists, see Creating a Global Distribution List on page 129.

To create anew list:

1. Click the profileicon in the top-right of the banner and select Account from the drop-down menu.

2. Gotothe Edit Distribution Liststab.

3. Click Add New Distribution List or Duplicate aglobal list.

4. Namethedistribution list.
Do not give your personal distribution list the same name as a user account or workgroup name.
Do not give your personal distribution list same name as a global distribution list, unless you want Faspex to use
personal list instead of the global list when sending a package.

5. Enter up to 50 contacts. Y ou can:

e Typeemail addresses or Faspex usernames into the Contacts field.

|+ . .
Click to import contacts from your Faspex contacts list.
e Click the Browse button to upload contacts from a CSV file.

Note: The CSV file must include a single column containing only email addresses.

Y ou cannot send packages to adistribution list if any recipient in the list isan invalid user. For example, if auser
isan external user and the option to send to external usersis disabled, the external user is considered invalid and
package sending fails.

If the admin enables the Ignoreinvalid recipients option, package sending does not fail even if the list contains
an invalid user. Faspex skips any invalid user and delivers the packageto al valid recipientsin thelist. ( Go to
Server > Security and, under the Faspex accounts section, select | gnoreinvalid recipients.)

Note: To send explicitly to external users, you must append ( ext er nal ) to the email address (or Faspex
automatically expands the email to existing Faspex users or creates a Faspex user for the email. For example,
tosendtof aspex_user @xanpl e. com add f aspex_user @xanpl e. com (ext er nal ) tothe
distribution list. For more information on email expansion, see Package Recipient Expansion by Email Address on

page 87.
Theitemsin thelist are not validated until you try to send a package to the list.
6. Click Create.
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After creating adistribution list, the list appears on the Editing Distribution Lists page. Y ou can edit the name and
contacts list, or import contacts by clicking Import Contacts from CSV. After making changes, click Update
Distribution Liststo save the changes. Y ou can also delete distribution lists by clicking the Delete link for the list.

Creating a Global Distribution List

Admins can configure global distribution lists that can be used by all usersto send packagesto alist of email
addresses and Faspex users. Each distribution list consists of a comma-separated list of email addresses or Faspex
usernames. The items in the list are not validated until a user triesto send a package to the list. Admins can configure
whether all users can see these lists or whether admins have to grant access to individual users. For more information
on granting access to global distribution lists, see Configure User Accessto Global Distribution Lists on page 130.

1. Goto Server > Configuration > Glaobal Distribution Listsand click Add New Distribution List.
2. Namethedistribution list.

Do not give your personal distribution list the same name as a user account or workgroup name.

Do not give your personal distribution list same name as a global distribution list, unless you want Faspex to use
personal list instead of the global list when sending a package.

3. Enter up to 50 contacts. Y ou can:

» Typeemail addresses or Faspex usernames into the Contacts field.

.|+ . .
Click to import contacts from your Faspex contacts list.
» Click the Browse button to upload contacts from a CSV file.

Note: The CSV file must include a single column containing only email addresses.

Y ou cannot send packages to a distribution list if any recipient in thelist isan invalid user. For example, if auser
isan external user and the option to send to external usersis disabled, the external user is considered invalid and
package sending fails.

If the admin enables the Ignoreinvalid recipients option, package sending does not fail even if the list contains
an invalid user. Faspex skips any invalid user and delivers the package to al valid recipientsin thelist. ( Go to
Server > Security and, under the Faspex accounts section, select Ignoreinvalid recipients.)

Note: To send explicitly to external users, you must append ( ext er nal ) to the email address (or Faspex
automatically expands the email to existing Faspex users or creates a Faspex user for the email. For example,
tosendtof aspex_user @xanpl e. com add f aspex_user @xanpl e. com (ext er nal ) tothe
distribution list. For more information on email expansion, see Package Recipient Expansion by Email Address on

page 87.
Theitemsin thelist are not validated until you try to send a package to the list.
4. Click Create.
After creating adistribution list, the list appears on the Global Distribution Lists page. Y ou can edit the name and

contacts list, or import contacts by clicking Import Contacts from CSV. After making changes, click Update
Distribution Liststo save the changes. Y ou can aso delete distribution lists by clicking the Delete link for thelist.
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Global Distribution Lists Add New Distribution List

Mame Contacts
Advent Vide james@adventvp.co + Import Contacts Delete
- From C5V

madison@adventvp.c
oI,
sara@adventvp.com, .

boyu@adventvp.com,

Update Distribution Lists

Configure User Access to Global Distribution Lists

Configure Default Access to Global Distribution Lists

Go to Server > Security. Under the Faspex accounts section, select Users can see global distribution lists by
default to give all users access to global distribution lists by default. Deselect the option to require an admin
manually grant a user access to global distribution lists.

Enable or Disable Access for a User

Go to Accounts and click the name of the user you want to grant or deny accessto global distribution lists. Under
Permissions, there are three settings for the Can see global distribution lists permission. Y ou can choose to
permanently allow or deny accessto global distribution lists, or you can choose to use the server default configured
by enabling or disabling the Users can see global distribution lists by default option in the server security settings.

Using Rake Tasks to Manage Faspex

Configuring the Primary Transfer Address of the Default Node

Y ou can configure the primary address Faspex uses to connect with the primary Faspex node. The primary node
address is the node address you provided when you installed Faspex locally or remotely. To configure the address,
run the following rake task command:

asct| faspex:rake aspera: set_node_ext address
EXTERNAL ADDRESS="host nanme_or _| P"

Y ou can aso see and configure the primary address by going to Server > File Storage, selecting Edit from the drop-
down menu for the default node, and clicking Advanced Configuration.
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Creating Users with Rake Tasks

The following rake tasks allow you to create, update, and delete individual, local users.

Command Description
Create the user with the specified user
asct| faspex:rake users:create -- -n usernane name. first name. last name. and email
-f firstnane -1 |lastnane -e email -p password ' ’ '

address. Setting a password is optional.

Update the user with the specified
asct| faspex:rake users:update -- -n usernane username and any additional

[ optional argunents]

arguments.
Delete the user with the specified
asctl faspex:rake users:delete -- -n usernane username.
For more details on the options, see the table below.
Rake Task Options
Options (Short Form) Options (L ong Form) Description
-n user name --name user nane User's Faspex username used to log
into this account.
-p password --password password User's password (optional).
-f first_nane --first_name first_nane User's first name (required for
users: create).
-1 last_nane --last_nane | ast_nane User'slast name (required for
users: create).
-e enmni | _address --emai | email _address User's email address (required for
users: create).
-h --help Print out help information for this
rake task.

Bulk Create and Manage Users with Rake Tasks

Rake Commands

To create and manage users in bulk, use the following commands:

asct| faspex:rake users:bulk create -- -u userfile -p propertyfile
asct| faspex:rake users:bulk update -- -u userfile -p propertyfile
asctl faspex:rake users:bulk _delete -- -u userfile

Note: Theusers: bul k_creat e anduser s: bul k_updat e rake tasks do not support setting passwords for
users. An admin must manually set the passwords for the created users.
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Option

Description

userfile (required)

Full path to the CSV file specifying attributes to be
applied to individual users.

For example:

nane, first _name, | ast _nane, emai | , wel co
user 1, John, Doe, j doe@xanpl e. com j doe

user 2, Susan, Lee, sl ee@xanpl e. com sl ee
user 3, Jay, Johnson, j j ohnson@xanpl e. co

Faspex sends awelcome email to auser if you provide a
welcome email in the entry. Y ou can forgo the welcome
email by leaving that column blank. In the example
above, Faspex sends awelcome email to user 1 and
user 2, but not touser 3.

_emai |
xanpl e. col
xampl e. c¢

propertiesfile (required)

Full path to the CSV file specifying attributes to be
applied to all users. Usethisfile to determine the type of
user.

The propertiesfile for adding local members of a
directory service follows this format:

type, aut hori zati on_domain_id
Di rectoryServiceUser, 3

Set theaut hori zati on_domai n_i d tothelD
of aconfigured LDAP. Y ou can obtain the I Dby
going to Accounts > Diretory Service Groups.
selecting the LDAP, and finding the ID in the URL
(for example, the3 inasper a/ f aspex/ adm n/
aut hori zati on_domai ns/ 3/ edit)

The propertiesfile for adding local usersfollowsthis
format:

type
Local User
Delete Options
Option Description

userfile (required)

Full path to the CSV file specifying attributes to be
applied to individual users.

For example:

nane
userl
user 2
user 3
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Force All Users to Reset Passwords with Rake Tasks

You can force al usersto reset their passwords when they next log in.

Rake Command

asct| faspex:rake users:force_password_reset

Bulk Import and Manage DS Users with Rake Tasks

To import and manage DS usersin bulk, use the following commands:

asct| faspex:rake users:bulk create --
asct| faspex:rake users: bul k_update --
asct| faspex:rake users:bulk delete --

Rake Task Options

-u userfile -p propertyfile
-u userfile -p propertyfile
-u userfile

Option

Description

userfile (required)

Full path to the CSV file specifying attributes to be
applied to individua users.

For example:
nanme, first _name, | ast _nane, emai | , ad_obj

user 1, John, Doe, j doe@xanpl e. com e43f 8A
user 2, Susan, Lee, sl ee@xanpl e. com 2b429

ect gui d
9d325ed74
59f f 79507

user 3, Jay, Johnson, j j ohnson@xanpl e. comy ccO7cacc!

The objectGUID isthe DS Distinguished Name (DN).

Important: If you are importing from Active Directory,
you must find the objectGUID attribute for a user and
copy it in hexadecimal format. Edit the user and go to
Properties > Attribute Editor > objectGUID. Edit the
attribute, select hexadecimal format, and copy the whole
string.

This string is different from the string displayed on the
main page. Use this string instead of the one on the main

page.

When entering the string into the CSV file,

enter it as one string without spaces. For
example, if the string is"E4 3F 8A 9D 32 5E

D7 40 B8 DB EF B3 CA OF 7B B8", enter it as
"E43F8A9D325ED740B8DBEFB3CAOF7BBS".

propertiesfile (required)

Full path to the CSV file specifying attributes to be
applied to all users.

The propertiesfile for adding DS users to Faspex would
look like this:

type, aut hori zati on_domain_id
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Option Description
Di rectoryServi ceUser,id_num

The authorization_domain_id can be found by

going to Server > Authentication > Directory
Services and editing the Directory Service.

Look at the URL and find the ID number after
"authorization_domains. For example, if the URL is
https://198.51. 100. 24/ asper al f aspex/
adm n/ aut hori zati on_donai ns/ 1/ edi t, the
ID number is"1"

Delete Options

Option Description

userfile (required) Full path to the CSV file specifying attributes to be
applied to individua users.

For example:

nane
user1l
user 2
user 3

Import SAML Users with Rake Tasks

Y ou can run arake task to build import SAML user information from a JSON file into Faspex. Faspex aso imports
entries for existing SAML users and imports updates the users in Faspex with the new values. The rake task follows
this syntax:

asctl faspex:rake users:inport_sam users RESOURCE=path/to/json_file_ or_url
Y ou must point the rake task to alocal file or to a URL referencing a JSON file with the following format:

{"users": |

{ "usernanme": "usernane",
"email": "emmil address",
"given_nane": "first_name",
"sam _configuration_id": sam _config id },
1}
Attribute Description
Username The Faspex username associated with the SAML user.
Email The email address associated with the account.
Given Name The first name associated with the account.
SAML Configuration ID The ID associated with the SAML configuration. The
saml_id specifies the SAML configuration. For example,
in the case of multiple SAML configurations, the first
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Attribute Description

configuration is associated with the SAML 1D "1", the
next configuration 2", and so on.

Note: You must first configure the SAML configuration
in Faspex to associate the users with the correct SAML
1dP through the SAML ID. For more information on
configuring a SAML configuration, see Creating a

SAML Configuration in Faspex on page 116.

An example entry for auser might look like the following:

{ "usernanme": "johndoe",
"email": "johndoe@ aspex. exanpl e. cont',
"gi ven_nane": "John",

"saml _configuration_id": 1}

Tip: You can aso automate the process of importing SAML users from a JSON file. For more information, see
Automating Importing SAML Users with Rake Tasks on page 135.

Automating Importing SAML Users with Rake Tasks

Y ou can automate the process of importing SAML users from a JSON file by editing the faspex.yml file. Y ou must
provide the path to a JSON file with the following format:

{"users": |

{ "usernanme": "usernane",
"emai|l": "emmil| address",
"given_nanme": "first_nanme",

"saml _configuration_id": sam config id },

1}

Attribute Description

Username The Faspex username associated with the SAML user.
Email The email address associated with the account.

Given Name The first name associated with the account.

SAML Configuration 1D The ID associated with the SAML configuration. The

saml_id specifiesthe SAML configuration. For example,
in the case of multiple SAML configurations, the first
configuration is associated with the SAML 1D "1", the
next configuration 2", and so on.

Note: You must first configure the SAML configuration
in Faspex to associate the users with the correct SAML
IdP through the SAML ID. For more information on
configuring a SAML configuration, see Creating a

SAML Configuration in Faspex on page 116.

Important: Backup faspex.yml before making your changes. For more information about the faspex.yml file, see
faspex.yml Configurations Reference on page 154.

1. Edit faspex.yml which can befound at: / opt / asper a/ f aspex/ confi g/ f aspex. ym .
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Under the "Production” section, provide the path to alocal JSON file or aURL referencing a JSON file. Set the
frequency for Faspex to import user data from the JSON file.

producti on:

D| éabl eSAMLUser | npor t Backgr oundJob: fal se
SAMLUser | nport JSONResour ceFON: full _path_of JSON file
SAM_User | nport Frequencyl nSeconds: time_i n_seconds

2. Saveand restart Faspex processes.
asctl faspex:restart

Faspex now automatically imports updates you make to the JSON file. Faspex aso imports entries for existing SAML
users and imports updates the users in Faspex with the new values.

Configuring Server Settings with Rake Tasks

The following rake tasks are used to configure Faspex server settings related to file storage and nodes.

Configure SMTP Server

The syntax of the command to configure the Faspex SMTP server is asfollows:

asct| faspex:rake aspera:snmtp -- [options]
Options Description
--server server The SMTP server address
--port port The SMTP port
--domai n domai n The email domain name
--tls true|fal se Whether to use TLSif available
- - user name user nane The email username
--password password The email password
--fromenmuil The email sender’s address that will appear in the ‘from’

field

For example:

asctl faspex:rake aspera:smp -- --auth=open --

server=smt p_exanpl e. aspera. us --port=25 --domai n=aspera. us
--t1s=0ON --usernane=exanpl e@spera. com --from nane=Faspex - -
from enmai | =aspera_f aspex@spera. com

Configure the Server Default Inbox Path
To configure the path for the default inbox, run the following rake task:

asctl faspex:rake aspera: set_storage_share directory D RECTORY="/path/to/
directory"

Note: The specified path should be relative to the docroot. For example, if the docroot is/ home/ f aspex/
f aspex_packages, and the new default inbox pathis/ hone/ f aspex/ f aspex_packages/j ohndoe,
specify / j ohndoe.
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Create a Node API User
To create aNode API user mapped to the "faspex" transfer user, run the following rake task:

asctl faspex:rake aspera: setup_node_user USERNAME="user nane"
PASSWORD=" passwor d"

Create or Update a Remote Node
To create and add a remote node or update an existing remote node, run the following rake task:

asct| faspex:rake aspera: source_server NAME="renote_node_nane"
HOST="r enot e_node_host nane" PORT="node_api _port"

USERNAME=" node_api _user nane" PASSWORD="node_api _password"

USE SSL=["true"/"fal se"] VERIFY_SSL=["true"/"fal se"]

The USE_SSL and VERI FY_SSL arguments are optional and can be set to either "t r ue" or " f al se".

Update the Directory Path of an Existing File Storage
To create anew file storage or update an existing file storage, run the following rake task:

asct| faspex:rake aspera: source_directory NODE _NAME="nhode_nane"
SOURCE_NAME="fil| e_storage_nane" DI RECTORY="/path/to/directory"

Y ou can make this directory the default directory by adding - - make_def aul t to the command. For example:

asct| faspex:rake aspera: source_directory NODE NAME="f aspex_node"
SOURCE_NAME=" packages" DI RECTORY="aspera files" --make default

Note: The specified path should be relative to the docroot. For example, if the docroot is/ horre/ f aspex/
f aspex_packages, and the new default inbox pathis/ hone/ f aspex/ f aspex_packages/j ohndoe,
specify / j ohndoe.

Managing Packages with Rake Tasks

Clean Records of Deleted Packages
To clean records of packages deleted from Faspex, run the following rake task:

asct| faspex:rake packages: cl ean_del et ed OLDER THAN DAYS=days

Delete Expired Packages from Custom Inboxes and Workgroup Relays
asct| faspex:rake packages: del et e_expi red_packages DELETE | NTERVAL=i nt er val

Thisrake task iterates through expired packages in custom inboxes and workgroup relays and deletes their contents
one by one, waiting the DELETE_| NTERVAL in seconds between each delete. The defaul interval valueis5s.

Encrypting and Decrypting Database Passwords

Y ou can use the following rake tasks to encrypt and decrypt passwordsin your dat abase. ym configuration file.
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Encrypting Passwords

Run the following command to encrypt passwords:

asct| faspex:rake aspera: encrypt_dat abase_passwords

Decrypting Passwords

Run the following command to decrypt passwords:

asct| faspex:rake aspera: decrypt_dat abase_passwords

Exporting and Importing Global Distribution Lists

Y ou can use the following rake tasks to export and import global distribution listsin JSON file format.
Exporting Global Distribution Lists
Run the following command to encrypt passwords:

asct| faspex:rake aspera: export distribution_|ist
FI LE_LOCATI ON=fil e_| ocati on

For example:

asct| faspex:rake aspera: export _distribution_list
FI LE_LOCATI ON=~/ f aspex_dl i st.json

Importing Global Distribution Lists

Run the following command to decrypt passwords:

asct| faspex:rake aspera:inport_distribution_|ist
FI LE_ LOCATI ON=fil e_| ocation

For example:

asct| faspex:rake aspera:inport _distribution_list
FI LE_LOCATI ON=~/ f aspex_dl i st.json

Customizing Faspex: Email Notifications, Server
Instructions, Application Appearance

Configuring Email Notification Templates

1. Goto Server > Notifications and select an email template. For alist of supported email templates, see Email
Notification Template Types on page 213.

2. When you select one of these notification types, you can edit its respective content by clicking Customize Using
Template or Edit HTML.
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» Customize Using Template: Create an email template by filling out aform. Y ou can use specia text strings
that are replaced in the actual email by the appropriate values. For alist of the available text strings for each
notification type, see Email Notification Template Text Strings on page 215.

Tip: You can select the Show all recipientsin package information option to list all public and CC
recipients in the email notification.

Important: Do not use HTML code or the < and > symbols when customizing using the template.
e Edit HTML: Create an email template with HTML code.

Tip: Foralist of allowed HTML tags and attributes, see Available HTML Tags and Attributes in Faspex on
page 207.

3. Click Generate E-mail and Save.

If you made changes you want to revert, you can reload the template's default settings by clicking L oad Defaults.

Posting Instructions for Sending New Packages

Post instructions for users who are sending new, normal packages (in other words, not dropbox packages). Once
saved, your instructions appear on the Faspex New Package page. For information about posting instructions for
sending dropbox packages, see Creating a Dropbox on page 99.

1. Goto Server > Notifications > Package I nstructions

2. Enter your instructions.

You can use HTML tags and CSS classes in your instructions. For alist of available tags, see Available HTML
Tags and Attributes in Faspex on page 207. For more information on using CSS classes, see Creating CSS
Classesto Use in Instructions on page 144.

For example:
<p><b cl ass="red" style="font-size: 14px" >l nportant: </ b> Sendi ng to external

ermai | addresses has been <i>disabled</i> |If you need to send to an
external emmil address, request perm ssion fromthe adnin. </ p>

New Package

Instructions

Important: Sending to external email addresses has been disabled. If you need to send to an
external email address, request permission from the admin.

Posting Announcements on the Login Page

Post an announcement on the login page to welcome users and provide further login information.

1. Goto Server > Natifications > Login Announcement.
2. Enter your announcement.

You can use HTML tags and CSS classes in your instructions. For alist of available tags, see Available HTML
Tags and Attributes in Faspex on page 207. For more information on using CSS classes, see Creating CSS
Classesto Usein Instructions on page 144.
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For example:

<hl class="red" style="text-align:center">WIlconme to Faspex!</hl>
Login with your Faspex credentials. If you do not have an account, contact
the adnin at <a href="mailto:johndoe@ aspex. cont >j ohndoe@ aspex. conx/ a>.

Announcement

Welcome to Faspex!

Login with your Faspex credentials. If you do not have an
account, contact the admin at johndoe@faspex.com.

Configure Display Settings

Goto Server > Configuration > Display Settings.

Important: You must click the Update button to save any changes you make to the following settings.

Custom Logo
Click the Browse button to replace the default logo in the menu bar with your custom logo.
Note: Your custom logo cannot be larger than the default logo, which is 295x51 pixels.

To remove the logo, click the Remove custom logo that appears if you have uploaded a custom logo.

Date Format
View or modify your server's date display format. The following list displays the available variables:

Variable Description and Sample

%a The abbreviated weekday name (for example, "Sun™).
%A The weekday name (for example, "Sunday").

%b The abbreviated month name (for example, "Jan").
%B The month name (for example, "January").

%d Day of the month (for example, "01~31").

%] Day of the year (for example, "001~366").

%m Month of the year (for example, "01~12").

%y The abbreviated year (for example, "09").

%Y The year (for example, "2009").

Account display name format

The Account display name format option determines whether users see the login or the full name associated with
an account when viewing package information. For example, given auser "jdoe" with full name "John Doe", Faspex
displays"jdoe" if Usernameis selected and "John Doe" if Full Name is selected.
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Login Page

Y ou can configure the login page text using the L ogin page header and L ocal login instructions field options.
The header isthe title of the login form and the instructions appear above the local login option. For example, in the
picture below, the header has been changed to "My Company Login" and the instructions read "Y our username is
firsthame@mycompany.com and your password is your personal |D number (for example, 5GH012)."

My Company Login
Your username is firstname@yourcompany.com and

your password is your personal ID number (e.qg.
SGHO12).

Forgot passworg

Use this option to register a new Faspex account

Y ou can further customize the login page by adding an announcement or by customizing the login page with a CSS
file. For more information, see Posting Announcements on the Login Page on page 139 and Customize Faspex
with the Custom CSS File on page 141.

Creating a Custom CSS File

1. Create afileat thefollowing location: / opt / asper a/ f aspex/ publ i ¢/ styl esheet s/ cust oni
cust om ze. css

2. Edit this new customize.cssfile instead of the default faspex.css and boostrap.cssfiles. Those files are located at:
» faspex.css: opt/asperal/faspex/public/stylesheets/faspex.css
« bootstrap.css: opt/asperalfaspex/public/stylesheets/third-party/bootstrap/bootstrap.css
Y ou do not need to copy the entire contents of faspex.css and bootstrap.css into customize.css. Y ou only need

to add the changed values and their surrounding functions. The values in customize.css take precedence over the
defaults. For details on the custom cssfile, see Customize Faspex with the Custom CSS File on page 141.

3. Update references to images in the customize.cssfile.

When the faspex.cssfile references images, it references. . /i mages/ to find the images. Since the
customize.cssfileisin adifferent filepath than faspex.css, you must specify . . /. . /i mages/ instead when
referencing images in the customize.cssfile.

Customize Faspex with the Custom CSS File

While Faspex does not yet support skinning, it is possible to modify some filesin order to personalize colors and
images of the Faspex interface.



| Customizing Faspex: Email Notifications, Server Instructions, Application Appearance | 142

Folders and Files Handling the Application Appearance
The public folder islocated at: / opt / asper a/ f aspex/ publ i ¢ Most of the pictures are located in the "images"
sub-folder. The "stylesheets" sub-folder contains the faspex.css and bootstrap.cssfiles. The .cssfiles are located at:

» faspex.css: opt/asperal/faspex/public/stylesheets/faspex.css
» bootstrap.css: opt/asperalfaspex/public/stylesheets/third-party/bootstrap/bootstrap.css

Important: Asperadoes not recommend editing the faspex.css and bootstrap.css files to personalize Faspex, because
these files are not preserved when upgrading Faspex. Instead, follow the instructionsin Creating a Custom CSS File
on page 141 to create and modify the customize.css file that takes precedence over these default files.

Customize Faspex Colors

Use the custom.css file created in Creating a Custom CSS File on page 141 to change the color of the global
navigation bar, the header, and the active tab. For example, to change the Faspex header and main navigation bar
background colorsto blue (#1d2873):

/* MAIN GLOBAL NAV */
. mai n_t abs
{
mar gi n: aut o;
float: left;
wi dt h: 100%
background: #1d2873;

}
/* Header */
di v#header

{ width: 100% height: 60px; color: white; background: #1d2873 }

[* Active Tab */

.main_tabs ul |i a.selected {
background: |inear-gradient(to top, #5aaafa 4px, #1d2873 4px)
}
Customize Subtitles
N =) § -
Web Server @ Transier options
Transfer Options
Global Distribution Download Over HTTP
Lists /
Package Storage \
Display Settings Initial Default Transfer Rate
L abel Description
A Sub-menu Title
B Section Titles

A: Sub-menu Title
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To change the font, size, and color of sub-menu titles, edit the following tags (defaults found in bootstrap.css):

hl, h2, h3, h4, h5, h6 {

mar gi n: O;

font-fanmly: Verdana, helvetica, sans-serif;
font-wei ght: bold;

color: inherit;

text-rendering: optimzelegibility;

}

h1l, h2, h3, h4, h5, h6 {
font-wei ght: nornal;
| i ne- hei ght: nor nal
mar gi n-bottom 20px;
}
A: Titles
To change the font, size, and color of section titles, edit the following tags (defaults found in bootstrap.css):
| egend {
wi dt h: inherit;
font-size: 108%
font-wei ght: nornal
background: transparent;
I'i ne-height: 1.5;
col or: #1952bb;
mar gi n: 12px O;
paddi ng-ri ght: 5px;
border: O0;

Customize Vertical Menus

Transfer Options
Global Distribution
Lists

Security

Package Storage
Display Settings
Save/Restore

License

To change the color of tabs for the vertical menu, edit the following two sections (default found in faspex.css):

.v_menu li a {

di spl ay: bl ock;

t ext - decor ati on: none;
col or: #333;

| i ne- hei ght: 30px;
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border-top: 1px solid #ccc;
paddi ng- | ef t: 10px;
cursor: pointer;

}

.v_menu .active a,
.v_nmenu .selected a {

col or: #fff;

backgr ound- col or: #343945;

background-i mage: -noz-linear-gradient(top, #676c79, #343945);

background-i mage: -webkit-gradient(linear, left top, left bottom

from #676¢c79), to(#343945));

filter: progi d: DXI mageTr ansform M crosoft. gradi ent (start Col orstr=#ff676c79, endCol or st r =
-nme-filter:

"progi d: DXl mageTransform M crosoft. gradi ent (start Col orstr=#ff676c79, endCol or st r =#f f 343¢

Customize the Drag and Drop Picture
To change the Drag and Drop picture on the New Package page, replace the original dr agndr op. j pg with an
equivalent jpg of your own.

Creating CSS Classes to Use in Instructions

Y ou can cregate CSS classes in the customize.cssfile (/ opt / asper a/ f aspex/ publ i ¢/ styl esheet s/

c

ust oni cust om ze. css), which you can then use when editing email notifications or package instructions. For

more information on the cust omni ze. css file, see Creating a Custom CSS File on page 141.

1

Create the customize.cssfileat / opt / asper a/ f aspex/ publ i c/ styl esheet s/ cust om
cust omi ze. css if it does not yet exist.

Inthisfile, create a CSSclass.
For example, create aclass for the color red:

.red {
col or:red;
}

Y ou can reference any classes you create when editing email notifications or package instructions. For example, when
editing login instructions to Faspex, you can make the text red as follows:

<hl class="red" style="text-align:center">Wlcone to Faspex!</hl>
Login with your Faspex credentials. If you do not have an account, contact
the adnin at <a href="mailto:johndoe@ aspex. cont >j ohndoe@ aspex. conx/ a>.

Announcement
Welcome to Faspex!

Legin with your Faspex credentials. If you do not have an
account, contact the admin at johndoe@faspex.com.
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Configuring Metadata

Faspex Metadata

Metadata refers to the additional information that an IBM Aspera Faspex user can send with afile package. For
example, an admin can require that, when a user sends an audio-file package to a producer, the user must also specify
the sample rate, bit depth, and compression of the package. The admin sets these requirements by creating a new
metadata profile that can the admin can then apply to all new, normal packages or to individual dropboxes.

The Metadata Profiles (go to Server > M etadata) page displays any profiles you have previously created.

Metadata Example
In the example metadata file below, the Audio Details metadata profile contains the following fields:

» Samplerate (text input field)

» Bit Depth (option list that includes 8-bit, 16-bit and 24-bit)
e Compression (text input field)

» Date Created (date picker)

Sample Rate

Maximum length: 25 characters

Bit Depth a-bit T

Date Created

Compression

Maximum length: 25 characters

Applying Metadata Profiles

Admins choose which configured metadata profile to apply to new, normal packages or to individual dropboxes.
Admins can choose to assigh (none) as a metadata profile in cases where no metadata fields are required. For
information about applying metadata profiles to normal packages, see Applying Metadata Profile to Normal Packages
on page 147. For information about applying metadata profiles to dropboxes, see Creating a Dropbox on page

9.

Forwarding Packages with Metadata

When you forward a package, the original metadatais preserved in the Note field. The preserved metadata does not
change even if the applied metadata profile has been changed. No new aspera-metadata.xml fileis created, even if
Save metadatato fileis enabled for the metadata.

Faspex Metadata Reporting for IBM Aspera Console

If aFaspex instance is added to IBM Aspera Console as a managed node, Console monitors transfer details of
transfers in Faspex. Custom metadata fields applied to normal packages or to dropboxes are included as metadata tags
in the transfer details and as transfer cookies for Console to use in running reports.

A Faspex transfer cookie is formatted in the following way:

{"aspera":
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{"faspex":
{ "keyl":"val 1", ..., "key3":"val 3"}

}

The corresponding JSON match value is shown below:

[ aspera][faspex][keyl]val 1

Creating Metadata Profiles

Metadata profilesinclude a set of fieldsthat, if applied, require users to include additional information when sending
a package. Metadata profiles can be applied all new, normal packages or to individual dropboxes.
1. Goto Server > Metadata and click Add New Profile.
2. Name the metadata profile and click Create.
Faspex redirects you to the Edit Metadata Profile page.

3. You can set the max length and restrict illegal characters for the package title and note. Y ou can also disable the
ability to add a note to the package by clearing the Enabled checkbox.

4. Select afield option from the drop-down menu and then click Add Field. Y ou can add multiple metadata fields.

e Text Field: Create asingle-linetext field.
* Text Area: Create amultiline text field.
* Option List: Create aradio button-based options list.
« DateField: Create adate picker.
Each field option hasits own template. The following instructions differ depending on the field option you selected.

5. Enter a descriptive name for the metadatafield in the Labd field. Thistext is displayed beside the field option on
the New Package / Send to Dropbox page.

6. Create ametadatafield. Y ou can create one of the following types of fields:
» Text Field/ Text Area: Restrict users from using the character specified in the Illegal Charactersfield. Fields

are validated for illegal characters when the user tries to send the package. Warning messages appear listing
theillegal characters.

For Text Fields and Text Areas, set the max number of characters for the field. The maximum length must be
between 1 and 999.

Note: The sum total maximum length of al fields (including labels, options, and date fields) must be less than
2000 characters. If the sum total exceeds 2000 characters, all max length fields are reset to the default (100
characters).

e Option List: Enter thelist of options a user can choose from in the Optionsfield.
« Date Field: Configure the Date format of the date picker.

7. If youwant to make afield required for a user, select Required for that field.
8. Configure restrictions for a package title.

Under Title, set the max number of characters for the Title of a package in the Max length field. Restrict users
from using the character specified in the Illegal Charactersfield.

9. Configure restrictions for a package note.

Under Note, set the max number of characters for the note of a package in the Max length field. Restrict users
from using the character specified in the I llegal Charactersfield.

Y ou can also disable the note by clearing the Enabled checkbox.
10. Preview the metadata fields. Click Save and Preview.
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Preview
Sample Rate
Maximum length: 25 characters
Bit Depth 8-bit v
Date Created

Compression

Maximum length: 25 characters

11. When finished, click Save. Y ou are redirected to the Metadata Profiles page.
Click Edit to modify your profile or Delete to removeit.

Applying Metadata Profile to Normal Packages

M etadata profiles require users to include additional information when sending a package. Y ou must choose and
apply a metadata profile to Faspex packages to include the fields in the metadata profile. For information about
applying metadata profiles to dropboxes, see Creating a Dropbox on page 99.

1. Goto Server > Metadata.

2. Select aprofile for normal packages from the Profile for normal packages drop-down menu.

Metadata Profiles Add New Profile

Profile for normal packages: (none) " | Save metadata to file:
(none)
Audio Details

Name k

Audio Details Edit Delete

The selected profile modifies the New Package Form. For more information, see Sending a New Package on page
82.

3. Select Save metadata to file to save the package metadata to its root directory as an XML file. Y ou can use the
XML datafor post-processing and automation.

The metadata filename follows the format: asper a-metadata-package uuid.xml. For example, a sample filename
could be: asper a-metadata-42dfdadc-ff05-4f61-8d82-f89c0523d799.xml.

Y ou can configure Faspex to include the metadata file in the package itself, instead of being placed at the root
directory of the package. To enable this, set the SaveM etadatal nPackage option to truein the pr oduct i on
section of the faspex.yml configuration file. Thef aspex. ymi fileislocated in the following directory:

[ opt/ asper al/ f aspex/ confi g/ f aspex. ym
producti on:

.Séilert adat al nPackage: true



After saving changesin faspex.yml, restart Faspex.

asctl faspex:restart

Now, whenever you select Save metadata to file, Faspex inserts the metadata file in the package and users can
view it in the package contents.

Backing Up and Restoring Faspex

Backing Up Faspex from the Application

Aspera strongly recommends backing up your IBM Aspera Faspex configuration and database as a precaution in
case of system failure. Y ou can also choose to restore Faspex on a completely new server on which you've installed

Faspex.
1. Goto Server > Configuration > Save/Restore.
2. Click the Download button to save your current Faspex databaseintheformat *. t ar . gz.

5.

Important: If you use the Safari web browser, you need to make sure the Open " safe" files after downloading
option isunchecked in Safari's general settings, before downloading the backup file. Otherwise, thefileis

downloaded asa. t ar file, rather thana. t ar . gz file, and does not work when the user attempts to restore the
server with thisfile.

Back upthesecret . yml filelocated at/ opt / asper a/ f aspex/ confi gsecret. ynl . Thisfile must be
backed up and restored for the restored Faspex to correctly work with remote nodes.

4. Back up your Faspex, Apache and MySQL application files.

Application

L ocation of Application Files

Filesto Back Up

Faspex

[ opt/ asper al/ f aspex/

faspex.rb.yml
config*.yml
configmongrel_cl ustermozjg

configaspera.faspex.*.asp
license

libdaemons/
npetckeystore.jks

Apache

[ opt/ asperal faspex/ / opt/ asper a/ conmon/
apache

apache.rb.yml
conf* .key
conf*.crt

confextra/httpd-
ssl_template.conf

custom

MySQL

mysql

database.rb.yml

If you configured SSL for Faspex, backup your SSL certificate files.
Locate and copy the server.crt and server key filesto adifferent location. The files can be found in the following

locations:

e apacheconfserver.crt
e apacheconfserver. key
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rel_cluster.yr

e3
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For instructions on restoring your Faspex configuration and database, see Restoring your Faspex Database on page

149.

Backing Up Faspex from the Command Line

Aspera strongly recommends backing up your IBM Aspera Faspex configuration and database as a precaution in
case of system failure. Y ou can also choose to restore Faspex on a completely new server on which you've installed

Faspex.

1. Back up your Faspex MySQL database by running the following asct | command:

asct| faspex: backup_dat abase

Theasct | command usesnysql dunp to backup Faspex's three MySQL databasesto/ opt / asper a/

f aspex/ backup/ti ne_st anp-versi on_nunber. revi si on_nunber

For example, the directory name may be 2016-04-15 140547-Faspex.4.0.0.100400.

2. Backupthesecret.ym filelocatedat/ opt / asper a/ f aspex/ confi gsecret.ym . Thisfile must be
backed up and restored for the restored Faspex to correctly work with remote nodes.

3. Back up your Faspex, Apache and MySQL application files.

Application

L ocation of Application Files

Filesto Back Up

Faspex

[ opt / asper al/ f aspex/

faspex.rb.yml
config*.yml

configmongrel_cl ustermor;frel _cluster.yn

configaspera.faspex.*.asp
license

libdaemong/
npetckeystore.jks

3

Apache

[ opt/ asperal faspex/ / opt/ asper a/ conmon/
apache

apache.rb.yml
conf* .key
conf*.crt

confextra/httpd-
sd_template.conf
custom

MySQL

nmysql

database.rb.yml

4, 1f you configured SSL for Faspex, backup your SSL certificate files.
Locate and copy the server.crt and server key filesto adifferent location. The files can be found in the following

locations:

e apacheconfserver.crt
e apacheconfserver. key

For instructions on restoring your Faspex configuration and database, see Restoring your Faspex Database on page

149.

Restoring your Faspex Database

Y ou can restore a backed up version of Faspex if you experience a system failure. Y ou can also choose to restore
Faspex on a completely new server on which you've installed Faspex. If you choose to restore Faspex on a separate
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server, the restored version of Faspex must match the version of Faspex installed on the server. To restore Faspex,
you need the following files:

» Faspex MySQL database files
* Thesecret.ynl file
» Faspex, Apache, and MySQL application files

1. Copy the backup directory to the server and run the following asct | command:

asct| faspex:restore_dat abase /path/to/backup dir

2. Set the Faspex hostname to the hostname of the current server by running the following asct | command.

asct| apache: host nane host name

3. Set the hostname or IP addressin your f aspex. ym file.
Thef aspex. ym file can be found at the following location:
[ opt/ asperal faspex/ confi g/ faspex.ym

Change Host name: and BaseUr | : to include the new hostname or I P address.
4. Updatetheasper a. conf filewith the new hosthame using the following asconf i gur at or command:

asconfigurator -x "set server_data; server _nane, host nane"

5. Create anode user on the server. Run the following command:

asnodeadnin -a -u node_user -p password -x faspex

6. If you backed up your SSL certificates and keys, copy them to the following locations on the server:

e /opt/asperal conmon/ apache/ conf/server.crt
« /[ opt/asperal/ conmon/ apache/ conf/server. key
Keep a backup of thosefilesin that directory.

7. Copythesecret.ym filefromyour backupto/ opt/ asperal/ f aspex/ confi g/ secret.ynl .Keepa
backup of the original secr et . ymi fileinthedirectory.

8. Restart Faspex.

asctl faspex:restart

9. Modify thel ocal host configuration.
Launch Faspex from a browser and log in using the Faspex admin account. Go to Server > File Storage and edit

the localhost node. (Select the ¥ icon next to localhost and select Edit.) In the Basic Configuration section,
enter the username and password you specified when you created the node admin user.
Note: Remote nodes should be accessible without changes.
10. If you experience issues, restart Aspera services.
Run the following commands to restart the asper acent r al , asper anoded, theasper aht t pd services:

# service asperacentral restart
# service asperanoded restart
# service asperahttpd restart

Note: If you created post-processing scripts, you must copy and restore them manually. For more information on
post-processing scripts, see Enabling Post-Processing Scripts on page 35.

Each email template notification you have customized must be customized again from the application. For more
information, see Configuring Email Notification Templates on page 138.
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Configuring Faspex Using f aspex. yni

Thef aspex. ym configuration file provides configuration options not available in the Faspex web Ul. You can
findthefileat/ opt / asper a/ f aspex/ confi g/ f aspex. ym

Configuring Signed SAML Authentication Requests

Signed SAML authenticate requests must be configured in the f aspex. ym configuration file. Make sure you have
avalid SSL certificate and key to sign requests.

1. Editthef aspex. ym configurationfile (/ opt / asper a/ f aspex/ confi g/ f aspex. ym).
2. Under the pr oduct i on section, add the following configurations:

producti on:

Enabl eSi gnedAut hnRequests: true

Aut hnDi gest Met hod: XM.Security:: Docunent: : di gest net hod
Aut hnSi gnat ur eMet hod: XM_.Security:: Docunent : : si gnat ure_net hod
Aut hnCertificate: >

----- BEG N CERTI FI CATE- - - - -

faspex_ssl _certificate

----- END CERTI FI CATE- - - - -

Aut hnPri vat eKey: >

----BEA N RSA PRI VATE KEY---- -

faspex_ssl _private_key

----- END RSA PRI VATE KEY---- -

For example:

producti on:

Enabl eSi gnedAut hnRequests: true

Aut hnDi gest Met hod: XM_.Security:: Docunent :: SHAL

Aut hnSi gnat ur eMet hod: XM_.Security:: Docunent : : RSA SHA256

Aut hnCertificate: >

----- BEG N CERTI FI CATE- - - - -

M | CKz CCAZSgAW BAgl BAz ANBgk ghki GOw0BAQQFADA3 MIBWCQYDVQQCEWI VUz ER
MASBGALUEChM TnVOc2Nhc GUx FTATBgNVBAs TDFN1c HJ peVVEncy BDQT Ae FwO5Nz Ew
MrgwmMrM2M VaFw0o5O0TEwMTgwMrM2M VaMEgx Cz AJBgNVBAYTAI VTVREWDWY DVQRK
EwhOZXRz Y2 FwZTENMAs GA1UECX MEUHVI ¢z EXMBUGAL UEAX MOU3VWe i 5YSBTaGVO0
dHkwg Z8wDQYJKoZl hvec NAQEFBQADg YOAM GJA0GBAM 6eZi PG j X3uRJIgEj nKi qG
7SdATYaz BcABulAVyd7chRki @B1FbXFOGD3wWNkt bf 6hRo6 EAMVE/ R1Askz Z8 AW L
i QZBcr XpcOk4du+2Q6xJu2MPm 8WKuMONTuvzpo+SGXel mHVChEqooOwf di ZywyZ
Nivhr JgaoMa2MS6 pUkf QVAgMBAAG Nj AOMBEGCWCGSAGGHEI BAQQEAW AgDAf BgNV
HSMEGDAW BTy 8g9ZZk BhHUf WIMLoxeuZc+z Yy TANBgk ghki GOwW0OBAQQFAACBg (Bt

| 6/ z072635Df zX4XbAFpj | R / AYWQz TSYX8G cNAqQCgCOwaSDKvsuj / vwbf 9103j 3
UkdGYpcd2c YRCgKi 4MvydW Lt puHAHL8hHZ5uvi 00mJ) YWV2wUCOs YORC/ a/ | Dy 84
hVBWAehBUgVK5SY4/ zJ40T) x 7dwNVd GanbW pRgj d1A==

----- END CERTI FI CATE- - - - -

Aut hnPri vat eKey: >

————— BEG N RSA PRI VATE KEY-----

M | CXAl BAAKBgQCVqGpH2S7FOChEMBgnbi Di OOGKhVWw G+y Y/ 6 BQoPKcx4Jv2h
vLz7r 54ngj al gngRNP7I j Kj FLp5zhnAu9GsdwXbgLPt r mMVSB+MVFHTJVK] Q+eY9p
dWA3NbQus MBuf 8dAr m+3Vr Zx NHQbVGXO APNHTQ08c¢c ZHVSql DQEOvLma 7wl DAQAB
A0GAbxKPzsNh826JV2A253svdnAi beSVWBPgIl 7kBI r RBQADCt kHOf vgpVimHa+6p 6
5bShQy QSCkxa9f 2j nBor KK4+0K412TBM SG5Zj w+DsZd6VuoZ7P027 s TWQr MBx g
Hj gs7FSFt j 76 HQQOZxFeZ8BkI YqOw+7VQYAPBWEPSqCRQAECQQDY 09 MA Py RVWSQM
S8Rnf / j BWrRnY1gPPEQZDO SW gl BZUBz nv OPOOQSHEB+vee/ q5edQA20 aDgNmm
Aur Et UaRAKEAN7/ 65w+ Tewr 89mOMDRKMWp FpwiNf GYA] 3kT1nFEYDg+i NWlc SE6XE
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2HOW3YEbDs Sayxc36ef Fnnr// 41 j t 4i If wlAalpCei cJhl r acAaaa6dt A / 0AbCe
f 3Ni bugwx1 Gzl XnGnWbl 3yy YoOt a0cROf vj hxVOQFonf TBcdwf 40FgQJ AH3MG
DBMO7 7W8 DK2 ¥ VBBV bGNANFTGYWMY52D1Bay 68E7590PYVTMmo/ S30 b0QB63gt / x
TAUg71 MYHt CHZwx k NQI BAORWE+6qVI v/ ZSP2t HLYf 8DGChEBJt QcVj E7Pf Ui AbH5
| r ++9qUf vOS13gXj 5wei 05dzgEXWWIX2YSL/ asz5DhU=

3. Restart Faspex services

asctl faspex:restart

Handling Sender and Recipient Information in Tags

Faspex adds sender and recipient information to atransfer'sascp tagsif the User Fi el dsl nTags settingis
configured in /opt/asperalfaspex/config/faspex.yml and if the information does not exceed the MaxTagsLengt h
field (alsosetinf aspex. ym).

Faspex enforces alimit on tag length due to alimitation in ascp. If the tag length exceeds 4096, ascp does not
start atransfer. To account for this limit, Faspex adds information to the tags on a best-effort basis. If at any point the
total length of the tags exceeds the valuein Max TagsLengt h, Faspex removes the last added tag to keep the tag
length below the limit and stops adding tags.

MaxTagsLengt h and Core Information in ascp Tags

The default MaxTagsLengt h value (1500) works with Faspex out of the box, but may not support your usage and
use cases. The default value allows Faspex to generate tags with information core to Faspex features. In some cases,
if metadata included in those tags grow too large, Faspex may try to generate tags with alength that exceeds the
MaxTagsLengt h value. In that case, no tags are added. This causes some Faspex features, such as transfer relays,
to not work.

If Faspex features are not working due to limited tag length, you may want to increase the value of
MaxTagsLengt h (within the 4096-byte limit). This may bring other limitations and failures to downstream
applications. For example, HTTP Gateway and Connect add information to the ascp tags and may also hit the
4096-byte, tag-length limit in ascp, resulting in failing transfers.

MaxTagsLengt h, User Fi el dsl nTags , and Sender/Recipient Information in ascp Tags

Thedefault User Fi el dsl nTags list (enmi |, first_nane, | ast _nane, nanme) works with Faspex out
of the box, but may not support your use case, depending on what information you may need to provide to other
applications. For example, if you have Console reporting on Faspex custom fields or the SAML nenber _of field,
you must add those fields to the User Fi el dsl nTags list, or those Console reports will fail or will be inaccurate.

Depending on the number of recipients of atransfer, the limit set in MaxTagsLengt h, and thefieldsincluded in
User Fi el dsl nTags, Faspex may end up reporting alimited set of recipients (or none at al). This may impact
external applications that rely on information stored in ascp tags. For example, Console reports may not include the
full list of recipients.

Note: If Console does not report the full list of recipients - length of the recipient list does not match
the value reported inthenum r eci pi ent s fieldintheascp tags - use the Faspex / packages/
{package_del i very_id} v4 APl endpoint to retrieve all recipient information.


https://developer.asperasoft.com/web/faspex/api-v-4-packages
https://developer.asperasoft.com/web/faspex/api-v-4-packages
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Tag Insertion Logic

Determine whether Faspex includes user fields in asep tags used by Faspex features and
other applications:

Faspex adds default [non-sender and non-recipients)
fields to the tags and encode the tags to basedd

v

Is tha tag length .
within the limitin ~_*— Mo +| ::“:f:;i:‘:s“e““““" breaking some ]
MaxTagsLength? e

I

fes

v

Faspex adds fields defined in UsexFieldsInTags for
the requester (sender) and encode the tags to basead

v

MaxTagsLength?

Is the tag length
within the limit in = Mo Faspex remaves the added sender tags —,
|

pmm mm mm m m m m o m e meomomomeomomeomemeomeomeomeomeomeomeom o= eom o= o= o= o= y

Faspex adds fields defined in UserFieldsInTags for
the recipient and encode the tags to basesd

v

Does the tag

length exceed the s .l Faspex remawes the last added recipient's tags ]

limit set in and does not add tags for the next recipient
MaxTagsLength?

I

Mo

v

Continue to the next recipient in the list.
Otherwise, finish adding tags

|
e

( Faspex finishes adding tags )

Note: Other applications downstream may continue to add tags




| Configuring Faspex Using f aspex. ym | 154

faspex. yml Configurations Reference

Thef aspex. ym configuration file provides configuration options not available in the Faspex web Ul. Y ou can
findthefileat/ opt / asper a/ f aspex/ confi g/ f aspex. ym .

Important:

* Modifying f aspex. ym isfor advanced administrative users only.
* Besuretoback upf aspex. ym before modifying.

The following tables describe hidden options, along with their default values, that can be added to the pr oduct i on
section of f aspex. ym . For example, to require newly created usersto reset their passwords the first time they log
in, add For cePasswor dReset For NewUser s: true totheproducti on section of f aspex. ym .

producti on:

For cePasswor dReset For NewUser s: true

Note: Whenever you modify f aspex. ym , restart Faspex for the new configuration to take effect:

asctl faspex:restart

Web Server Configuration

Option Description Default

UseApachePor t sFor Ht t pFal | Hdokees Faspex to use its own Apache |f al se
ports (usually 80/443) for the HTTP
Fallback service.

Directory Services

Option Description Default

Canoni cal i zeLdapG oupMenmbdCaasasdtaspex to strip spaces out fal se
of DNs during comparisons that

can prevent Faspex from properly
identifying DS users. Y ou should
only set thisoptiontot r ue if it
your LDAP server returns DNs with
inconsistent spacing (for example,
inserting or omitting spaces when
user info is queried as part of an
LDAP group vs. individually). Vaid
values: true, f al se.

DsCheckPeri od Specifies check period for 600 (seconds) / 10 minutes
synchronization operations. It

is during these checks that the
DsSyncPer i od parameter isused
to determineif synchronization is
necessary.

DsSyncActi veSt at e Determines whether to sync the true
active state. Valid values: t r ue,
fal se.
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Option

Description

Default

DsSyncPeri od

Specifies how much time must

pass since the last synchronization
operation in order for agroup or user
to be judged in need of another.

3600 (seconds) / 1 hour

DsUser naneAttri bute

Specifies the DS attribute to use as
the Faspex username. The chosen
attribute should be unique.

Note: Set this option before
importing any DS users. Do

not change this option after
importing users. Examples: mai | ,
sam _account _name (Active
Directory).

Depends on attributes returned by
directory service

Sear chPri mar yDNs Use an dternative method to import | f al se
AD usersin anon-standard primary
group (any group that is not called
"Domain Users").
Security
Option Description Default

St r ongPasswor dRegex

A regular expression that can be
used to customize strong password
requirements. Changing this setting
does not affect existing passwords,
but any new password must match
with this regular expression.

Example: (7=*[A-Z])(?=* \d\W[)).

{7.}

(?=.*\d) (?=.*([a-z] | [ A-
Z]))(?=*(\W_)).{6,}

St r ongPasswor dRequi r enment S

An explanation of the strong
password requirements defined

| east six
with

“Must be at
characters | ong,

by St r ongPasswor dRegex. at least one letter, one
Example: “Must be at |east seven nunber, and one synbol .”
characters long, with at least one
capital letter and one number or
symbol.”

For cePasswor dReset For NewlUg&etting thisoptionto t r ue requires |f al se

newly created users to reset their
passwords the first time they log in.

SSLCAFi | e

Specify the path to the CA
certificates to use to verify peer
certificates (such as the certificates
on anode when connecting to the
Node APl).f al se.

Path to the system'’s built-in
certificates.




Self-Registered and External Users
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Option

Description

Default

Enf or ceSel f Regi st er edUser B

FriRp@ebls registed g for an account
using an email address that is aready
used by afull Faspex user (for
example. not merely in use by an
external email user record). Valid
values: true, fal se.

f al se (hot enforced)

Sel f Regi strati onUsesEmai | A

\Hooags isel f-regi stering users to
choose alogin namethat isin the
format of an email address. This
makes entering email address
redundant but it is still required.
Vaidvalues: t rue, f al se.

f al se (not enforced)

Requi r eExt er nal Reci pi ent sT

ORegi spaskage is sent to an external
email address, the recipient is
required to self-register with that
email address as the account name

in order to access the package. Valid
values. true, f al se.

Important: You must enable
self-registration or the recipient is
redirected to "Page not Found". For
more information, see Configuring
Security Settings on page 47.

Tip: You can reguire admin
moderation for users creating new
accounts with self-registration.
For more information on self-
registration settings, see Enabling
Self-Registration on page 124.

f al se (not enforced)

Hi deSender User naneToExt er nal/Rsta@érAAtiers download fal se
a package, the Connect logs and
Connect manifests do not show the
sender's username.
Metadata
Option Description Default
SaveMet adat al nPackage Whenever thisoptionissettotrue [fal se

and the Save metadata to file option
is enabled on the Metadata Profiles
page, the Create New Dropbox

page, or the Edit Dropbox page,

the metadatafile isincluded inside
packages, instead of being deposited
in apackage's root directory.

Set the

SaveMet adat al nPackage
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Option

Description

Default

option in the "Production" section of
the faspex.yml file.

For more information, see Applying
Metadata Profile to Normal Packages
on page 147.

Excl udeMet adat aFr onCooki e

This setting excludes metadata from
Faspex cookies. It also relaxes the
length requirements on metadata
from 2,000 characters per profile to
30,000 characters.

Note: This option prevents IBM
Aspera Console from reporting the
metadata of Faspex transfers.

fal se

Hi deRel ayl nf ormati on

This setting hides relay information
on the Package Details page.

fal se

Timeouts

Option

Description

Default

PackageUpl oadTi neout

The timer starts when a user sends
anew package. Even if queued, if

a package does not start within the
package upload timeout, Faspex
marks the package as "Upload

never started" and sends afailure
notification to the Upload CC list.
Extend the duration to account for
transfers that may stay queued longer
than the default duration.

60

Li veUpdat el nt er val

Theinterval setsthe frequency in
seconds that Faspex updates package
or relay lists on these pages:

e All Packages (Server >
Packages)

¢ Relays (Server > Packages >
Relays)

¢ Relay Details (Server >
Packages > Relays > relay)

¢ Received Packages

« Received Packages History

e Sent Packages

e Sent Packages History

e Pending Packages

e Pending Packages History

e Workgroup Packages

By default, Faspex refreshes the lists

every 5 seconds.
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Accepted Hosts

Option Description Default

Accept edHost s The Accept edHost s No whitelist defined

configuration defines alist of
hostnames users can access Faspex
through. If you try to log in to the
web application from an unlisted
hostname or perform aGET
request with an unlisted hostname,
Faspex returns the error, "Invalid
hostname". To access Faspex from
an dternate hostname, whitelist
alternate hostnames by following
the instructions in Configuring the
Faspex Web Server on page 32.

Tags

Option Description Default

MaxTagslLengt h The MaxTagsLengt h field limits | 1500
the total length (after base64
encoding) of Faspex-generated tags
for theascp command. The value
cannot exceed 4096 chars (bytes)
dueto alimitationinascp.

Note: If you set avalue higher
than 4096, Faspex setsthe value to
1500.

Warning: Setting the
MaxTagsLengt h value
too low can result in Faspex
features not working
correctly, because some
Faspex featuresrely on
information in ascp tags.
For more information,

see Handling Sender and
Recipient Information in
Tags on page 152.

User Fi el dsl nTags TheUser Fi el dsl nTags emai |, first_nane, | ast_nanmdg, nane
field determines what fields
Faspex includesin sender
andr eci pi ent s fieldsin
Faspex-generated tags for the
ascp command. For example,
setting User Fi el dsl nTags:
emai | , Conpany includesthe
sender's and recipients email
addresses and their Conrpany
custom-field valuesin the tags.
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Option Description Default

Note: Themenber _of

SAML field is not included

by default. If you are running
Console reports based on the
menber _of field, add thefield to
theUser Fi el dsl nTags field.

v Warning: If the

; '_1 User Fi el dsl nTags
iscleared and | eft empty,
Faspex does not add
any sender and recipient
information in the tags.
Doing so may break
Console reports that rely on
that information.

Validating Packages and Files with IBM Aspera Validator

IBM Aspera Validator is service that validates files transferred to alocal or remote IBM Aspera High-Speed Transfer
Server. As soon as a client completes atransfer to the server, Validator runs a user-provided L ua script to validate
transferred files. Use Validator to validate Faspex packages and files by either configuring Validator to monitor an
existing HSTS node used as Faspex file storage, or by adding a VVaidator-monitored node to Faspex as file storage.

Installing and Configuring the Validator Service

Validator can validate files from multiple HST Server nodes. HST Servers used in Faspex as file storage must be
added to Validator's Ser ver s list for Faspex to validate packages and files. Validator requires access to the file
storage on each HST Server node used as Faspex file storage where you want validation to take place.

Note: Validator is a standalone product that has separate documentation. For instructions on installing and
configuring Validator, see the IBM Aspera Validator Admin Guide.

1. Goto Server > Security and enable the Out-of-transfer file validation (otfv) setting.

This setting enables Faspex reporting on file validation status. Since Validator performs validation directly with
HSTS nodes, leaving this option disabled does not prevent Validator from performing file validation.

Warning: Enabling this option may cause performance issues for customers running millions of

£ '_1 transfers, including slow Ul and stats collector performance.

2. To prevent security breaches, disable downloads during transfer. Otherwise, users can download files from a
package before the files pass validation.

Goto Server > Transfer Options and clear the Enable downloads during transfer s option.

Monitoring Validation

When Faspex detects new package transfers, Faspex reports validation states for the related packages as validation
happens.

Faspex uses the package statuses:

e validating
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e conmpl eted
 validation failed

Y ou can see the package validation statuses wherever you can see a package statusin the Ul.

If any file in the package fails validation, the entire package isflagged asval i dati on fai | ed and therefore
cannot be downloaded as awhole package. For 30 days, Faspex shows the validation failure messages for the specific
files that failed within the package. In those 30 days, you can download individual filesin the package that passed
validation and that are still available in the storage, but after 30 days, you cannot.

Note:

Faspex uses package-level information (package-transfer status and package-validation status) and file-level
information (file-transfer status and file-validation status) to determine if packages and files are downloadable.

By default, Faspex retainsfile-level information for only 30 days. After 30 days, Faspex determines whether packages
and files are downl oadable using only package-level information. If the package validation statusisval i dat i on
f ai | ed, the entire package and itsindividua files are not downloadable.

Y ou can configure the file-level information retention duration. For more information, see Changing Stats Collector
Purge Fregquency on page 163.

Validation and Relays

Faspex only supports validation happening on the direct-upload file storage, and does not support validation for any

relay.
Possible scenarios include:

Scenario

Validation Performed

What does Validator work with?

Transfer a package with the default
inbox.

Validator performs validation for
packages transferred to the default
inbox.

Default inbox file storage

Transfer a package to a workgroup or
dropbox with a custom inbox.

Validator performs validation for
packages transferred to the default
inbox, but not for the relay to the
custom inbox.

Default inbox file storage

Transfer a package to aworkgroup
or dropbox with a custom inbox and
direct upload enabled.

Validator performs validation for
packages transferred to the custom
inbox.

Custom inbox file storage

Transfer a package to aworkgroup or
dropbox with relays.

Validator performs validation for
packages transferred to the default
inbox, but not for the relays to the
relay destinations.

Default inbox file storage

Transfer a package that has metadata
that define relays.

Validator performs validation for
packages transferred to the default
inbox, but not for the relaysto the
relay destinations.

Default inbox file storage
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Faspex relies on Validator for validating files. Troubleshooting the Validator servers should solve most validation
issues. If packages and files are stuck intheval i dat i ng state because of a Validator issue, Faspex cannot make
them available.

For troubleshooting Validator issues, see IBM Aspera Validator Admin Guide: Troubleshooting.

Note:

If previously downloadable files in a package are no longer downloadable and files are still present on the file storage,
check the package validation status and the package age. If the package failed validation and the package age is older
than 30 days, Faspex has cleared file-level information and uses package-level information to determine if package

files are downloadable.

For more information, see Monitoring Validation on page 159.

Troubleshooting Faspex

Common Errors in Faspex

Errors Displayed in IBM Aspera Connect
When uploading afile to Faspex, Faspex launches Connect to perform the transfer from your machine to the server. If
the upload fails, Connect displays an error. See below for common error messages.

Erron Error Message | Issue Solution

Code

Code| Error: Faspex uses port 33001 | If your nodeis aLinux machine, open the sshd_config file (/

44 |Failed to [toconnecttothenode. |etc/ssh/sshd_confi g)intexteditor and add thelline
open TCP If thenodeisrunninga [Port 33001 to the configuration file to enable access to port
connecti on |Linux operating system, | 33001.
for SSH port 33001 may not be Restart the service:

open.
# service sshd restart

Code| Error: Faspex uses Connect Copy the contents of the key (/ opt / asper a/ var/

19 [Aut henti cat | kay to authenticate asper a_i d_dsa. pub) into the authorized_keysfile (/
fail ed an SSH connection hone/ f aspex/ . ssh/ aut hori zed_keys).

ﬂr?eﬁgxg; ?ajr']l ure Note: Make sure the authorized_keysfile hasno file

may mean amissn extension. Some text editors add a .txt extension to the filename

K & 9 automatically. Be sure to remove the extension if it was added to
& the filename.

Package Creation Error on the New Package Page
When trying to create a new package (New Package or New Package > Normal Package), Faspex displaysthe

Package creation fail ed error message.

Faspex may display this error message if HTTP Fallback is configured incorrectly. The fallback settings for the
transfer server product (IBM Aspera High-Speed Transfer Server) must match the Faspex fallback settings. For more
information, see Configuring HTTP and HTTPS Fallback on page 40.
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Resetting Admin Password

To reset the Faspex admin password, execute the following command:
asct| faspex:adm n_user nane enail
Y ou can also enter the new admin password in the command:

asct| faspex:adm n_user nane enail password

Troubleshooting File Storage Errors

If file storage is not properly configured for Faspex, Faspex displays the following error at the top of every page:
"WARNING! Transfer server errors detected, transfers may not operate correctly"

Y ou can test the file storage for errors by testing the connection between Faspex and the remote transfer node. Go
to Server > File Storage, click the arrow next to the node, and select Edit from the drop-down menu. Select Test
Connection. If the connection is successful, Faspex displays. "Connection succeeded!" Otherwise, Faspex displays
an error.

See the following list of common errors and their possible solutions:

not pingable: SSL error

Faspex displays this error if you select Verify SSL Certificate but do not have avalid SSL certificate installed.
Desdlect Verify SSL Certificate or install avalid SSL certificate following the instructionsin Installing a Signed
SSL Certificate Provided by Authorities on page 55.

not pingable: Connection refused
Faspex may display this error if the AsperaNodeD service is down. To restart the Aspera NodeD service, on the
node, run the following command

# service asperanoded restart
The connection may also be refused if the SSH port (port 22) is closed on the node. To check and open the port,
follow the instructions below:

1. Openthe/ etc/ssh/sshd_confi g fileinatext edtior.

2. If Port 22 iscommented, uncommented theline. If Port 22 ismissing, add the lineinto thefile.
3. Savethefile.

4. Restart the SSH service:

servi ce sshd restart

not pingable: Internal error
Node not configured correctly. For example, no valid license?

1. First, restart the AsperaNodeD service. It is possible that you made changes to aspera.conf or the licensefile
without restarting Aspera NodeD. The service must be restarted for Faspex to recognize the changes. To restart
the AsperaNodeD service, on the node, run the following command

# service asperanoded restart

2. If theissueis not resolved, make sure the node is fully configured for use with Faspex by reviewing the node
setup instructions. For more information, see Adding a Node to Faspex on page 59.
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not infoable: Not authorized
The Node API user credentials you entered do not match avalid Node API user on the transfer node.

1. Loginto your transfer node and run the following command:

# [ opt/asperal/ bi n/ asnodeadnin. exe -|

2. If your Node API user isnot listed in the output or it is not associated with the faspex system user, use the correct
user associated with the faspex system user or create anew Node API user and associate it with the system user.
To create anew user, run the following command:

# | opt/ asperal bi n/ asnodeadnmi n -a -u node_usernane -p node password -Xx
f aspex

For example:

# [ opt/asperal/ bin/asnodeadmi n -a -u faspex_node_user -p *****x*xxx _x
f aspex

Changing Stats Collector Purge Frequency

The Stats Collector service holds file-level information in its database (inthef asp_f i | es table), and purges that
data 30 days (by default) after.

Customers making alarge number of transfers may find their f asp_f i | es table growing too fast. Y ou can
decrease the purge frequency by going to theopt / asper a/ f aspex/ | i b/ daenons/ np/ et ¢/ st at s-
col I ector. properti es fileand changing the value of the pur gest at s. age property. For example:

pur gest at s. age=7d

Important: IBM AsperaValidator reportsfile-level validation statusin thef asp_f i | es table. Lowering the

pur gest at s. age vaue lowers the duration that Faspex has access to file-level validation status. For example,
changing the value to 7d means that, after 7 days, Faspex no longer has access to file-level information and must use
package-level information to determine whether packages and files are downloadable. If the package validation status
isval i dation fail ed,the entire package and itsindividual files are not downloadable.

Log Files
Faspex keeps most logs in the /opt/asperal/faspex/ and directories.

Log File Locations
You can find log files for Faspex and its associated componentsin the following files and directories:

» Faspex:/ opt/ asperal faspex/| og

e asctl:asctl

« MySQL: nysqgl dat anysqgl d_error. | og
e Apache: apachel ogs

Thef aspex/ | og fileincludes the following log files:

» faspex_background. | og

« faspex_db_background. | og

« faspex_ds_background. | og

« faspex_email background. | og

- faspex_np_background_start.| og
e nongrel . 3xxx.log
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e production. 3xxx.log
e production.log
 statscollector.log

Note: If you are encountering issues with updating transfer statuses in Faspex (for example, though atransfer has
finished, Faspex still considersit to be uploading) the issue may be related to the stats collector.

Faspex Apache Logs
The Faspex Apache log folder contains the following files:

e access_log

« error_|log

« ssl_access_| og
e ssl_error_log

* ssl_request_Ilog

Apache'slog files are not automatically deleted. If you would like to remove old logs, it is recommended that you
create acron job to do so.

For example, to remove Apache log files that are 30 days or older, run the following command:
# find /opt/asperal/ conmon/ apache/logs -ntine +30 -exec rm {} \;

Y ou can use the following commands to configure the Faspex Apache's log settings:

Setting Command

Specify Apachelog level (error
level) asct| apache:log_| evel error

Enable Apache log (set to notice)
asct| apache: enabl e_| ogs

Disable Apache log (set to emerg )
level) asct| apache: di sabl e_| ogs

Transfer logs are recorded into the system log file in the following location:

Platform Path
RedHat Ivar/log/messages
Debian Ivar/log/syslog

Important: Older log files are saved as the same file name, with an incremental number attached (for example,
ascnd. 0.1 0g).

Restarting Faspex and Common Aspera Services

Faspex Services

Restart Faspex services using theasct | command:

asctl faspex:restart
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Restarting Aspera Services

If configuration changes you have made are not taking effect, or Faspexis otherwise not working as expected, the
problem may stem from Aspera services not having been started or restarted. Examples:

« |If you did not choose to start services such as Aspera Node Service (also known as Aspera NodeD) when
prompted to do so during the Faspexsetup process, you may need to start them manually.

» Changestoasper a. conf may requireyou to restart Aspera Central (asper acent r al ) or Aspera NodeD
(asper anoded). For example, any changestothe<cent r al _ser ver > section of asper a. conf (such as
enabling <per si st ent _st or e>) require you to restart Aspera Central.

« |f you see anotice about transfer server errors on the login page for Faspex, you need to install or update your
IBM Aspera High-Speed Transfer Server license.

To check whether the Aspera node service or Aspera Central is running, you can use the ps command and grep for
asper a, then look for asperanoded or asperacentral; for example:

# ps -e | grep aspera
To restart asperanoded or asperacentral:

# service asperacentral restart
# service asperanoded restart

Restarting Aspera Services

Aspera Central

If Aspera Central is stopped, or if you have modifiedthe<cent ral _ser ver > or <dat abase> sectionsin
asper a. conf , then you need to restart the service.

Run the following command in a Terminal window to restart asperacentral:

# /etc/init.d/ asperacentral restart

Aspera NodeD
Restart AsperaNodeD if you have modified any setting in asper a. conf .

Run the following commands to restart asperanoded:

# [etc/init.d/ asperanoded restart

Aspera HTTPD
Restart AsperaHTTPD if you have modified any setting in asper a. conf .
Run the following commands to restart asperahttpd:

# /etc/init.d/ asperahttpd restart
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Appendix

High Availability Configuration

Introduction

IBM Aspera Faspex isaglobal person-to-person file delivery and collaboration platform for file-based collection,
distribution, and collaboration among geographically dispersed teams. Faspex users can send and receive digital
packages using a standard web browser, a desktop application, a mobile app or an add-in for Microsoft Outlook.

Leveraging IBM Aspera’ s patented fasp transport technology, Faspex deliversreliable, ultra-fast transfers, enterprise-
grade security, and precise control over transfer settings and user permissions. Deployable on premise and on public,
private or hybrid cloud platforms, Faspex is designed for extreme scalability and can seamlessly support thousands of
concurrent transfers within a globe-spanning network of IBM Asperatransfer servers and clients.

Faspex can be deployed in a high availability (HA) environment. This document presents the Faspex HA Active/
Active solution that leverages the Aspera Cluster Manager (ACM) software.

Intended Audience of This Document
This document requires that:

* You have background as a network engineer.

e You are knowledgeable about HA environments.

* You are familiar with the requirements of your use case.

e You are familiar with the Shares and High Speed Transfer Server products.

* You have expertise and experience configuring third-party systems, such as shared storage and load balancers.

How to Use This Document

This document isintended to be used as a basic guideline to inform and facilitate the customer's ability to craft a
HA solution to match the requirements of the customer's particular use case. Each use case differs in requirements,
including:

» Approved technology and software vendors

» Hardware sizing requirements

e Security requirements

« Type of shared storage

» Estimated traffic load and required bandwidth

e Budget to cover costs

Procedures for setting up third-party systems such as shared storage and load balancers are outside the scope of this
document.

Note: Due to the complexity of any high-availability setup due to differing requirements for each customer, Aspera
recommends customer engage with IBM professional servicesto do an HA install or upgrade of IBM Aspera
products. This document primarily serves as a reference detailing basic considerations and requirements to operate
IBM Sharesin an HA configuration. Y ou can engage professional services by contacting your sales representative.

Covered Use Case

The use case described in this guide isadual, Shares instance cluster, where the traffic is balanced between two
active nodes, providing a high-availability service with seamless automatic fail-over in the event that one node fails or
becomes unavailable.
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It is possible to have more than two nodesin an HA environment, but that configuration is outside the scope of this
document.

It isalso possible to separate the web application from the transfer server portion in order to run these services on
different hosts. Y ou can find instructions on separating these processes in the IBM Aspera Shares Admin Guide, but
neither this document nor those instructions cover that procedure for HA environments.

Note: ThisHA solution supports Linux platforms only.

Architecture for High Availability Systems

Overview of HA Architecture
When implementing anact i ve/ act i ve highly available environment for IBM Aspera Faspex, you can deploy
two different types of architecture.

Both architectures implement aload balancer that monitors the health of each IBM Aspera Faspex node and redirects
the traffic accordingly, balancing the load between all healthy nodes.

When the load balancer detects that an Shares node is unreachable, it automatically stops redirecting traffic to the
unavailable node, and redirects all traffic to the remaining healthy nodes.

Once the faulty node can be reached, the load balancer automatically detects the presence of the new healthy node
and includes it in the traffic-sharing function. The nodes share the load related to the web traffic and fasp-based
transfers, utilizing all available servers.

Architecture Type 1: Redirect All Traffic

One form of load-balancing architecture provisions the load balancer with avirtua |P address (VIP) for user access;
the load balancer then manages al the traffic related to the IBM Aspera Faspex service: the web requests (HTTPS/
TCP traffic) as well asthe FASP transfers (SSH/TCP and FASP/UDP traffic). A fully qualified domain name
(FQDN) #typicaly f aspex. nydonmai n. con¥is used to access the Shares service and pointsto the VIP of the load
balancer.

vIP

[

HTTPS &
FASP traffic

Faspex
client
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In this architecture, both Shares nodes can use private | P addresses. Only the VIP requires a public | P address,
because it will be used by the clients to connect to the Shares service components.

Because the fasp transfers represent most of the total traffic generated by the Shares service, the load balancer must
be powerful enough to handle the associated |oad. In some environments, this could mean atotal bandwidth of up to
several gigabits per second.

Architecture Type 2: Load Balancer Redirects Web Traffic Only

An alternative architecture requires the load balancer to handle the web traffic only. In most respects, the architecture
for this environment is like the first model#it uses aload balancer with avirtua IP address (VIP), plus a FQDN that
pointsto the VIP to let clients access the web application. However, in this architecture, the load balancer is used for
redirecting web traffic only.

Fasp
traffic

'\.\ - [‘
HTTPS
traffic

||

Faspex
client

The traffic related to the FA SP-based transfers takes place directly between the clients and the transfer services
running on both nodes. In order to balance and fail-over the traffic in the event that the node is unavailable, Shares
uses another FQDN (typicaly f aspex. nydonmai n. com) which isresolved into alist containing the public IP
addresses that point to the different nodes. The DNS in charge of resolving that domain name must provide a round-
robin-type list, with the list entries presented in a different order every time aresponse to anew DNS query is sent.
In thisway, successive queries coming from different clients will see a different IP address on the top of the list.
Because the High Speed Transfer Server clients only use the | P address at the top of the list to contact the transfer
server (and this IP addressis different each time), multiple clients connect to different transfer servers (nodes A and
B).

Whenever aclient is unable to connect successfully to atransfer server (becauseit is unavailable), it continuesto
resolve the FQDN and to make attempts to contact the IP address at the top of the new list. When the top I P address
points to a healthy node, the client performs a successful transfer.

This process typically takes less than aminute. In order to keep the fail-over delay as short as possible, the Time-To-
Live (TTL) value of the round-robin FQDN list must be kept as short as possible on the DNS server.
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Shares Services Stack

Regardless of which architecture is deployed, both IBM Aspera Faspex nodes are considered active because clients
can contact any of them to access the web application portion or the transfer server portion. Nevertheless, not all of
the IBM Aspera services run at the same time on both machines.

While some services are considered act i ve/ act i ve and do run on both nodes, other services are considered
acti ve/ passi ve and only run on one of the two nodes. The node that runs all the servicesis called the active
node, and the node that only runstheact i ve/ passi ve servicesis called the passive node.

Shares Services Stack

Regardless of which architecture is deployed, both Faspex nodes are considered active because clients can contact any
of them to access the web application portion or the transfer server portion. Nevertheless, not al of the IBM Aspera
services run at the same time on both machines.

While some services are considered act i ve/ act i ve and do run on both nodes, other services are considered
acti ve/ passi ve and only run on one of the two nodes. The node that runs all the servicesis called the active
node, and the node that only runstheact i ve/ passi ve servicesis called the passive node.

ACM (cron) | ACM (cron)

Background services packages Background services
files
(Cenerprise server

In the diagram above, the mysql service runs only on the active node. While both nodes can accessthe ACM files
and the Shares packages simultaneously (read-write mode), the MySQL data files are accessed at a specific time by a
single instance of the MySQL service running on the active node.

The following table lists each service and its location:

Service Name Type L ocation

aspera_httpd active/active Runs on both nodes
aspera_nysql active/ passive Runs on the active node only
aspera_faspex_nongrel active/active Runs on both nodes
aspera_faspex_background |active/passive Runs on the active node only
asper a_f aspex_np_backgrourjdcti ve/ passi ve Runs on the active node only
aspera_faspex_ds_backgroundcti ve/ passi ve Runs on the active node only
aspera_faspex_db_backgroundcti ve/ passi ve Runs on the active node only
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Service Name Type L ocation
aspera_faspex_emi |l _backgri@aend ve/ passi ve Runs on the active node only
asper ahttpd activelactive Runs on both nodes

asper anoded activel/active Runs on both nodes

Note: Thelast two servicesin thelist belong to IBM Aspera High-Speed Transfer Server and are not managed by
ACM. These services are started by the operating system at boot time, and they must always be running on both
nodes.

IBM Aspera Cluster Manager (ACM) for IBM Aspera Faspex

ACM isthe software module responsible for starting the right services on a node according to that node’ s current
status (active or passive). It is also in charge of monitoring the active node to determine when to fail-over the
acti ve/ passi ve servicesfrom the active to the passive (when the active node becomes unresponsive).

Note: ACM mustrunasr oot .

How does it work?
ACM isinstalled on both nodes; it is launched simultaneously on both nodes—every minute—by the cr ond daemon.

Both instances of ACM first determine the status of the node on which they are running by checking a common status
file stored on the shared space dedicated to ACM. In order to avoid arace condition while accessing that common
status file, a specific locking mechanism (asl| ockf i | e) isused to synchronize both instances.

Once the status of anode is determined, the ACM instance running on the active node verifies that all of the services
arerunning, and it starts any service that is not running. Once this is done, the instance updates the status file in order
to keep its last modification date current.

The ACM instance running on the passive node checks that the status file is current, meaning that its last
modification date is not older than 2 minutes). If thefileis current, ACM checksthat theact i ve/ passi ve
services are up and running; it then starts all the services that are not running currently but should be running. If the
common status file is no longer current, then it is afail-over scenario, and ACM takes over as the new active node by
starting all of the services.

How long does a fail-over process take?

If the passive node fails, then ACM does nothing. It is up to the load balancer to detect that the passive node is
unresponsive and redirect the traffic accordingly. In the scenario covered by this documentation, the process typically
takes one minute or less.

If the active node fails, then ACM eventually detects that the statusfile is no longer current and it triggers afail-over.
Additionally, the load balancer detects that the active node is down and it redirects al traffic to the healthy node. This
process typically takes up to 5 minutes.

Related information

Expected L oad Balancer Behavior on page 170
A load balancer monitors the health of each Shares nodes and redirects the traffic accordingly, balancing the load
between all healthy nodes.

Expected Load Balancer Behavior
A load balancer monitors the health of each Shares nodes and redirects the traffic accordingly, balancing the load
between all healthy nodes.

This topic describes how the load balancer should function when handling HTTPS traffic and FASP transfers.

Note: Thistopic does not describe how to set up and configure aload balancer. For instructions on configuring a
load balancer, refer to the documentation of your load balancer.
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HTTPS Traffic

The load balancer must monitor the health of the HTTPS service running on each node. To do this, it can either use
amethod based on an HTTPS request, or ssimply check whether TCP port 443 is responding, that is, whether aSYN
ACK packet isreceived after a SYN packet is sent by the monitoring service. If an RST packet is received instead, or
if no packet isreceived at al, then the monitoring feature must consider the monitored service to be down and discard
the related node (take it offline).

The load balancer can redirect any HTTPS request to any of the healthy nodes. Because the Shares web application
uses a database shared by both nodes, any healthy node can respond to any request.

FASP Transfers

Once the FASP transfer isinitiated by a successful SSH connection (typically using TCP/33001 on the server side),
the FASP protocol uses UDP packets for data transfer (typically using a port range of 33001-33100).

When aclient establishes a SSH connection, the load balancer has to choose which node will handle this connection.
Onceit has done so, and the SSH connection is established with one node, the load balancer must make sure that the
following istrue:

e The TCP connection related to the SSH session stays with the chosen node.

« Any subsequent UDP traffic coming from the same client is directed to the same node. This behavior is generaly
known as a sticky/per sistent session, depending on the source | P address of the client.

In other words, if an SSH connection is established between a client with a particular |P address and node A, then all
subsequent UDP packets sent from that | P address must be redirected to node A.

If anode is declared unavailable by the load balancer (by checking the HTTPS service or the SSH service), the load
balancer needs to redirect all the traffic to the remaining healthy node.

The different types of traffic (SSH/TCP/33001 and FASP/UDP/33001-33100) may need to be joined together in a
pool of services on the load balancer side. The exact settings vary depending on the load balancer model.

HTTP Redirection

The Shares application uses HTTPS by default, and it sets an automatic redirection from HTTP/TCP/80 to HTTPS/
TCP/443 to force users to use a secure connection.

The load balancer can forward HT TP requests to the nodes, which then handle the redirection. Alternatively, the load
balancer itself can handle the redirection; this prevents any insecure connections from being established with a node.

Installation

System Requirements
Use the requirements below to assess whether your resources and third-party systems meet the requirements to deploy
ahigh availability environment.

Hardware Normal HA operations require two servers. Virtual machines can be used as
long as enough resources are allocated to them.

Operating Systems ACM only supports Linux platforms.

* RedHat6& 7
e CentOS6& 7
« SLES114& 123

Note: Red Hat high-availability packages (such asri cci , | uci ,
r gmanager , and cman) are not used, and therefore must not be installed or
activated in the environment.

The system clocks of all hostsin the HA environment must always be
kept in sync in order for ACM to operate correctly. IBM Asperatypicaly
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recommends using the nt pd daemon, but any time-synchronization
mechanism should work fine.

Software IBM Aspera Faspex version 4.2.0 and higher.
IBM Aspera High Speed Transfer Server 3.8.0 and higher.
IBM Aspera Cluster Manager: ACM Package

Shared Storage Shared storage is used for:

« Faspex packages
e MySQL datafiles
* ACMfiles

Important: The shared storage must be 100% reliable and accessible 100%
of the time for ACM to secure highly available Shares operation and to
prevent Shares data corruption.

IBM Aspera recommends dedicating storage for ACM whenever possible, in
order not to create I/O bottlenecks when large packages are being transferred
to shared storage at very high speeds.

ACM has been tested successfully on these shared file systems:

* NFS(nf s version 4 isrequired for MySQL data)
¢ Quantum StorNext (cvf s)

¢ Omneon MediaGrid (onf s)

e Oracle Cluster File system 2 (ocf s2)

Load Balancer/VIP A load balancer that implements aVIP (Virtual 1P) is required.

For more information about what is expected from the load balancer, see
Expected Load Balancer Behavior on page 170.

Single point of failure

Aspera strongly encourages customers to consider SPOF (single point(s) of failure) in the environment and to
recoghize the risks of SPOF. Often, these are situations where all nodes are plugged into the same power strip or
surge. It could also be that the shared storage or the load balancer are not HA.

Installing and Configuring the HA Environment
Install two stand-alone IBM Aspera Faspex servers and join them together into an HA environment.

This guide assumes that Sharesisinstalled on two servers with IBM Aspera High-Speed Transfer Serversoftware
installed and configured on each. The HSTS on each server behaves like any other node within the Faspex
environment.

Note: All commands are run asroot. (The examplesin this section are for a CentOS 6.5 system.)

Before You Start

1. Review the System Requirements on page 171.
2. Check your network settings and names.

Confirm that your network settings are correctly configured and that each host has a unique hostname properly
configured within the name resolution mechanism you use (DNS, hosts file, and so on). Each host must be able to
resolveits own name, aswell as the name of the other node.

Run the following command on both nodes. The resulting system output should make sense in your environment.

host nane


https://download.asperasoft.com/download/sw/acm/faspex/acm-faspex-1-98-20180316-tar.gz
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f aspexnodel. mydomai n. com

Securing Your System
Perform the following steps for both nodes.
1. Disablelocal firewals.

No traffic filter should be put in place between the two nodes. If your nodes are located behind a corporate
firewall (and thus appropriately protected), you should disable the Linux firewall components. Use chkconfi g
to prevent the firewall from becoming active when the system is rebooted:

On an OS running systemctl, instead of using chkconfig, disable services by running:

# systenct| disable iptables
# systenct!| disable iptables off

Otherwise, run:

service iptables stop

i ptabl es: Flushing firewall rules: ]
i ptabl es: Setting chains to policy ACCEPT: filter [ ]
i ptabl es: Unl oadi ng nodul es: [ ]

service ip6tables stop

JAR QAR

i p6tabl es: Flushing firewall rules: [ ]
i p6tabl es: Setting chains to policy ACCEPT: filter [ ]
i p6t abl es: Unl oadi ng nodul es: [ ]

chkconfi g iptabl es off
chkconfi g ip6tables off

Note: If thefirewall isnot disabled, make sure to configure the firewall to open the necessary ports for Aspera.
See TCP and UDP Ports Used in HA Environments on page 195 for alist of ports used by the Faspex HA
environment.

2. Disable SELinux.

SELinux must be disabled or set to per mi ssi ve inthe/ et ¢/ sel i nux/ confi g file on each High Speed
Transfer Server and each Faspex server system. Y ou can confirm the SELinux current status by running the
sest at us command.

sest at us
SELi nux status: disabled

3. Configure SSH security on each High Speed Transfer Server.

See the Securing your SSH Server section in the IBM Aspera Faspex Admin Guide for additional information and
guidance.

Make sure that public/private key authentication has been enabled on each server. Look for the following linein
the/ et ¢/ ssh/ sshd_conf i g file and verify that it is uncommented.

PubkeyAut henti cati on yes
If you have modified the sshd_conf i g file, you need to restart the sshd service:
service sshd restart

Install and Configure Faspex
1. Create user accounts and groups on each Faspex server.

Thenysql andf aspex user accounts and groups must be created manually on both systems before installing
any Aspera packages to have consistent UID and GID across the HA environment.
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Note: Itiscritical to ensure that the UID and GID for thenysql and Faspex user accounts are consistent
across all Faspex servers.

Y ou can use the following commands on each node to create the required users and groups:

groupadd -g 777 faspex && useradd -c "Aspera Faspex" -d /hone/faspex -g
faspex -m-s /bin/aspshell -r -u 777 faspex

groupadd -g 778 nysql && useradd -c¢ "Aspera Mysql" -d /hone/nysql -g
mysgl -m-s /bin/false -u 778 nysql

The UID and GID do not have to be 777 and 778, and you can use any value available. Just make sure you use the
same values on both systems.

2. Install a standalone Faspex server on each system.

a) Install High Speed Transfer Server. Follow the steps in the IBM Aspera High Speed Transfer Server Admin
Guidetoinstall your software and set up your license.

b) Install AsperaCommon.

¢) Install Faspex, answering any question asif you were installing a standal one server running its own transfer
service locally.

d) Log in to each Faspex server and install your Faspex license on each server.
Y ou can find a detailed procedure in Installing Faspex with a Local Node on page 10.
3. On both servers, test that you can create, upload, and download new packages successfully.
Note: It isimportant that you can upload and download packages on each node before proceeding further. You

will not have access to the Faspex GUI once you start the HA setup process. Test now so you do not end up
having to undo the entire HA setup to troubleshoot the Faspex configuration.

Share Resources Between Nodes

1. Choose one node to be the active node.
2. On the active node, grant remote access to MySQL for both nodes.

Run the following commands and set the password. The password you choose must be the same for. The Aspera
Cluster Manger (ACM) uses this password to access the database.

Tip: ACM uses"asperd" as adefault password. Y ou will provide the password you chose in alater step to ACM
by editing the acmconfiguration file.

asctl nysql :grant_renote_access "l ocal _server_i p_address"
New password: password
Confirm new password: password

asctl nysql:grant_renote _access "other_server i p_address"
New password: password
Confirm new password: password

3. Configure the passive node to allow MySQL connections to the active node.

asctl nysql:grant_renote_access "active_node_ i p_address"
New password: password
Confirm new password: password

Note: The password you choose must be the same as the password you provided in the previous step.
4. Stop and disable Faspex services.

ACM takes charge of starting the Faspex services. Y ou must disable those services from the system boot-up
process.

First, stop all Faspex services on both nodes:

asctl all:stop



| Appendix | 175

Then disable the services on both nodes.

Onan OSrunning syst entt | , instead of using chkconf i g, disable services by running:

systenct!| di sabl e aspera nysqld; systenctl disable

aspera_httpd; systenttl disable aspera_faspex_np_background; systenttl
di sabl e aspera_faspex_nongrel; systenctl disable
aspera_faspex_ds_background; systentt!l disable

asper a_faspex_db_background; systenctt!l disable

asper a_f aspex_background; systenctl disable
aspera_faspex_emai |l _background

Otherwise, run:

chkconfi g aspera_nysgld of f; chkconfig aspera_httpd of f; chkconfig
aspera_faspex_np_background of f; chkconfig aspera_faspex_nongrel
of f; chkconfig aspera_ faspex_ds background off; chkconfig

asper a_faspex_db_background of f; chkconfig aspera_faspex_background
of f; chkconfig aspera_faspex_email background of f

. On both nodes, create acommon nodeadmi n user for the Node API:
a) Runthefollowing asnodeadm n command:

/ opt / asper a/ bi n/ asnodeadnin -a -u nodeadnmin -x faspex -p
b) Enter apassword for this account when asked for one.

Thenodeadm n account must be the same on both nodes (same username and password).
¢) Verify that the account was created successfully:

[ opt / asper a/ bi n/ asnodeadm n -|

user system transfer user acl s
NaaJFJg39PFf TZ faspex
nodeadmni n f aspex

d) Deletethefirst account.

Thefirst account in thelist (in this case NaaJ FJg39PFf TZ) was created with a random name and arandom
password by the Faspex setup program. It can now be deleted, asit won't be used. To deleteit, run the
following command:

[ opt / asper a/ bi n/f asnodeadm n -d -u user_name

Do this on both nodes.
. Configure the same encryption key for the Faspex users.

Edit theasper a. conf file(/ opt/ asper a/ et c/ asper a. conf) folder on both nodes, and check that the
settings for the user f aspex areidentical. In particular, check the value of the encryption_key tag. It must be the
same on both nodes. If not, then choose one value and copy it to the other node:

<aaa>
<r eal ns>
<real n»
<user s>
<user >
<nanme>f aspex</ name>
<aut hori zati on>
<t oken>
<encryption_key>secret _encryption_key</encryption_key>
</t oken>



</ aut hori zati on>

</ user >
</ user s>
</real n»
</real ns>
</ aaa>

| Appendix | 176

7. Pick onenode and copy itssecret . ym file(/ opt/ asperal/ f aspex/ confi g/ secret.ymnl ) intothe
same directory on the other node, preserving the same owner and permissions.

8. Copythekeystore.jks (/opt/asperal/faspex/|ib/daenmons/ np/etc/keystore.jks)onone
node to the other to make sure they are identical.

Mount Remote File Systems on Each Node

Faspex serversin HA environments must be configured with shared storage. There are three shared volumes that need
to be available to each Faspex server. Mount the shared volumes if they are not already mounted.

The following are example mount points. Y ours may be different.

Example Mount Point Usage User Permissions Notes

/ mysqgl _dat a Used to storethe MySQL | r wx for thermysql user
datafiles

/ f aspex_packages Used to store the Faspex rwx for thef aspex user
packagesfiles

lfacmfiles Used to storethe common | r wx for ther oot user If using NFS, usethenoac
ACM files flag

Note: Make sure all the Faspex services are stopped on both nodes before continuing:

asctl all:stop

1. Movethe MySQL datafilesinto the shared volume.
a) Backup the MySQL data, create a symlink to the mount point, and change the owner and group.

cd /opt/asperal/ conmon/ nysql

mv ./data ./

In -s nysql _
chown -h nysql. mysql

data.orig
nmount _poi nt ./data
./ data

b) Check the permissions.

I's -1ah /opt/asperal cormon/ nysql

total 128K
dr Wxr - Xr - x

drwxr-xr-x 7
drwxr-x--- 2
| rvwxrwxrwx 1
drwxr-x--- 5
STW----- 1
STWr----- 1
STW------ 1
drwxr-x--- 3
drwxr-xr-x 3
drwxr - x--- 2
STW----- 1
SrWr--r-- 1
SrWr--r-- 1
STWIr----- 1
drwxr-x--- 2

11 nysql

mysqgl 4.0K Jun 12 15:25
root root 4.0K Jan 28 13:58 .
mysqgl nysql 4.0K Jan 18 16: 13 bin
mysqgl nysql 4 Jun 12 15:25 data -> nysql _nount _poi nt
mysqgl nysql 4.0K Jan 18 16: 26 data.orig
mysqgl nysql 14K Nov 28 2012 database controller.rb
mysqgl nysql 14K Nov 28 2012 dat abase.rb
mysgl nysql 756 Jun 12 15: 26 dat abase.rb.ym
nysql mnmysqgl 4.0K Jan 18 16: 13 incl ude
mysqgl nysql 4.0K Jan 18 16:13 lib
mysqgl nysql 4.0K Jan 18 16: 13 | i bexec
mysqgl nysql 1.3K Nov 28 2012 |inux_dat abase.rb
mysqgl nysql 9.2K Jan 18 16: 14 ny. cnf
mysgl nysql 9.2K Jan 18 16:14 ny.ini
mysgl nysqgl 9.1K Nov 28 2012 ny_tenpl ate.ini
mysqgl nysql 4.0K Jan 18 16: 13 sbin
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drwxr-x--- 3 nmysqgl nysql 4.0K Jan 18 16: 13 share
drwxr-x--- 3 nmysqgl nysql 4.0K Jan 18 16:13 var
SPWr----- 1 nysql nysqgl 13 Nov 28 2012 version.txt

¢) Onthefirst node, move the database file into the shared volume:

sudo nv -u /opt/asperal/ conmon/ nysql /data.orig/* /opt/asperal common/
nysql / dat a/

d) On the other node, verify that you can see the datafilesin the directory / opt / asper a/ cormon/ nmysql /
dat a/ .

. Move the Faspex packages files into the shared volume.
a) Backup the Faspex data, create a symlink to the mount point, and change the owner and group.

cd / hone/ f aspex

mv ./ faspex_packages ./faspex_packages.orig
In -s faspex_nount _point ./faspex_packages
chown -h faspex.faspex ./faspex_packages

b) Check the permissions.

I's -l1ah /hone/faspex
total 128K
drwxr-xr-x 11 faspex faspex 4.0K Jun 12 15: 25
drwxr-xr-x 7 root r oot 4. 0K Jan 28 13:58 .
I rwxrwxrwx 1 faspex faspex 4 Jun 12 15: 25 faspex_packages -
> faspex_nount _poi nt

¢) Onthefirst node, move the package folder into the shared volume:

sudo nv -u /hone/faspex/faspex_packages. ori g/ /honme/faspex/
f aspex_packages/ *

d) On the other node, verify that you can see the datafiles in the directory hone/ f aspex/
f aspex_packages.

. Download ACM here: https://downl oad.asperasoft.com/downl oad/sw/acm/faspex/acm-faspex-1-98-20180316-
tar.gz

. Extract it to the dedicated shared volume by running the following command:

cd acm fil es_nmount _poi nt
tar xzvf [path/to/acm package.tar.gz

Note: You only need to perform this task from one node as the acm files mount_point directory is shared by
both Faspex servers.

Install and Configure ACM

Y ou only need to perform the following tasks from one node as the acm_files_mount_point directory is shared by
both Faspex servers.

1. Create the following symbolic links on both nodes:

In —s /acm files _nount point/acm/opt/asperal/acm

cd /opt/asperal/faspex/config

mv dat abase. ym dat abase.ym .orig

In -s /opt/asperal/acni confi g/ dat abase. ynli dat abase. yni
chown —h faspex. faspex database. yni

2. You may need to edit theacmfile (/ opt / asper a/ acni bi n/ acn) to set correct valuesto these variables:

MYSQLPWE" mysql _passwor d”
SYSLOG_FACI LI TY=I ocal 2


https://download.asperasoft.com/download/sw/acm/faspex/acm-faspex-1-98-20180316-tar.gz
https://download.asperasoft.com/download/sw/acm/faspex/acm-faspex-1-98-20180316-tar.gz
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LOG TO_FI LE=0
LOG TO_SYSLOG=1
CHECK_DEVI CE_I D=1

Note: The mysgl_password is the password you configured when you granted the nodes remote access to the
MySQL database.

Note: The CHECK_DEVI CE_| Dvariable definesif ACM should verify the Device ID of the storage volume
where ACM islocated. Because that Device ID can change upon reboot with NFS volumes, you may want to
set thisvariable to 0 in order to disable the verification, which could prevent ACM and Faspex from running
correctly.

. Install ACM inthe cr ont ab on both nodes so that the system launches ACM every minute.

crontab -e
* * % * x [opt/asperalacni bin/
acm | ocal i p_address devi ce_nunber > /dev/null 2>&1

Two parameters are passed to the acmcommand. The first parameter isthe local 1P address of the host. Y ou can
use the following command to find out the list of |P addresses available on a system:

ip addr | grep "inet"

The second parameter is the device number of the partition where the ACM files are stored. Y ou can determine
the correct value by using this command:

stat -c "%" /acmfiles_nount_point/acm
For example:

crontab -e
* * % * * [opt/asperal/acn bin/acm 10.0.0.0 21 /dev/null 2>&1

Onceinstalled in the crontab, ACM starts running, elects an active node, and starts the services on the different
nodes accordingly depending on their current status: active or passive.

. Create ajob on both nodes to backup Faspex database with theacnct| command.

Aspera recommends regularly backing up the database. In the example cr onj ob below, ACM performs a backup
every day at 1:30 AM. Choose the interval depending on your reguirements.

crontab -e
* * % * x [opt/asperal/acni bin/acm 10.0.71.21 20 > /dev/null 2>&l1
30 3 * * * [opt/asperal/acnibin/acnctl -b > /dev/null 2>&1

. Create ajob on both nodesto reset asct | logs.

Each time the system launches ACM, ACM writestotheasct | logs. Sincetheasct | logs do not get rotated,
the logs can start to cause performance issues if the files grow too large. In the example cr onj ob below, the
systemresetstheasct | logsevery 7 days at 3:45 AM. Choose the interval depending on your requirements.

crontab -e

* * % *x * [opt/asperal/acni bin/acm 10.0.71.21 20 > /dev/null 2>&1

30 3 * * * [opt/asperal/acn bin/acnt|l -b > /dev/null 2>&1

45 3 * * 7 echo -n "" > /opt/asperal/ common/asctl /| og/asctl.log > /dev/null
2>&1

. Runtheacntt| command on both nodes with the - s option nodesin order to verify some basic ACM
prerequisites:

[ opt/ asperal/ acni bi n/acnct]l -s
ACM sanity check
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Checking if the database.ym synmbolic Iink exists (04

Checking if the database.ym synbolic Iink points to the right |ocation
(0

Checking if an entry for ACM seens to exist in the crontab (04
Checking that all the Faspex services are disabled in chkconfig (0
Checking that SE Linux nmode is not set to enforcing (0

Checking that asctl uses the correct load file procedure (0

7. |f the verification looks good, start ACM on all the nodes at once, using theacntt| command with the—E
option:

[ opt/ aspera/ acni bi n/ acnctl -E
ACM i s enabl ed gl obally

Within afew minutes, ACM selects an active node, starts all the Faspex services on it, and then startstheact i ve/
act i ve services on the passive node.
Configure Faspex

If the load balancer is correctly configured, you should now be able to connect to the Faspex web application using
the URL pointing to the VIP.
1. Login to Faspex through the URL.
2. Goto Server > File Storage and edit the main transfer node (the one used for the Default Inbox).
Use the following table to set the different fields:

Field Value

Host The host is the name pointing to alist

of the IP addresses of each nodein

the cluster (typically something like

f aspext ransf er. mydonai n. com.

Thisvaueis used by Faspex’s Node Poller service
(also called Stats Collector) to poll the transfer nodes
to get the status of ongoing transfers.

Both transfer nodes must be polled every few seconds.

Note: If you don't have avalid FQDN resolving into
alist of several IP addresses, it is also possible to use a
name defined by several entriesinthe/ et ¢/ host s
file on both nodes (see Using /etc/hosts Entries to Poll

Transfer Nodes on page 195).

Port Typically 9092

Username nodeadni n

Password The password you entered when you created the
nodeadni n user (using theasnodeadni n
command).

Primary transfer address or name (expand Advanced | |f you chose to use Type 1 architecture, usethe VIP or
Configuration) aFQDN pointing to the VIP (typically something like
f aspex. mydonai n. com.

If you chose to use Type 2 architecture, use the FQDN
pointing to the list that includes the | P address of

each node in the cluster (typically something like

f aspext ransf er. mydomai n. con)j.




Basic Configuration

The configuration below must point to the server that hosts the Aspera Enterpris

Hame:
Use S55L7:

Verify SSL Certificate?:

transfer-nodes

-
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Host: faspextransfer. mydomain.cor
Port: | 9092
Username: | nodeadmin
Password:
Storage type: Default H
T At

= Advanced Configuration
The address below is what your users will need in order to start transfers. If you

Primary transfer address or
name:

faspex. mydomain.com

Enable secondary address:
Secondary address or name:

Use if requester’s address
matches:

Use if browser hostname
miatches:

Figure 1: Type 1 Architecture Example

Basic Configuration

The configuration below must point to the server that hosts the Aspera Enterprise §
Name: transfer-nodes

Use SS5L7: @

Vierify S50 Certificate?:

Host: | faspextransfer.mydomain.cor
Port: 9052
Usermname:  nodeadmin
Password:
Storoge type: | Default [
Tast Connection

= Agvanced Configuration
The address below is what your users will need in order to start transfers. If you ha

Primary transfer address or
nam:

faspextansfer.mydomain. corr

Enable secondary address:
Secondary address or name:

Use if requester’s address
matches:

Use if browser hostname
matches:

Figure 2: Type 2 Architecture Example

3. Verify the FQDN. The verification method depends on whether you used avalid FQDN or used the/ et ¢/
host s file.
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If you used avalid FQDN, use the ns| ookup command:
nsl ookup FQDN url
For example:

# nsl ookup faspextransfer.nydomai n.com
Server: 10.0.0.1
Address: 10.0.0. 1#53

Nane: faspextransfer. nydomai n. com
Address: 10.0.115. 102
Name: faspextransfer. mydomai n. com
Address: 10.0.115. 101

In this case, the nsl ookup command shows that the FQDN f aspext r ansf er. nydonai n. compointsto a
list of two IP addresses: 10.0.115.102 and 10.0.115.101.

If you used the/ et c/ host s file, usethe get ent command:

# getent hosts transfer-nodes
10. 0. 115. 101 transfer-nodes
10. 0. 115. 102 transf er-nodes

Upgrading the Environment

Upgrading the HA Environment

To upgrade an IBM Aspera Faspex HA deployment, you must upgrade each Faspex node individually and then
reconfigure them to run in an HA environment.

Stopping All Services for Upgrade

Y ou need to stop Faspex and MySQL services before performing the upgrade.

1. Stop the cronjob on both the nodes by commenting out the job.

crontab -e

# * * * * * [opt/asperal/ acm bi nfacm 10. 0. 71.21 20 > /dev/null 2>&1

# 30 3 * * * [opt/aspera/acn bin/acnt|l -b > /dev/null 2>&1

# 45 3 * * 7 echo -n "" > /opt/asperal/ conmon/asctl /| og/asctl.log > /dev/
nul I 2>&1

2. Onthe active node, back up the database:

asct| faspex: backup_dat abase

3. Stop all Faspex services on the active node.

asctl all:stop

4. Start MySQL service on the passive hode and back up the database.

asctl nysql:start
asct| faspex: backup_dat abase

5. Stop MySQL and ensure all Faspex services are stopped on the passive node.

asctl nysql:stop
asctl all:stop
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6. Download and run through the backup and upgrade process on your local or remote HSTS nodes. See the IBM
AsperaHigh-Speed Transfer Server Admin Guide.

Upgrade Faspex on the Active Node

1. Download and install the Common Components and Faspex packages.
rpm -Uvh i bm asper a- common-version. rpm
rpm-Uvh i bm asper a-faspex-version.rpm

2. Run the Faspex upgrade.

asct!| faspex: upgrade

3. If you are running HSTS and Faspex on the same server, verify that the default shell of the f aspex user isbi n/
aspshel I . If itisnot, change the default shell to bi n/ aspshel | .

Note: Asasecurity feature, asct | disablesthef aspex user by setting the default shell to/ bi n/ f al se to
prevent logins when HSTS is running on a different server. Depending on your HA configuration, in some cases
you may need to change the default shell back to bi n/ aspshel I .

4. Test the upgrade by logging in through the Faspex web UI.
5. Disable al Faspex services:

First, stop all Faspex services on both nodes:
asctl all:stop

Then disable the services on both nodes.
Onan OSrunning syst entt |, instead of using chkconf i g, disable services by running:

for svc in $(systenctl -a | grep faspex | awk '{print $1}'); do systenctl
i s-enabl ed $svc && systenttl disable $svc; done

Otherwise, run:

chkconfi g aspera _nysqld of f; chkconfig aspera httpd off; chkconfig
aspera_faspex_np_background of f; chkconfig aspera_faspex_nongrel
of f; chkconfig aspera_ faspex_ds_background off; chkconfig
aspera_faspex_db_background of f; chkconfig aspera_ faspex_background
of f; chkconfig aspera_faspex_email _background of f

Upgrade Faspex on the Passive Node

1. Editthedat abase. ym configurationfile (/ opt / asper a/ f aspex/ confi g/ dat abase. yni ) and make
surethe server IP addressis127. 0. 0. 1.

2. Download and install the Common Components and Faspex packages.

rpm -Uvh i bm asper a- common-ver si on. rpm
rpm -Uvh i bm asper a-f aspex-version.rpm

3. Run the Faspex upgrade.

asct!| faspex: upgrade

4. Test the upgrade by logging in through the Faspex web UI.

5. If you are running HSTS and Faspex on the same server, verify that the default shell of the f aspex user isbi n/
aspshel I . If itisnot, change the default shell to bi n/ aspshel | .


https://downloads.asperasoft.com/en/downloads/1
https://downloads.asperasoft.com/en/downloads/1
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Note: Asasecurity feature, asct | disablesthef aspex user by setting the default shell to/ bi n/ f al se to
prevent logins when HSTS is running on a different server. Depending on your HA configuration, in some cases
you may need to change the default shell back to bi n/ aspshel I .

6. Disable al Faspex services:
First, stop all Faspex services on both nodes:

asctl all:stop

Then disable the services on both nodes.

Onan OSrunning syst entt |, instead of using chkconf i g, disable services by running:

for svc in $(systenctl -a | grep faspex | awk '{print $1}'); do systenctl
i s-enabl ed $svc && systenttl disable $svc; done

Otherwise, run:

chkconfi g aspera _nysqld of f; chkconfig aspera httpd off; chkconfig
aspera_faspex_np_background of f; chkconfig aspera_faspex_nongrel
of f; chkconfig aspera faspex_ds background off; chkconfig
aspera_faspex_db_background of f; chkconfig aspera_ faspex_background
of f; chkconfig aspera_faspex_email _background of f

Restart the HA Environment

1. Copythekeystore. ks (/opt/asperalfaspex/|ib/daenons/np/etc/keystore.jks)onone
node to the other to make sure that they are identical.

2. Restart thecr onj obs on both the nodes by uncommenting the jobs.

crontab -e

* * % *x x [opt/asperal/acni bin/acm 10.0.71.21 20 > /dev/null 2>&1

30 3 * * * [opt/asperal/acn bin/acnt|l -b > /dev/null 2>&1

45 3 * * 7 echo -n "" > /opt/aspera/ common/asctl /| og/asctl.log > /dev/null
2>&1

Upgrading the HA Environment From a Pre-4.2.0 Environment

To upgrade an IBM Aspera Faspex HA deployment, you must upgrade each Faspex node individually and then
reconfigure them to run in an HA environment.

Stopping All Services for Upgrade

Y ou need to stop Faspex and MySQL services before performing the upgrade.

1. Stop the cronjob on both the nodes by commenting out the job.

crontab -e

# * * * * * [opt/asperal/ acm bin/acm 10.0.71.21 20 > /dev/null 2>&1

# 30 3 * * * [opt/aspera/acn bin/acnt!| -b > /dev/null 2>&1

# 45 3 * * 7 echo -n "" > [opt/asperal/ conmon/asctl /| og/asctl.log > /dev/
nul | 2>&1

2. On the active node, back up the database:

asct!| faspex: backup_dat abase

3. Stop al Faspex services on the active node.

asctl all:stop
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4. Start MySQL service on the passive node and back up the database.

asctl nysql:start
asct| faspex: backup_dat abase

5. Stop MySQL and ensure all Faspex services are stopped on the passive node.

asctl nysql:stop
asctl all:stop

6. Download and run through the backup and upgrade process on your local or remote HSTS nodes. See the IBM
Aspera High-Speed Transfer Server Admin Guide.

Upgrading Faspex

. Warning: Faspex 4.2.0 and later uses anew version of MySQL included in the IBM Aspera Common
E '_1 Components. If you are upgrading from a version prior to 4.2.0, you must first back up and empty your
MySQL database (/ opt / asper a/ common/ nysql / dat a). You cannot upgrade the Common
Components until you have backed up and emptied your database. When running the upgrade script, you are
required to provide the path to a back up. For instructions on backing up, see Backing Up Faspex from the
Command Line on page 149.

Note: Perform the following steps on both nodes, first on the active node, and then on the passive node.

1. Sincethedat a folder points to the shared storage, remove the connection to the shared storage.

cd /opt/asperal/ conmon/ nysql
nv data data.old

nkdir data

chown nysql. data

chnod 750 data

2. Download and install the Common Components and Faspex packages.

rpm - Uvh i bm asper a- common- versi on. rpm
rpm-Uvh i bm asper a-faspex-version.rpm

3. Run the Faspex upgrade.
asct!| faspex: upgrade
If prompted to enter the location of the database, provide the path to the database backup you made earlier:

Pl ease provide the |ocation of the Faspex database backup (e.g.
backup/ 20XX- XX- XX_XXXXXX- Faspex. 4. 1. 1. XXXXXX) :

4. Test the upgrade by logging in through the Faspex web UI.
5. Disable all Faspex services.

First, stop all Faspex services on both nodes:
asctl all:stop

Then disable the services on both nodes.

Onan OSrunning syst enct | , instead of using chkconf i g, disable services by running:

for svc in $(systenctl -a | grep faspex | awk '{print $1}'); do systenctl
i s-enabl ed $svc && systenttl disable $svc; done


https://downloads.asperasoft.com/en/downloads/1
https://downloads.asperasoft.com/en/downloads/1
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Otherwise, run:

chkconfi g aspera _nysqld of f; chkconfig aspera httpd off; chkconfig
aspera_faspex_np_background of f; chkconfig aspera_faspex_nongrel
of f; chkconfig aspera faspex_ds background off; chkconfig
aspera_faspex_db_background of f; chkconfig aspera_ faspex_background
of f; chkconfig aspera_faspex_email _background of f

6. Copythekeystore.jks (/opt/asperal/faspex/|ib/daenons/ np/etc/keystore.jks)onone
node to the other to make sure that they are identical.

7. If you arerunning HSTS and Faspex on the same server, verify that the default shell of thef aspex userisbi n/
aspshel | . If itisnot, change the default shell to bi n/ aspshel | .

Note: Asasecurity feature, asct | disablesthef aspex user by setting the default shell to/ bi n/ f al se to
prevent loginswhen HSTS is running on a different server. Depending on your HA configuration, in some cases
you may need to change the default shell back to bi n/ aspshel | .

Restarting the HA Environment
After upgrading, point the/ opt / asper a/ common/ nysql / dat a back to the shared storage.

1. Run the following commands on both nodes to point the database to the shared storage:

cd /opt/asperal/ conmon/ nysql
mvy ./data ./data.new

In -s /nysql _data ./data
chown -h nysql.mysqgl ./data
rm dat a. ol d

Verify the datafolder pointsto the mysql _dat a folder on the shared storage.

I's -1ah /opt/asperal common/ nysql / dat a
I rwxrwxrwx 1 mysgl nysql 11 Sep 19 19: 00 /opt/asperal/ common/ nysql / data -
> /nysql _data

2. Replace the data on the shared storage with the upgraded data of one of the nodes:

rm-rf /opt/asperal/ common/nmysql / data/*
mv / opt/ asper al/ common/ nysql / dat a. new * /opt/aspera/ cormon/ nysql / dat a/

3. On one node, grant remote access to MySQL for both nodes:

Note: You must use the same password as the password set in the acmconfiguration file (/ opt / asper a/
acm bi n/ acn). You can view the contents of the configuration file for the configured password or set a new
password and change the configured password to the new password.

asctl nysql:start

asctl nysql:grant_renote_access "l ocal _server_i p_address”
New password: password
Confirm new password: password

asctl nysql:grant_renote_access "other_server i p_address"
New password: password
Confirm new password: password

asctl nysql:stop

4. After you complete al the previous steps on both nodes, restart the cr onj obs on both the nodes by
uncommenting the jobs.

crontab -e
* * % *x x [opt/asperal/acni bin/acm 10.0.71.21 20 > /dev/null 2>&1
30 3 * * * [opt/aspera/acni bin/acnt|l -b > /dev/null 2>&1
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45 3 * * 7 echo -n "" > /opt/aspera/ common/asctl /| og/asctl.log > /dev/null
2>&1

Maintenance of the HA Environment

The ACM Control Command (acnttl)
Youcanuseacnct | to diagnose and configure ACM.

Overview of the ACM Control Command (acnttl)

Theacntt| command controls the ACM. Running it with the—h (Help) option displays the available command
options:

# | opt/asperal/ acm bin/acnctl -h
Aspera O uster Manager Control Command
Version: 1.97
Usage: acnctl {option}
Li st of options:
-i: Display the current state of ACM
-s: Performa sanity check of ACM
D: Di sable ACM gl obal |y
E: Enable ACM gl obal ly
-d: Disable ACM I ocally
e: Enable ACM | ocally
b: Back up the MySQ. dat abase (active node only)
A: Display information about the version

Check that ACM works correctly

You can usethe#i option to display the current status of ACM on anode output shown from the act i ve node:

Aspera O uster Manager status

Local host nane: f aspex-ha2

Acti ve node: faspex-ha2 (ne)
Status of this node: active

Status file: current

Di sabl ed gl obal | y: no

D sabl ed on this node: no

Dat abase configuration file

Dat abase host: 10. 0. 115. 102

Faspex active/active services status

Apache: runni ng
Faspex Mongrel s: runni ng

Faspex active/ passive services status

My SQL: runni ng
Faspex Background: runni ng
Faspex NP Background: running
Faspex DS Background: running
Faspex DB Background: running

Thefollowing isan example of theacntt | —i output on the passi ve node:

Aspera O uster Manager status
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Local host nane: f aspex- hal
Acti ve node: f aspex-ha2
Status of this node: passi ve
Status file: current

Di sabl ed gl obal | y: no

Di sabl ed on this node: no

Dat abase configuration file

Dat abase host: 10. 0. 115. 102

Faspex active/active services status

Apache: runni ng
Faspex Mongrel s: runni ng

Faspex active/ passive services status

My SQL: st opped
Faspex Background: st opped
Faspex NP Background: stopped
Faspex DS Background: stopped
Faspex DB Background: stopped

Data Provided by acntt| -i

Onboththeact i ve and passi ve systems, the output of theacntt| -i command provides useful information
about the status of the Faspex servers:

Output Element Definition

Hostname The name of the local system.

Active node The name and | P address of the node that is currently the
active node.

Status [of] file Whether the cormon st at us fileiscurrent or has

expired. A status of expi r ed usualy indicates afail-
over situation. The status file may not be available for a
short period during fail-over, andthe St at us fil e
may report asUnabl e to find.

Disabled globally Answers the question: 1Is ACM disabled for all Faspex
servers?

Disabled on this node Answers the question: Is ACM disabled on this node?

Database host The system that is currently managing the MySQL
database files.

Faspex act i ve/ acti ve service status Theapache and cr ond services should have a status

of runni ng on boththeact i ve and passi ve
servers. The MySQL, Faspex Background, Faspex
NP Background, Faspex DS Background,
Faspex DB Background servicesshould all be
runni ng ontheacti ve server and st opped on the
passi ve server.




ACM Log Files
Use ACM logs to troubleshoot for errors.

Overview
ACM can write to two locations:
e Sysl og (loca?2)

e Thecommonacm | og file(/ opt / aspera/ acm | og/ acm | og)

By default, only Sysl og is enabled.
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Thefollowing is an example of atypical log cycle when two instances of ACM are running (one on each node):

2013- 06-28 14:19:01 (-0700)
2013-06-28 14:19:01 (-0700)
2013- 06- 28 14:19:01 (-0700)
active or passive
2013-06-28 14:19:01 (-0700)
2013-06-28 14:19:01 (-0700)
host is faspex-ha2
2013-06-28 14:19:01 (-0700)
2013-06- 28 14:19:01 (-0700)

acm f aspex- ha2
acm f aspex- ha2
acm f aspex- ha2

acm f aspex- ha2
acm f aspex- ha2

acm f aspex- ha2
acm f aspex- ha2

asper a/ acm confi g/ dat abase. yni

2013- 06- 28 14:19:01 (-0700)
2013- 06- 28 14:19: 01 (-0700)
2013- 06- 28 14:19: 02 (-0700)
seconds)
2013-06-28 14:19: 03 (-0700)
(host nane=f aspex- ha2)
2013- 06- 28 14:19: 03
2013- 06- 28 14:19: 04
2013- 06- 28 14:19: 04 (
active or passive
2013-06-28 14:19:04 (
2013-06-28 14:19:04 (
host is faspex-ha2
2013- 06- 28 14:19: 04 (
2013- 06- 28 14:19: 04 (-0700)
file is current
2013- 06- 28 14: 19: (
(diff: 1)
2013- 06- 28 14: 19: (
2013- 06- 28 14: 19: (
seconds)
2013- 06- 28 14: 19:

04

04
07

07

Logging to a File

acm f aspex- hal
acm f aspex- ha2
acm f aspex- ha2
acm f aspex- ha2
acm f aspex- ha2
acm f aspex- hal
acm f aspex- hal

acm f aspex- hal
acm f aspex- hal

acm f aspex- hal
acm f aspex- hal

acm f aspex- hal

acm f aspex- hal
acm f aspex- hal

acm f aspex- hal

(27080):
(27080):
(27080) :

(27080) :
(27080) :

(27080):
(27080):

(1750) :

(27080) :
(27080) :

(27080) :
(27080) :

(1750)
(1750) :

(1750) :
(1750) :

(1750) :
(1750) :

(1750) :

(1750) :
(1750) :

(1750):

ACM START (1.97)
Lock acquired
Checking if this node is

Status file found

From status file: active

This node is active
Updating file /opt/

ACM START (1.97)
Active processing BEG N
Active processing END (1

Updating status files
ACM STOP

Lock acquired
Checking if this node is

Status file found

From status file: active

This node is passive
Checking if the status

Status file is current

Passi ve processing BEG N
Passi ve processing END (3

ACM STOP

Y ou can configure ACM to also write logs to a specific file by editing the acmfile (/ opt / asper a/ acnt bi n/
acm) and setting LOG_TO_FI LE=1. ACM writeslogsto/ opt / asper a/ acn | og/ acm | og.

Note: IBM Asperarecommends logging to afile only for debugging purposes. Theacm | og file does not get
rotated and can start to cause performance issues if the file grows too large.

Backing Up the Shares Database

Use the ACM Control Command (acnctt | ) to regularly make backups of the Shares HA database.

Note: Asperastrongly recommends performing a backup of the Shares database on regular basis. If the databaseis
corrupted for any reason, restoring it from a healthy backup is the most (if not only) reliable solution.

Aspera a so recommends that backup files be stored on dedicated media, (for example, tape or removable disk) stored

at a secure location.
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In order to back up the Shares database on aregular basis, you should use the - b optionto theacnct | command (/
opt / aspera/ acm bi n/ acntt | ). Thiscommand performs a backup of the Shares database whenever it runs on
the current active node (the node that runs the MySQL service).

Note: A backup is performed only if executed ontheact i ve node; running the command on apassi ve node
does not create a backup.

# [ opt/asperal/acm bi n/acntctl -b

Starting backup

Shares: Backup dat abases... Database backed up in /opt/asperal/acmishares/
backup/ 2014- 06- 24_052222

done

Compressing SQ files

done

Looki ng for old backups to renove

Found O files(s) nodified for the last tine nore than 15 day(s) ago
Backup procedure conpl ete

When a backup is complete, the utility removes all backup files that are older than the default of 7 days. To modify
this default value, edit the/ opt / asper a/ acni bi n/ acntt| fileand set the BACKUP_MAX _AGE | N _DAYS=
variable to the desired number of days.

By default, backup files are created in a dedicated folder located on local storage: / opt / asper a/ acmishar es/
backup. You can change the default storage location by modifying the BACKUP_DI Rvariablein the/ opt /

asper a/ acnl bi n/ acntt | fileor by replacing the default backup directory with a symbolic link pointing to
shared storage.

On both nodes, the command should be launched every day at a specific time from thecr ont ab:

# crontab -e
* * % x * [opt/asperal/acn bin/acm 10.0.71.21 20 > /dev/null 2>&1
30 2 * * 1-5 /opt/asperal/ acm bin/acnctl —-b > /dev/null 2>&1

The example shown above runs a backup of the Shares database at 2:30 AM every weekday of every month.
Note: Seethecr ont ab man pages for details about the cr ont ab file format.

Suspending ACM

Disabling and Re-enabling ACM on all Nodes
Use the ACM Control Command (acntt | ) to disable and re-enable ACM on al nodes.

1. Runtheacntt| command with the—D option on any of the nodes to disable ACM on all nodes:

# [ opt/aspera/acm bin/acnctl -D
ACM is disabled globally

2. Verify the status of ACM.
a) Runtheacntt!| —i command to verify the status of ACM (the following example does not show the entire
output).

# [ opt/asperal/ acm bin/acnct!l -i
Checki ng current ACM status...

Aspera C uster Manager status

Local host nane: faspex- hal
Active node: f aspex- ha2
Status of this node: passi ve
Status file: current

Di sabl ed gl obal | y: yes
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Di sabl ed on this node: no

Dat abase configuration file

Dat abase host: 10. 0. 115. 102

Faspex active/active services status

Apache: runni ng
Faspex Mongrel s: runni ng

Faspex active/ passive services status

My SQL: st opped
Faspex Background: st opped
Faspex NP Background: stopped
Faspex DS Background: stopped
Faspex DB Background: stopped

b) Check thelogsat/ opt/ aspera/ acm | og/ acm | og.

# tail -f /opt/asperal/acnilog/acml og

2013-07-11 15:57:01 (-0700) acm faspex-hal (7758): ACMis disabled
gl obal | y: aborting

2013-07-11 15:58:01 (-0700) acm faspex-ha2 (22432): ACMis disabl ed
gl obal I y: aborting

2013-07-11 15:58: 01 (-0700) acm faspex-hal (7826): ACMis disabled
gl obal | y: aborting

2013-07-11 15:59: 01 (-0700) acm faspex-ha2 (22560): ACMis disabl ed
gl obal | y: aborting

2013-07-11 15:59:01 (-0700) acm faspex-hal (7894): ACMis disabled
gl obal I y: aborting

Note: Disabling ACM only disables new instances of ACM launched by the cr ond daemon. Any running
service launched before ACM was disabled runs normally until it has completed. This behavior does not pose
aproblem when ACM is disabled globally, as no other servers will attempt to become active.

3. Runtheacntt| command with the - E option to re-enable ACM operation on all nodes:

# [ opt/asperal/acm bin/acnctl -E
ACM is enabl ed gl obally

One of the Faspex servers becomestheact i ve node, with all associated services started, and the other will be
passi ve, with only thengi nx and cr ond services running.

Disabling and Re-enabling ACM on One Node
Use the ACM Control Command (acnctt | ) to disable and re-enable ACM on asingle node.

If you disable ACM locally on the active node, another node running ACM eventually takes over, possibly generating
conflicting access to some common files on the shared storage. Y ou should always use this option with extreme
caution, and stop all the Faspex services (asct | al | : st op) on the active node immediately after you disabled
ACM locally.

1. Todisable ACM for one node only, runacnct | with the - d option on that node:

# [ opt/asperal/ acm bin/acnctl -d
ACMis disabled |ocally

2. Toverify ACM’s status for adisabled node, runtheacntt| —i command on that node;

# [ opt/asperal/ acm bin/acnct!l -i
Checki ng current ACM status...
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Aspera O uster Manager status

Local host nane: f aspex- hal
Acti ve node: f aspex-ha2
Status of this node: passi ve
Status file: current

Di sabl ed gl obal | y: no

Di sabl ed on this node: yes

3. Tore-enable ACM on anode, runtheacntt| command with the - e option on the node:

# [ opt/asperal/acni bi n/acnctl -e
ACM i s enabled locally

Manually Failing-Over to the Passive Node

Toforceapassi ve nodeto assumetheact i ve role, disable ACM on the active node and stop all Faspex services
on that node.

1. Determine the active node with theacntt | command.

# [ opt/asperal/ acm bin/acnct!l -i
Checki ng current ACM status...

Aspera O uster Manager status

Local host nane: f aspex- ha2
Acti ve node: faspex-ha2 (ne)

Status of this node: active

2. Disable ACM locally.

# [ opt/aspera/ acm bin/acnctl -d
ACM i s disabled |ocally

3. Check to confirm that no ACM instances are running.

# ps aux | grep acm
root 1248 0.0 0.0 103252 824 pts/0 S+ 17:18 0:00 grep acm

4, Stop the Faspex services.

# asctl all:stop

Faspex Mongrels: Stop... done
Faspex Background: Stop... done
Faspex DS Background: Stop... done
Faspex DB Background: Stop... done
Faspex NP Background: Stop... done
MySQ.: Stop... done

Apache: Stop... done

5. Runtheacntt!| -i command to verify that al Faspex services have been stopped.

# [ opt/asperal/ acm bin/acnctl -i
Checki ng current ACM status.. .

Faspex active/active services status



Apache:
Faspex
S
Faspex

Mongr el s:

active/ passi ve

Backgr ound:
NP Backgr ound:
DS Background:

Faspex DB Background:

st opped
st opped

servi ces status

st opped
st opped
st opped
st opped
st opped
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6. Check the ACM logsto observe the other node taking over (this can take several minutes):

2013-07-11 18:16: 01 (-0700)
locally on this host:
2013-07-11 18:16: 01 (-0700)
2013-07-11 18:16: 06 (-0700)
2013-07-11 18:16: 06 (-0700)
is active passi ve
2013-07-11 :16: 06 (-0700)
2013-07-11 :16: 06 (-0700)
active host is faspex-ha2
2013-07-11 18:16: 06 (-0700)
2013-07-11 18:16: 06 (-0700)
file is current
2013-07-11 18:16: 06 (-0700)
is too old (diff: 123)
2013-07-11 18:16: 07 (-0700)
is too old (diff: 124)
2013-07-11 18:16: 08 (-0700)
is too old (diff: 125)
2013-07-11 18:16: 08 (-0700)
2013-07-11 18:16: 08 (-0700)
node (if running)
2013-07-11 18:16: 08 (-0700)
still active on the active
2013-07-11 18:16: 08 (-0700)

acm f aspex- ha2

aborting

acm f aspex- hal
acm f aspex- hal
acm f aspex- hal

acm f aspex- hal
acm f aspex- hal

acm f aspex- hal
acm f aspex- hal

acm f aspex- hal
acm f aspex- hal
acm f aspex- hal

acm f aspex- hal
acm f aspex- hal

acm f aspex- hal
node
acm f aspex- hal

connection to MySQ on host 10.0.115.102

2013-07-11 18:16:08 (-0700) acm faspex-hal (24404):
testing TCP port 4406 on host 10.0.
08 (-0700) acm faspex-hal (24404):
port TCP/ 4406 failed, MySQL is Ii

mysqgl failed,
2013-07-11 18:16
10. 0. 115. 102 on
2013-07-11 18:16
node
2013-07-11
2013-07-11
file...
2013-07-11
2013-07-11
servi ces
2013-07-11

08 (-0700)

18:
18:

16:
16:

08
08

(- 0700)
(- 0700)

18:
18:

16:
16:

08
08

(- 0700)
(- 0700)

18: 16: 12 (- 0700)

acm f aspex- hal

acm f aspex- hal
acm f aspex- hal

acm f aspex- hal
acm f aspex- hal

acm f aspex- hal

asper a/ acni conf i g/ dat abase. yn

2013-07-11 18:16:12 (-0700)
BEGA N

2013-07-11 18:16: 24 (-0700)
(12 seconds)

2013-07-11 18:16:29 (-0700)
(host nane=f aspex- hal)

2013-07-11 18:16:29 (-0700)

acm f aspex- hal
acm f aspex- hal
acm f aspex- hal

acm f aspex- hal

7. Check that the active node is no longer active.

# [ opt/ asperal/ acni bi n/ acntt |

(28736)
(24404) :
(24404) :
(24404) :

(24404) :
(24404) :

(24404) :
(24404) :

(24404) :
(24404) :
(24404) :

(24404) :
(24404) :

(24404) :
(24404) :

(24404) :
(24404) :

(24404):
(24404) :

(24404)
(24404):
(24404):
(24404)
(24404):

ACM i s disabled

ACM START (1.97)

Lock acquired
Checking if this node

Status file found
From status file:

Thi s node is passive
Checking if the status

Status file acm status
Status file acm st atus
Status file acm status

Fai | over scenario
St oppi ng MYSQL on this

Checking if MySQL is
Trying to establish a

The connection to

115. 102

Connection to

kely to be down
(24404):

Becomning the active

ACM RESET
Del eti ng status

Status file del eted
St oppi ng Faspex

Updating file /opt/
Acti ve processing
Active processing END
Updating status files
ACM STOP
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Checki ng current ACM status...

Aspera C uster Manager status

Local host nane: f aspex- hal
Acti ve node: f aspex- ha2
Status of this node: passi ve
Status file: current

Di sabl ed gl obal | y: no

Di sabl ed on this node: yes

And check that the other node is now the active one:

# [ opt/asperal/ acm bin/acnctl -i
Checki ng current ACM status...

Aspera C uster Manager status

Local host nane: f aspex- hal

Acti ve node: f aspex-hal (ne)
Status of this node: active

Status fil e: current

Di sabl ed gl obal | y: no

Di sabl ed on this node: no

Dat abase host: 10. 0. 143. 6

| BM Aspera Faspex active/passive services status

Apache: running

My SQL: runni ng
| BM Aspera Faspex: running

Note: If the node does not become active, copy thekeyst ore. j ks (/ opt / asperal/ f aspex/|i b/
daenons/ np/ et ¢/ keyst or e. j ks) on one node to the other to make sure they are identical.

8. Re-enable ACM on the node that recently became passiveto let it start theact i ve/ act i ve Faspex services.

# [ opt/aspera/ acni bi n/acnttl -e
ACMis enabled locally

9. After aseveral minutes, you can verify that theact i ve/ act i ve services have started on the passive node:

# [ opt/asperal/ acm bin/acnctl -i
Checki ng current ACM status.. .

Aspera O uster Manager status

Local host nane: f aspex-ha2
Acti ve node: f aspex-hal
Status of this node: passi ve
Status file: current

Di sabl ed gl obal | y: no

Di sabl ed on this node: no
Dat abase configuration file

Dat abase host: 10. 0. 115. 101

Faspex active/active services status
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Apache: runni ng
Faspex Mongrel s: runni ng

Appendix

Shutting Down Shares HA
Completely shut down the Faspex HA environment.

1. Disable ACM globally.

# [ opt/asperal/acm bin/acnctl -D
ACM i s disabl ed gl obally

2. Check to confirm that no ACM instances are running on either node. Run the following ps aux command on
both nodes:

# ps aux | grep acm
root 1248 0.0 0.0 103252 824 pts/0 S+ 17:18 0: 00 grep acm

3. Stop the Faspex services on both nodes with theasct | command:
# asctl all:stop

Once you have applied that procedure, it is then safe to reboot both nodes or shut them down for maintenance. After a
reboot, re-enable ACM globally to start the Faspex services correctly:

# [ opt/asperal/acm bi n/acnctl -E
ACM i s enabl ed globally

List of System Commands Used by IBM Aspera Cluster Manager (ACM)
ACM uses many Linux system commands to perform its functions.

The following system commands must be available on any Linux system running ACM:

bash
dat e

sl eep
usl eep
sed

find
grep
host nane
t ee

t ouch
readl i nk
crontab
expr

St at

| et

| ogger
nc

ip

gzip
chkconfig
whi ch
sest at us



TCP and UDP Ports Used in HA Environments
The Shares HA environment requires somes ports to be open in order for the HA environment to operate correctly.
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Port Direction Service

TCP-80 From web clients to the VIP of the load balancer
load balancer

TCP-80 From the load balancer to the Shares | asper ahtt pd
nodes (if the load balancer does not
take care of the HTTP to HTTPS
redirection)

TCP-443 From web clients to the VIP of the load balancer
load balancer

TCP-443 From the load balancer to the Shares |asper ahtt pd
nodes

TCP-33001 From the clients to the load balancer | 0ad balancer
(if using architecture Type 1)

TCP-33001 From the load balancer to the Shares | SShd
nodes (if using architecture type 1)

UDP-33001 From the clients to the load balancer | load balancer
(if using Architecture Type 1)

UDP-33001 From the load balancer to the Shares [ascp (FASP)
nodesif using Architecture Type 1)

TCP-33001 From the clients to the Sharesnodes |sshd
(if using Architecture Type 2)

UDP-33001 From the clients to the Sharesnodes [ascp (FASP)
(if using Architecture Type 2)

TCP-9092 Between the nodes asper anoded

TCP-4406 Between the nodes mysql d

Note: You may have to open additional portsif the Shares nodes report to IBM Aspera IBM Aspera Faspex.

Using / et ¢/ host s Entries to Poll Transfer Nodes

If you cannot use a Fully Qualified Domain Name to point Faspex to the list of |P addresses referencing al the

transfer nodes, then it is possible to use a name defined in the/ et ¢/ host s file on each server in the Faspex cluster.

On each node of the cluster, add multiple host entries for a name like “transfer-nodes’ to your / et ¢/ host s file. For

example:

# cat /etc/hosts
sone ot her entries

10 0. 115. 101 transfer-nodes
10. 0. 115. 102 transfer-nodes

Verify that the operating system has successfully taken those entriesinto consideration by running the following

command:

# getent hosts transfer-nodes
10. 0. 115. 101 transfer-nodes
10. 0. 115. 102 transfer-nodes
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Y ou can then add the entries to your Faspex file storage by going to Server > File Storage > Add New Node and
entering the name ("transfer-nodes") in the Host field. Configure the rest of the fields as normal.

Partitioning Mongrel Processes between Faspex and Cargo

Partition mongrels between handling Faspex Ul requests and IBM Aspera Cargo requests to address performance
issues.

When the number of Cargo clients attached to a Faspex cluster reaches a significant number, the performance of the
Faspex Web Ul can suffer due to resource contention with Cargo clients accessing the API.

To avoid this, tune the Apache configuration with separate sets of Mongrel processes dedicated to serving the Faspex
web interface and API.

Note: The examplesin the instructions below demonstrates Mongrel partitioning for 15 mongr el processes: 10 for
Cargo and 5 for Faspex.

1. Runthefollowingasct| command to set the proper total number of Mongrel processes:
asct| faspex: nongrel count nunber+of nongrel s

Note: Running thenongr el _count command overwrites and removes any modifications to the
f aspex. apache. I i nux. conf configuration file, including the changes described in the following steps.
Choose not to restart Apache and Faspex.

2. Open the following Faspex Apache configuration filein atext editor: / opt / asper a/ f aspex/ confi g/
faspex. apache. | i nux. conf and make the following changes

a) Addthe<Proxy bal ancer://faspex_cargo_cl ust er > section.
For example:

#Proxy bal ancer section (create one for each ruby app cluster)
<Proxy bal ancer://faspex_cargo_cl uster>

</ Pr oxy>

<Proxy bal ancer://faspex_cl uster>

Bal ancer Menber http://127.0.0.1: 3000
Bal ancer Menber http://127.0.0.1: 3001
Bal ancer Menber http://127.0.0. 1: 3002
Bal ancer Menber http://127.0.0. 1: 3003
Bal ancer Menber http://127.0.0.1: 3004
Bal ancer Menber http://127.0.0. 1: 3005
Bal ancer Menber http://127.0.0.1: 3006
Bal ancer Menber http://127.0.0. 1: 3007
Bal ancer Menber http://127.0.0.1: 3008
Bal ancer Menber http://127.0.0. 1: 3009
Bal ancer Menber http://127.0.0.1: 3010
Bal ancer Menber http://127.0.0. 1: 3011
Bal ancer Menber http://127.0.0. 1: 3012
Bal ancer Menber http://127.0.0.1: 3013
Bal ancer Menber http://127.0.0.1: 3014

</ Pr oxy>

b) Distribute the Bal ancer Menber entriesunder <Pr oxy bal ancer://faspex_cl ust er > between
the two sections.

For example:

#Proxy bal ancer section (create one for each ruby app cluster)
<Proxy bal ancer://faspex_cargo_cl uster>
Bal ancer Menber http://127.0.0. 1: 3000/ asper a/ f aspex/ i nbox. at om
Bal ancer Menber http://127.0.0. 1: 3001/ asper a/ f aspex/ i nbox. at om
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Bal ancer Menber http://127.0.0. 1: 3002/ asper a/ f aspex/ i nbox. at om
Bal ancer Menber http://127.0.0. 1: 3003/ asper a/ f aspex/ i nbox. at om
Bal ancer Menber http://127.0. 0. 1: 3004/ asper a/ f aspex/ i nbox. at om
Bal ancer Menber http://127.0. 0. 1: 3005/ asper a/ f aspex/ i nbox. at om
Bal ancer Menber http://127.0. 0. 1: 3006/ asper a/ f aspex/ i nbox. at om
Bal ancer Menber http://127.0.0. 1: 3007/ asper a/ f aspex/ i nbox. at om
Bal ancer Menber http://127.0.0. 1: 3008/ asper a/ f aspex/ i nbox. at om
Bal ancer Menber http://127.0.0. 1: 3009/ asper a/ f aspex/ i nbox. at om

</ Pr oxy>
<Pr oxy bal ancer://faspex_cl uster>

Bal ancer Menber http://127.0.0.1: 3010
Bal ancer Menber http://127.0.0.1: 3011
Bal ancer Menber http://127.0.0. 1: 3012
Bal ancer Menber http://127.0.0. 1: 3013
Bal ancer Menber http://127.0.0.1: 3014

</ Pr oxy>

¢) AddProxyPass /asperal/faspex/inbox.atom bal ancer://faspex_cargo_cl uster to
the proxy request section.

4 ;send t he proxy request
Pr oxyPass /asperal f aspex/i nbox. at om bal ancer://faspex_cargo_cl uster
Pr oxyPass /asperal/faspex bal ancer://faspex_cl uster

3. Restart Apache and Faspex services.

asct| apache:restart
asctl faspex:restart

Sizing Guidelines and Suggestions

The sizing requirements differ for every high availability environment depending on the use case and security
requirements of each environment. The guidelinesin this article do not work for every set up, but are meant asa
starting point for you to figure out the requirements for your particular set up.

There are two types of clients that can connect to a Shares HTTP endpoint: users and machines. Shares runs multiple
Mongrel processes to handle requests, such as user interaction with the web application or amachine (such as IBM
Aspera Cargo) calling the API to download the latest packages. To handle more requests, you need to configure
Shares to run more Mongrel processes.

HTTP Connections from Users
Here are some sizing estimates to keep in mind:

* 1 CPU core supports 3 mongrel processes
* 1 mongrel process handles 3 concurrent, active users
* 1 mongrel process typicaly requires 500 MBs of memory

Tip: A nongr el process usesonly 150-200MBs when first started, but usage goes up to the 500 MBs range as
clientsinteract with the application.

In other words, the rule of thumb is;

1 CPU core ~ 3 nongrel processes * 3 concurrent active users ~ 10
concurrent, active users users
1 CPU core ~ 3 nongrel processes * 500 MBs of nenory ~ 1.5 GBs of menory

Sizing Example
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Y our environment needs to be able to support your worst case scenario: peak hours when you have the highest
number of concurrent, active users.

Note: The maximum number of concurrent, active users determines the number of cores and memory needed for
your HA environment. Thisis ametric you must figure out yourself.

In our example, we have 1,000 clients in our user pool, but the maximum number of concurrent, active usersis 200.
Apply the rule of thumb to that number:

200 concurrent, active users / 10 users per core = 20 cores
200 concurrent, active users / 3 users per nongrel * 500 MBs ~ 34GBs of
nmenory

Note: You should also allocate 4 GBs of memory for the OS and the MySQL database.

HTTP Connections from Machines
Tip: These guidelines use IBM Aspera Cargo as the client machine, since that is the primary use case.

The CPU coreto client ratio is higher for Cargo clients since they connect more frequently (for example, every five
minutes). Aspera recommends a conservative ration of one CPU core to 3 Cargo clients. Although Cargo clients take
aup amore significant load, it's easier to determine and even control the peak number of connectionsif you control
the machines running Cargo.

Make sure to spread out the schedules of Cargo machines so that they do not make callsto Shares all at the same
time. Some situations can trigger a wave of connections that overloads the HA environment.

For example, a company performs a system-wide update of all Windows machines that requires areboot. Each

of those machines restarts at the same time, each Cargo application on those machines start at the same time, and
the schedules of each Cargo application are now synchronized, triggering a massive spike in connections every 15
minutes.

Y ou can ensure that Shares has enough nongr el processes to handle Cargo client connections by partitioning
processes between Shares and Cargo. For more information, see Partitioning Mongrel Processes between Faspex and
Cargo on page 196.

Network Storage

The network storage requirement applies mainly to the MySQL database, which needs to persist data. If using a
standal one server, Aspera recommends using spinning disk drives with 10-15K RPMs or using SSD drives.

If using shared storage, use the same principles to keep latency low. In addition, the shared storage must be storage
dedicated to Shares. At the least, you must make sure you have dedicated |O/sec for Shares. Sharing the storage with
anything else will likely decrease performance.

Using the Health Check URL

Use the health check URL to check the Faspex server status without providing credentials to the server. Y ou can pass
on the response to other services like load balancers.

Using the Health Check for Load Balancers

Usetheheal t h_check_l i t e endpoint for load balancers. The endpoint returns simply whether the server is
running.

$ curl -k https://server_address/ asperalfaspex/health_check_li ght
For example:

$ curl -k https://faspex.conif asperalfaspex/health_check |ight
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{

"message" : "Faspex is running"

Using the Detailed Health Check

The standard health check returns a JSON response with the validity of the server license and the statuses of the nodes
on the server.

$ curl -k https://server_address/ asperalfaspex/ heal th_check
For example:

$ curl -k https://faspex.conf asperalfaspex/ heal th_check

"valid_ |icense" : true,
"nodes” : |
id'r 1,
"status": "Active",
"contai ns_default_share": true
I
.
"id" 2,
"status": "Error",
"contai ns_default_share": false
}

]
}

Important: The detailed health check is resource-intensive and should not be called too frequently as it may impact
Faspex performance.

Detailed Health Response Codes

Code Status

HTTP 200 Apache and Faspex services are healthy, the default node
is healthy, and the Faspex license is valid.

HTTP 503 The Apache serviceis healthy, but the Faspex serviceis
down.

HTTP 500 Apache and Faspex services are healthy, but either the

default node is down or it has an invalid license. The
JSON response reports the exact issue.

asctl Command Reference

Youcanuseasct| commandsinaTermina window to display or modify IBM Asperafaspex Application
component settings. Faspex configuration options that can be modified using asct | arelisted below. If there are
maodifications that cannot be accomplished with asct | , notify Aspera Support.

Component Description

Directory Service (DS) Faspex Directory Service support.

Apache Apache web server.
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Component Description

Background Process new data from the MySQL database.
Faspex Faspex main application.

Mongrel Ruby'sHTTP library.

MySQL MySQL database.

All components commands

Important: The commandsin this section control al Faspex components.

Task Command Description
Show config info asctl al:info Print info about al components.
Restart all components asctl all:restart Restart all components.

Setup status asctl all:setup_status Information about configuring all
components.

Start asctl all:start Start al components.

Show status asctl all:status Display the status of each
component.

Stop asctl all:stop Stop all components.

Show version asctl al:version Display the current version of each

component.

Directory Service (DS)

Task Command Additional information
Start DS asctl faspex:ds:start
Stop DS asctl faspex:ds:stop
Restart DS asctl faspex:ds:restart
Show DS status asctl faspex:ds:status
Disable DS asctl faspex:ds.disable When disabled, the service will not
start when rebooting computer, does
not print reminders or update its
configurations.
Apache
Task Command Additional Information

Create a setup file

asctl apache:create setup_filefile

Create areusable file that contains
answers to the setup questions.
Replace file with afile name.

Disable Apache

asctl apache:disable

Disable the Aspera Apache server.
When disabled, the service will not
start when rebooting computer, does




| Appendix | 201

Task

Command

Additional Information

not print reminders or update its
configurations.

Disable Apache logs

asctl apache:disable logs

Set the Apache'slog level to 'emerg'.

Enable Apache logs

asctl apache:enable logs

Set the Apache'slog level to 'notice'.

Re-generate conf

asctl apache:generate config

Generate the component's
configuration file using the current
settings.

Display hostname

asctl apache:hostname

Display the hostname or I1P address
of the server.

Change hostname

asctl apache:hostname host

Change the hostname or I1P address
of the server. Replace host with a
new hostname or | P address.

Display HTTP port

asctl apache:http_port

Display the HTTP port the web
server listensto.

Change HTTP port

asctl apache:http_port port

Change the HTTP port the web
server listens to. Replace port with a
new port number.

Display HTTPS port

asctl apache:https port

Display the HTTPS port the web
server listensto.

Change HTTPS port

asctl apache:https_port port

Change the HTTPS port the web
server listensto. Replace port with a
new port number.

Show config info

asctl apache:info

Print configuration info about
Apache.

Copy your SSL filesinto the Aspera
default location (under default
names)

asctl apacheiinstall_ssl_cert cert_file
key file[chain_fil€]

After upgrading Faspex and
Common, use this command to copy
your original SSL certificate, key
and optional chainfileto/ opt /
asper a/ conmon/ apache/ conf
and give them Aspera-standard
names. The ht t pd- ssl . conf file
isalso re-rendered and permissions/
ownership is set for the cert files.

Set Apachelog level

asctl apache:log_level option

Specify the Apache'slog level.
Replace option with crit, error,
warn, notice, info or debug.

Create SSL certificate

asctl apache:make ssl_cert hostname

Create a self-signed SSL certificate
for the specified hostname. Replace
hostname with your hostname.

Restart Apache

asctl apache:restart

Configure Apache

asctl apache:setup

Configure Apache using saved file

asctl apache:setup from file
filename

Run setup using the answers
from afile created using the
"create_setup_file" command.
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Task Command Additional Information
Start Apache asctl apache:start

Show Apache status asctl apache:status

Stop Apache asctl apache:stop

Upgrade Apache asctl apache:upgrade

Show Apache's version asctl apache:version

Background

Task Command Additional Information

Start Faspex background service

asctl faspex:background:start

Stop Faspex background service

asctl faspex:background:stop

Restart Faspex background service

asctl faspex:background:restart

Show Faspex background service
status

asctl faspex:background:status

Disable Faspex background service

asctl faspex:background:disable

When disabled, the service will not
start when rebooting computer, does
not print reminders or update its
configurations.

Faspex Database (DB) Background

Task

Command

Additional Information

Start Faspex DB background service

asctl faspex:db:start

Stop Faspex DB background service

asctl faspex:db:stop

Restart Faspex DB background
service

asctl faspex:db:restart

Show Faspex DB background service
status

asctl faspex:db:status

Faspex Node Poller (NP) Background

Task

Command

Additional Information

Start Faspex NP background service

asctl faspex:np:start

Stop Faspex NP background service

asctl faspex:np:stop

Restart Faspex NP background
service

asctl faspex:np:restart

Show Faspex NP background service
status

asctl faspex:np:status
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Faspex

Task Command Description

Setup asctl faspex:setup Set up Faspex.

Setup status asctl faspex:setup_status Information about configuring this
component.

Re-generate conf asctl faspex:generate_config Generate Faspex configuration file
using the current settings.

Show package dir asctl faspex:package dir Show current directory that Faspex
uses to store packages.

Change package dir asctl faspex:package dir dir Change directory that Faspex usesto
store packages. Replace dir with the
new path.

Upgrade asctl faspex:upgrade Upgrade Faspex from a previous
version.

Show config info

asctl faspex:info

Print configuration info about
Faspex.

Display URI namespace

asctl faspex:uri_namespace

Display the URI namespace.

Change URI namespace

asctl faspex:uri_namespace
namespace

Change the URI namespace. Replace
namespace with a new namespace.

Display mongrel number

asctl faspex:mongrel_count

Display the number of ports the web
server listensto.

Change mongrel number

asctl faspex:mongrel_count number

Change the number of ports the web
server listens to. Replace number
with a number.

Display lowest mongrel port number

asctl faspex:base_port

Display the lowest port for the
mongrel instances.

Change lowest mongrel port number

asctl faspex:base_port number

Change the lowest port for the
mongrel instances. Replace number
with a number.

Display HTTP Fallback port

asctl faspex:http_fallback_port

Display the port for HTTP Fallback.

Change HTTP Fallback port

asctl faspex:http_fallback port port

Change the port for HTTP Fallback.
Replace port with a new port
number.

Backup Faspex database

asctl faspex:backup_database

Backup Faspex database and save the
backup files to the path /opt/aspera/
faspex/db/backup.

Migrate Faspex database

asctl faspex:migrate database

Migrate Faspex MySQL database.

Restore Faspex database

asctl faspex:restore_database [dir]

Restore Faspex MySQL database.

Note: [dir] isthedirectory
containing the backup file.

Note: To restore database,
backup files must use default
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Task

Command

Description

name (central .sgl, faspex.sql and
user_service.sql).

Create or update admin

asctl faspex:admin_user login email
[password]

Create a new admin, or update

an existing admin account.

Replace login with alogin, email
with its email. Y ou can add the
account's password in the command
([password]), or enter it when
prompted. If the login you have
entered exists, the account is updated
with new email and password.

Create setup file

asctl faspex:create_setup filefile

Create areusablefile that contains
answers to the setup questions.
Replace file with afile name.

Setup from file

asctl faspex:setup_from_filefile

Run setup using the answers
from afile created using
"create_setup_files'. Replacefile
with afile name.

Rake command

asctl faspex:rake arg

Evoke arake command.

Upload license

asctl console:rake
aspera:update license

Upload alicense using arake

task. You must first set the

LI CENSE_KEY variable with your
license key by running expor t

LI CENSE _TEXT='1i cense_key'|.

Show set up version

asctl faspex:version

Display the currently set up version.

Start Faspex asctl faspex:start Start Faspex application.
Stop Faspex asctl faspex:stop Stop Faspex application.
Restart Faspex asctl faspex:restart Restart Faspex application.
Show Faspex status asctl faspex:status Display Faspex application's status.
Disable Faspex asctl faspex:disable Disable Faspex application. When
disabled, the service does start when
rebooting computer, print reminders,
or update its configurations.
Mongrel
Task Command Description

Start mongrel service

asctl faspex:mongrel:start

Start the Faspex mongrel service.

Stop mongrel service

asctl faspex:mongrel:stop

Stop the Faspex mongrel service.

Restart mongrel

asctl faspex:mongrel :restart

Restart the Faspex mongrel service.

Show mongrel status

asctl faspex:mongrel:status

Display the Faspex mongrel service
status.

Disable mongrel

asctl faspex:mongrel:disable

Disable the Faspex mongrel service.
When disabled, the service will not
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Task Command Description

start when rebooting computer, does
not print reminders or update its
configurations.

MySQL

Task Command Description

Create setup file asctl mysqgl:create_setup filefile Create areusable file that contains
answers to the setup questions.
Replace file with afile name.

Display database directory asctl mysql:data dir Display the directory that the
databases are kept in.

Disable MySQL asctl mysqgl:disable Disable the AsperaMySQL. When
disabled, the service will not start
when rebooting computer, does
not print reminders or update its
configurations.

Grant access on MySQL-only server | asctl mysgl:grant_remote_access If MySQL server isrunning on
host mysql_user password adifferent computer, use this
command on the MySQL machine
to allow access from the specified
machine. Replace host, mysgl_user
and mysgl_password with the
server's hosthame, MySQL's user
name, and the user's password,
respectively.

Show config info asctl mysgl:info Print configuration info about
MySQL.

Show port asctl mysqgl:port Display the port the MySQL server
listensto.

Change port asctl mysqgl:port port Change the port the MySQL server
listens to. Replace port with a new
port number.

Restart MySQL asctl mysql:restart Restart the AsperaMySQL.

Set root password asctl mysgl:set_root_password Set the password for 'root’ in
MySQL.

Configure MySQL-only server asctl mysqgl:setup If MySQL server isrunning on
adifferent computer, use this
command on the MySQL machineto
configureit.

Configure MySQL using saved file | asctl mysql:setup_from_filefile Run setup using the answers
from afile created using the
"create_setup_file" command.

Start MySQL asctl mysql:start Start the AsperaMySQL.

Show MySQL status asctl mysql:status Display the AsperaMySQL status.




| Appendix | 206

Task Command Description
Stop MySQL asctl mysqgl:stop Stop the Aspera MySQL.
Upgrade MySQL-only server asctl mysgl:upgrade If MySQL server isrunning on

adifferent computer, use this
command on the MySQL machineto
upgrade the database.

Show MySQL 's version asctl mysqgl:version Display the currently set up version.

Faspex APls

Overview

The Faspex Web API provides a set of RESTful web services to enable browsing, publishing, sending, and receiving
Faspex packages. Y ou can find documentation for the Faspex Rest APIs on the Aspera Developer Network at https:/
devel oper.asperasoft.com/web/faspex/index.

Note: You need login credentials for the Aspera Developer Network. If you do not have credentials, contact Aspera.

Faspex 4.0+ supports V4 Rest APIsin addition to V3 Rest APIs. For more information on the Faspex V3 Rest API,
see the documentation at https://devel oper.asperasoft.com/web/faspex/rest. For more information on the Faspex V4
Rest API, see https.//devel oper.asperasoft.com/reference/whats-new/269-new-faspex-enhancements.

Faspex V4 Rest API
Faspex V4 APIs provides additional/advanced feature set as below

* Follows REST API accepted standards (including response codes)

e All JSON payload and response

« HMAC Authentication

e User management APIs

e API'sfor setting download limits

e API'sfor "per-user" download statistics

* API'sfor editing email templates

« Ability to set override locations for package delivery. More than just mapping users to locations, this can override
location priorities and essentially map packages to locations, not just users

* Increased metadata field length

* Moreinformation around packages and states, including download count, file count in packages, package creation
date, package modification date, aggregate file size, and more

* Moreinformation around download stats, including username, downloader | P address, download date, and time

Note: The Faspex V4 REST API code is disabled by default. For instructions on enabling the V4 API, see Enabling
Faspex V4 APIs on page 206.

Enabling Faspex V4 APIs
Faspex V4 REST API codeis disabled by default. To enable the V4 Rest API, follow the instructions below.

1. Edit the faspex.yml file found at:
/ opt/ asper al/ f aspex/ confi g/ f aspex. ym
2. Addtheline below to the pr oduct i on section of faspex.yml.

Enabl eV4API : true


https://developer.asperasoft.com/web/faspex/index
https://developer.asperasoft.com/web/faspex/index
https://developer.asperasoft.com/web/faspex/rest
https://developer.asperasoft.com/reference/whats-new/269-new-faspex-enhancements
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3. Restart Faspex services.

asctl faspex:restart

Available HTML Tags and Attributes in Faspex

Faspex supports the use of HTML tags and attributes in email notification templates and instructions for sending
packages (see Configuring Email Notification Templates on page 138). For security purposes not all HTML tags

and attributes are allowed in Faspex notification. Any tag not explicitly alowed is removed from your message. Here
isalist of allowed HTML tags and attributes:

Allowed HTML Tags

del, dd, h3, address, big, sub, tt, a, ul, h4, cite, dfn, h5, small, kbd,
code, b, ins, inmg, h6, sup, pre, strong,

bl ockquote, acronym dt, br, p, div, sanp, li, ol, var, em hl, i, abbr, h2,
span, hr

Allowed HTML Attributes

nane, href, cite, class, title, src, xm:lang, height, datetinme, alt, abbr,
wi dth, style

Directory Service Group Permissions Reference

Directory Services (DS) must first be enabled. For more information, see Adding a Directory Service to Faspex on
page 110.

To configure permissions for aDS, go to Accounts > Directory Service Groups. Click New Group and Edit
Additional Permissions or click the name of a directory service and select Group Import Policy.

Permissions
Option Description
Allowed to + Uploads allowed: Select to allow users to send packages.

« Downloads allowed: Select to allow users to download received packages. A
user who does not have download permissions still receives packages, but cannot
download thefiles.

» Forwarding allowed: Select to allow users to forward received packagesto other
users. The package becomes available to the forwarded usersin their Faspex
accounts.

» Can createfrom remote: Select to allow usersto create a package from aremote
source such as aremote server. Users allowed to access remote sources can access
the Sour ce drop-down menu when sending a new package.

Y ou must first add remote sources to Faspex to see the Sour ce drop-down menu.
For more information on adding remote sources, see Adding a Node to Faspex on
page 59.

Note: This setting is disabled by default and must be set on a per-user basis (in
other words, there is no global option).
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Option

Description

Allow inviting external
senders

Y ou must enable this option globally to see this feature. For more information, see
Configuring Security Settings on page 47.

Select Allow to enable this user to invite users without Faspex accounts to upload a
package to Faspex.

Allow public submission
URLs

Y ou must enable this option globally to see this feature. For more information, see
Configuring Security Settings on page 47.

Select Allow to enable users to send a Public URL to users without Faspex accounts.
These external users can submit packages to registered Faspex users through this
public URL. For more information about Public URLSs, see Configuring Public URLs
on page 91.

Note: Even if the Public URL feature is enabled for registered Faspex users, they
can override the feature for their own account by going to their user Account >
Preferences > Misc and clearing Enable public URL.

Can send to external email

Select Allow to allow usersto send packages to external email addresses.

Faspex sends a download link through email. By default, thislink expires after three
days, but admins can change the duration or disable expiration by going to Server >
Security. For more information, see Configuring Security Settings on page 47.

Can send to all faspex users

Select Allow to allow usersto send packages to all Faspex users.

If thisfeatureis enabled, all existing Faspex users appear in the contact list. If
disabled, users can, only send packages to members of workgroups they are part of.

Keep user directory private

Select Yesto prevent users from being able to see the entire user directory, even if
they have permissionsto send to all Faspex users.

Can see global distribution
lists.

Select Yesto give users access to global distribution lists. For more information on
global distribution lists, see Creating a Global Distribution List on page 129.

Allowed IP addresses for
login

Specify the IP addresses that a Faspex user can login from. A wildcard (*) can be
used in this option. For example, specifying 198.51.100.* allows a user to login from
198.51.100.1, 198.51.100.2, 198.51.100.3, and so on. Separate multiple IP addresses
with commas (,).

Allowed I P addresses for
download

Specify the |P addresses that a Faspex user can login from to download packages. A
wildcard (*) can be used in this option. For example, specifying 198.51.100.* alows
auser to login from 198.51.100.1, 198.51.100.2, 198.51.100.3, and so on. Separate
multiple | P addresses with commas (,).

Allowed IP addresses for
upload

Specify the IP addresses that a Faspex user can login from to upload packages. A
wildcard (*) can be used in this option. For example, specifying 198.51.100.* alows
auser to login from 198.51.100.1, 198.51.100.2, 198.51.100.3, and so on. Separate
multiple I P addresses with commas (,).

Can send to external email

Allow or deny the user to send download links to external emails addresses (which are
not Faspex users).

Can send to all faspex users

Enable to allow the user to send packagesto all Faspex users (as opposed to only
being able to send to the user's workgroup members).

Allowed |P addresses for
login

Specify the IP addresses that an Faspex user can log in from to view his or her
account. A wildcard (*) can be used in this option (for example, 198.51.100.*, which
allows the user to login from 198.51.100.1, 198.51.100.2, etc.). Separate multiple
email addresses with commas ().
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Option Description

Allowed IP addressesfor | Specify the | P addresses that an Faspex user can login from to download packages. A
download wildcard (*) can be used in this option (for example, 198.51.100.*, which allows the
user to login from 198.51.100.1, 198.51.100.2, etc.). Separate multiple email addresses
with commas (,).

Allowed IP addressesfor | Specify the | P addresses that an Faspex user can login from to upload packages. A
upload wildcard (*) can be used in this option (for example, 198.51.100.*, which allows the
user to login from 198.51.100.1, 198.51.100.2, etc.). Separate multiple email addresses
with commas ().

Package Deletion

Select from the following options to specify behavior after downloading a package:

Option Description

After download Y ou can override the server default by selecting Override system default. If you
choose override, select one of the following policies:

« Do nothing: Do not auto-delete after the package is downloaded.
» Deletefilesafter any recipient downloads all files: Delete after any recipient
downloads all filesin the package once.

Important: When this option is selected, a forwarded package can be potentially
deleted before the original recipient has downloaded it. Thus, proceed with caution
when selecting this option.

« Deletefilesafter all recipientsdownload all files: Deleteif all filesin the
package have been downloaded by all recipients.

Allow user to set own Select Allow to allow this user to choose a package expiration policy when sending a
delete setting on a package- | new package.
by-package basis

Advanced Transfer Settings

By default, Faspex uses the transfer settings from the Aspera Central Server section. Select Override default settings
to set user-specific transfer settings, which take precedence over the server-wide settings.

Option Description

Initial Transfer Rate Specify theinitial upload and download transfer rate. When the option L ock
minimum rate and policy is checked, the user is not able to adjust transfer policy or
minimum transfer rate.

Maximum Allowed Rate | Specify the maximum upload and download transfer rate for this user.

Configure User Settings

The following section describes the configurabl e settings for a Faspex user.

Account Details

Option Description

Role Select from one of the following roles for this user:




| Appendix | 210

Option

Description

» admin - Admins can access the Server tab to configure the Faspex server. They
can create, edit, and delete every type of Faspex user (admins, managers, and
regular users), and they can send packages (perform file transfers). Admins can
also manage workgroups (create/edit/del ete).

* manager - The manager role enables Faspex server administration to be separate
from Faspex user accounts administration. Managers can send packages, create/
edit/delete workgroups, and create/edit/del ete other managers and regular users.
They can promote regular users to managers, and demote other Managersto
regular users. However, they cannot, edit admin accounts or promote another user
to admin. Managers do not have access to the Server tab, nor can they change the
Faspex server configuration (a privilege limited to admins).

e user - Regular users can send packages through Faspex. They typically do not
manage other users or workgroups.

Account expires

Select to set an expiration date for the user. The user becomes inactive on the
specified date.

Note: Admin accounts do not expire.

Account activated

Select to activate this account so that the user can log into Faspex. Clear to disable the
account.

Note: Admin accounts are always active.

Custom password policy

Select to override the global password policy for this user.

Note: Admins cannot override their own password policies, but they can edit
password policy settings for other admin accounts.

Password expires

Y ou must enable Custom password policy to configure this option.

Select to enable password expiration for the user password every specified number of
days.

Prevent password reuse

Y ou must enable Custom password policy to configure this option.

Select to prevent users from reusing passwords. Enter the number of previous
passwords users cannot reuse.

Send copy of receipt email
to these addresses

Faspex sends a copy of every package receipt notification sent to this account to the
Faspex users and email addresses listed in thisfield. Recipients listed in thisfield
receive notifications for every package sent and received by this account. The CC
Receipt field on the New Package page is auto-popul ated with the adddresses listed in
thisfield.

If the sender has permission to Allow editing of receipt addresses on package
creation, whatever the sender entersin the CC Receipt field on the New Package page
overrides this setting. If the sender removes any of the original email addresses from
the field, Faspex does not send a notification to that user.

If the sender does not have permission to Allow editing of receipt addresses on
package creation, then thisfield is honored.

Note: If you are adding multiple email addresses, separate them with commas (,),
semicolons (;), or white-spaces.

Allow editing of receipt
addresses on package
creation

Select to allow users to modify addresses to receive notification emails regarding a
package sent by this user.
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An additional configuration option that can be set in faspex.yml alows admins to require that newly created users
reset their passwords the first time they log in. For information on this setting and faspex.yml, see faspex.yml
Configurations Reference on page 154.

Permissions

Option Description

Allowed to + Uploads allowed: Select to allow users to send packages.

» Downloads allowed: Select to allow usersto download received packages. A
user who does not have download permissions still receives packages, but cannot
download thefiles.

« Forwarding allowed: Select to allow users to forward received packages to other
users. The package becomes available to the forwarded usersin their Faspex
accounts.

e Can create from remote: Select to allow usersto create a package from aremote
source such as aremote server. Users allowed to access remote sources can access
the Sour ce drop-down menu when sending a new package.

Y ou must first add remote sources to Faspex to see the Sour ce drop-down menu.
For more information on adding remote sources, see Adding a Node to Faspex on

page 59.

Note: Thissetting is disabled by default and must be set on a per-user basis (in
other words, there is no global option).

Allow inviting external Y ou must enable this option globally to see this feature. For more information, see
senders Configuring Security Settings on page 47.

Select Allow to enable this user to invite users without Faspex accounts to upload a
package to Faspex.

Allow public submission Y ou must enable this option globally to see this feature. For more information, see
URLs Configuring Security Settings on page 47.

Select Allow to enable users to send a Public URL to users without Faspex accounts.
These external users can submit packages to registered Faspex users through this
public URL. For more information about Public URLSs, see Configuring Public URLSs
on page 91.

Note: Even if the Public URL feature is enabled for registered Faspex users, they
can override the feature for their own account by going to their user Account >
Preferences > Misc and clearing Enable public URL.

Can send to external email | Select Allow to allow users to send packages to external email addresses.

Faspex sends a download link through email. By default, thislink expires after three
days, but admins can change the duration or disable expiration by going to Server >
Security. For more information, see Configuring Security Settings on page 47.

Can create normal packages | Select Allow to allow users to create packages on the New Package page. Select
Deny to prevent the user from accessing the New Packages site. In this case, the
user can only create dropbox packages and only if they are a member of a dropbox.
To change the server default, go to Server > Configuration > Security and edit the
setting for Allow usersto create normal packages.

Can send to all faspex users | Select Allow to allow users to send packages to all Faspex users.
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Option

Description

If thisfeatureis enabled, all existing Faspex users appear in the contact list. If
disabled, users can, only send packages to members of workgroups they are part of.

Keep user directory private

Select Yesto prevent users from being able to see the entire user directory, even if
they have permissionsto send to all Faspex users.

Can see global distribution
lists.

Select Yesto give users access to global distribution lists. For more information on
global distribution lists, see Creating a Global Distribution List on page 129.

Allowed IP addresses for
login

Specify the IP addresses that a Faspex user can login from. A wildcard (*) can be
used in this option. For example, specifying 198.51.100.* allows a user to login from
198.51.100.1, 198.51.100.2, 198.51.100.3, and so on. Separate multiple | P addresses
with commas (,).

Allowed |P addresses for
download

Specify the IP addresses that a Faspex user can login from to download packages. A
wildcard (*) can be used in this option. For example, specifying 198.51.100.* alows
auser to login from 198.51.100.1, 198.51.100.2, 198.51.100.3, and so on. Separate
multiple | P addresses with commas (,).

Allowed IP addresses for
upload

Specify the | P addresses that a Faspex user can login from to upload packages. A
wildcard (*) can be used in this option. For example, specifying 198.51.100.* allows
auser to login from 198.51.100.1, 198.51.100.2, 198.51.100.3, and so on. Separate
multiple | P addresses with commas (,).

Package Deletion

Select from the following options to specify behavior after downloading a package:

Option

Description

After download

Y ou can override the server default by selecting Override system default. If you
choose override, select one of the following policies:

« Do nothing: Do not auto-delete after the package is downloaded.

» Deletefilesafter any recipient downloads all files: Delete after any recipient
downloads all filesin the package once.

Important: When this option is selected, a forwarded package can be potentially
deleted before the original recipient has downloaded it. Thus, proceed with caution
when selecting this option.

« Deletefilesafter all recipientsdownload all files: Deleteif all filesin the
package have been downloaded by all recipients.

Allow user to set own
delete setting on a package-
by-package basis

Select Allow to allow this user to choose a package expiration policy when sending a
new package.

Personal Details

If Faspex has custom user fields configured, they appear in this section in addition to the following default fields:

Option Description
Last name Enter the user's last name.
First name Enter the user's first name.

email address

Enter the user's email address.
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For more information about custom user fields, see Configuring Custom User Fields on page 74.

Advanced Transfer Settings

By default, Faspex uses the transfer settings from the Aspera Central Server section. Select Override default settings
to set user-specific transfer settings, which take precedence over the server-wide settings.

Option Description

Initial Transfer Rate Specify theinitial upload and download transfer rate. When the option L ock
minimum rate and policy is checked, the user is not able to adjust transfer policy or
minimum transfer rate.

Maximum Allowed Rate | Specify the maximum upload and download transfer rate for this user.

Welcome Email

Option Description

Send awelcome message | Select this option to send awelcome email to the user.

Comments Enter any comments to be added to the standard Faspex welcome email. These
comments go to this user only.

Email Notification Template Types

The following table describes the available email templates in Faspex;

Email Template Description

Welcome E-mail Faspex sends this email to new users at account creation
unless the Send welcome email to all new users
(Server > Configuration > Security) option is disabled.

Forgot Password Faspex sends this email when a user clicks the For got
my password link on the local login page or when an
admin manually resets a user account's password.

Package Received Faspex sends this email to package recipients when
Faspex successfully transfers a package to their inboxes.

Package Received CC Faspex sends this email to cc'ed users when Faspex
successfully transfers a package to the inboxes of

the original recipients. CC'ed users are users that are
included in the CC Receipt field when sending a new
package.

Package Sent CC Faspex sends this email to cc'ed users when Faspex
initiates a package transfer. CC'ed users are users that
are included in the CC Receipt field when sending a new

package.

Package Downloaded Faspex sends this email to users when a sent package has
been downloaded.

Package Downloaded CC Faspex sends this email to cc'ed users when auser in

downloads a sent package. CC'ed users are users that are
included in the CC Download field or the CC Receipt
field when sending a new package.
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Email Template Description

Workgroup Package Faspex sends this email to workgroup members when a
package is sent to the workgroup.

Upload Result Faspex sends this email to notify a package sender
or dropbox submitter whether the package upload
completed successfully.

Upload Result CC Faspex sends this email to notify a cc'ed user the
package upload completed successfully. CC'ed users are
users that are included in the CC Upload field or the CC
Receipt field when sending a new package.

Relay Started CC Faspex sends this email to cc'ed usersthat arelay has
started. CC'ed users are users that are included in the
Relay Started CC field, set in workgroup or dropbox
settings.

Relay Finished CC Faspex sends this email to cc'ed usersthat arelay has

finished. CC'ed users are users that are included in the
Relay Finished CC field, set in workgroup or dropbox
settings.

Relay Error CC Faspex sends this email to cc'ed usersthat arelay has
failed. CC'ed users are users that are included in the
Relay Error CC field, set in workgroup or dropbox
settings.

Dropbox Invitation Faspex sendsthis email to external users when they are
invited to submit a package to a dropbox.

Dropbox Submit Faspex sends this email to external users when they
submit a package to a dropbox.

Personal Invitation Faspex sends this email to external users when a Faspex
user invites them to submit a package.

Personal Submit Faspex sends this email to external users when they
submit a package to a Faspex user.

Account Approved Faspex sends this email to account requesters when their
self-registration applications are approved by an admin.
They areinstructed to activate the account by resetting
the account password.

Account Denied Faspex sends this email to account requesters when their
self-registration applications are denied by an admin.

Package Validation Failed Sender Faspex sends this email to a package sender if the
package fails validation.

Package Validation Failed Recipient Faspex sendsthis email to package recipeintsif the
package fails validation.
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Welcome E-mail

String

Description

USER_NAME

Full name of the email recipient

USER_FIRST_NAME

First name of the email recipient

USER_LAST NAME

Last name of the email recipient

SERVER_ADDRESS

Name or ip of the Faspex server

LOGIN

Login name of the email recipient

PRIMARY_ADDRESS

The primary hosthame or IP Address of the Faspex server

ALTERNATE_ADDRESS #

The alternate hostname or 1P Address of the Faspex server (if enabled)

Forgot Password

String

Description

USER_NAME

Full name of the email recipient

USER_FIRST NAME

First name of the email recipient

USER _LAST_NAME

Last name of the email recipient

SERVER_ADDRESS

Name or ip of the Faspex server

LOGIN

Login name of the email recipient

PRIMARY_ADDRESS

The primary hosthame or I1P Address of the Faspex server

ALTERNATE_ADDRESS #

The alternate hostname or 1P Address of the Faspex server (if enabled)

Package Received

String

Description

SENDER_NAME

Full name of the sender of the package

SENDER_FIRST_NAME

First name of the sender of the package

SENDER_LAST_NAME

Last name of the sender of the package

SENDER_EMAIL

Email address of sender

SENDER_LOGIN

Login name of sender

USER_NAME

Full name of the email recipient

USER_FIRST NAME

First name of the email recipient

USER _LAST_NAME

Last name of the email recipient

PACKAGE_NAME

Name of the package sent to the e-mail recipient

PACKAGE_UUID

The UUID of the package

PACKAGE_URL

Package's download URL
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String

Description

PACKAGE_DATE

Package's sent date

PACKAGE_SIZE

Size of the datain the package

PACKAGE_FILES

Number of filesin the package

PACKAGE_FILE_LIST_FIRST_10

Thefirst 10 files or folders at the top level of the package

PACKAGE_NOTE

M essage associated with the package

ALL_PUBLIC_RECIPIENTS

All recipients of the package

ALL_PUBLIC_RECIPIENTS _EMAI

| Email addresses of all recipients of the package

ALL_CC_RECIPIENTS

All contacts that were notified about the receipt of this package

ALL_CC_RECIPIENTS EMAIL

Email addresses of all contacts that were notified about the receipt of this
package

LINK_EXPIRATION_INFO

If the download link expires, a sentence describing when the link expires

PRIMARY_ADDRESS

The primary hostname or |P Address of the Faspex server

ALTERNATE_ADDRESS #

The alternate hostname or IP Address of the Faspex server (if enabled)

Package Received CC

String Description
CC _NAME Full name of the user who received the CC
CC_EMAIL Email of the user who received the CC

SENDER_NAME

Full name of the sender of the package

SENDER_FIRST_NAME

First name of the sender of the package

SENDER_LAST_NAME

Last name of the sender of the package

SENDER_EMAIL

Email address of sender

SENDER_LOGIN

Login name of sender

PACKAGE_NAME

Name of the package sent to the e-mail recipient

PACKAGE_UUID

The UUID of the package

PACKAGE_URL

Package's download URL

PACKAGE_DATE

Package's sent date

PACKAGE_SIZE

Size of the datain the package

PACKAGE_FILES

Number of filesin the package

PACKAGE_FILE_LIST_FIRST_10

Thefirst 10 files or folders at the top level of the package

PACKAGE_NOTE

M essage associated with the package

ALL_PUBLIC_RECIPIENTS

All recipients of the package

ALL_PUBLIC_RECIPIENTS EMAI

| Email addresses of all recipients of the package

ALL_CC RECIPIENTS

All contacts that were notified about the receipt of this package




| Appendix | 217

String

Description

ALL_CC_RECIPIENTS EMAIL

Email addresses of all contacts that were notified about the receipt of this
package

PRIMARY_ADDRESS

The primary hostname or 1P Address of the Faspex server

ALTERNATE_ADDRESS #

The alternate hostname or IP Address of the Faspex server (if enabled)

Package Sent CC

String Description
CC_NAME Full name of the user who received the CC
CC_EMAIL Email of the user who received the CC

SENDER_NAME

Full name of the sender of the package

SENDER_FIRST_NAME

First name of the sender of the package

SENDER_LAST_NAME

Last name of the sender of the package

SENDER_EMAIL

Email address of sender

SENDER_LOGIN

Login name of sender

PACKAGE_NAME

Name of the package sent to the e-mail recipient

PACKAGE_UUID

The UUID of the package

PACKAGE_URL

Package's download URL

PACKAGE_DATE

Package's sent date

PACKAGE_SIZE

Size of the datain the package

PACKAGE_FILES

Number of filesin the package

PACKAGE_FILE_LIST_FIRST 10

Thefirst 10 files or folders at the top level of the package

PACKAGE_NOTE

M essage associated with the package

ALL_PUBLIC_RECIPIENTS

All recipients of the package

ALL_PUBLIC_RECIPIENTS_EMAI

| Email addresses of all recipients of the package

ALL_CC_RECIPIENTS

All contacts that were notified about the receipt of this package

ALL_CC_RECIPIENTS EMAIL

Email addresses of all contacts that were notified about the receipt of this
package

PRIMARY_ADDRESS

The primary hostname or |P Address of the Faspex server

ALTERNATE_ADDRESS #

The alternate hostname or IP Address of the Faspex server (if enabled)

Package Downloaded

String

Description

DOWNLOADER_NAME

Full name of the user who downloaded the package

DOWNLOADER_FIRST_NAME

First name of the user who downloaded the package

DOWNLOADER_LAST_NAME

Last name of the user who downloaded the package
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String

Description

DOWNLOADER_EMAIL

Email of the user who downloaded the package

DOWNLOADER_LOGIN

Login name of user who downloaded the package

SENDER_NAME

Full name of the sender of the package

SENDER_FIRST_NAME

First name of the sender of the package

SENDER_LAST_NAME

Last name of the sender of the package

SENDER_EMAIL

Email address of sender

SENDER_LOGIN

Login name of sender

USER_NAME

Full name of the email recipient

USER_FIRST NAME

First name of the email recipient

USER _LAST_NAME

Last name of the email recipient

PACKAGE_NAME

Name of the package sent to the e-mail recipient

PACKAGE_UUID

The UUID of the package

PACKAGE_URL

Package's download URL

PACKAGE_DATE

Package's sent date

PACKAGE_SIZE

Size of the datain the package

PACKAGE_FILES

Number of filesin the package

PACKAGE_FILE_LIST_FIRST 10

Thefirst 10 files or folders at the top level of the package

PACKAGE_NOTE

M essage associated with the package

ALL_PUBLIC_RECIPIENTS

All recipients of the package

ALL_PUBLIC_RECIPIENTS_EMAI

| Email addresses of all recipients of the package

ALL_CC_RECIPIENTS

All contacts that were notified about the receipt of this package

ALL_CC_RECIPIENTS EMAIL

Email addresses of all contacts that were notified about the receipt of this
package

PRIMARY_ADDRESS

The primary hostname or |P Address of the Faspex server

ALTERNATE_ADDRESS #

The alternate hostname or IP Address of the Faspex server (if enabled)

Package Downloaded CC

String Description
CC _NAME Full name of the user who received the CC
CC_EMAIL Email of the user who received the CC

DOWNLOADER_NAME

Full name of the user who downloaded the package

DOWNLOADER_FIRST_NAME

First name of the user who downloaded the package

DOWNLOADER_LAST_NAME

Last name of the user who downloaded the package

DOWNLOADER_EMAIL

Email of the user who downloaded the package

DOWNLOADER_LOGIN

Login name of user who downloaded the package
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String

Description

SENDER_NAME

Full name of the sender of the package

SENDER_FIRST_NAME

First name of the sender of the package

SENDER_LAST_NAME

Last name of the sender of the package

SENDER_EMAIL

Email address of sender

SENDER_LOGIN

Login name of sender

PACKAGE_NAME

Name of the package sent to the e-mail recipient

PACKAGE_UUID

The UUID of the package

PACKAGE_URL

Package's download URL

PACKAGE_DATE

Package's sent date

PACKAGE_SIZE

Size of the datain the package

PACKAGE_FILES

Number of filesin the package

PACKAGE_FILE_LIST _FIRST_10

Thefirst 10 files or folders at the top level of the package

PACKAGE_NOTE

Message associated with the package

ALL_PUBLIC_RECIPIENTS

All recipients of the package

ALL_PUBLIC_RECIPIENTS _EMAI

| Email addresses of all recipients of the package

ALL_CC_RECIPIENTS

All contacts that were notified about the receipt of this package

ALL_CC_RECIPIENTS EMAIL

Email addresses of all contacts that were notified about the receipt of this
package

PRIMARY_ADDRESS

The primary hosthame or IP Address of the Faspex server

ALTERNATE_ADDRESS #

The alternate hostname or 1P Address of the Faspex server (if enabled)

Workgroup Package

String

Description

USER_NAME

Full name of the email recipient

USER_FIRST NAME

First name of the email recipient

USER _LAST_NAME

Last name of the email recipient

WORKGROUP_NAME

Name of the workgroup the package was sent to

SENDER_NAME

Full name of the sender of the package

SENDER_FIRST_NAME

First name of the sender of the package

SENDER_LAST_NAME

Last name of the sender of the package

SENDER_EMAIL

Email address of sender

SENDER_LOGIN

Login name of sender

PACKAGE_NAME

Name of the package sent to the e-mail recipient

PACKAGE_UUID

The UUID of the package

PACKAGE_URL

Package's download URL
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String

Description

PACKAGE_DATE

Package's sent date

PACKAGE_SIZE

Size of the datain the package

PACKAGE_FILES

Number of filesin the package

PACKAGE_FILE_LIST_FIRST_10

Thefirst 10 files or folders at the top level of the package

PACKAGE_NOTE

M essage associated with the package

ALL_PUBLIC_RECIPIENTS

All recipients of the package

ALL_PUBLIC_RECIPIENTS _EMAI

| Email addresses of all recipients of the package

ALL_CC_RECIPIENTS

All contacts that were notified about the receipt of this package

ALL_CC_RECIPIENTS EMAIL

Email addresses of all contacts that were notified about the receipt of this
package

PRIMARY_ADDRESS

The primary hostname or |P Address of the Faspex server

ALTERNATE_ADDRESS #

The alternate hostname or IP Address of the Faspex server (if enabled)

Upload Result

String

Description

SENDER_NAME

Full name of the sender of the package

SENDER_FIRST_NAME

First name of the sender of the package

SENDER_LAST_NAME

Last name of the sender of the package

SENDER_EMAIL

Email address of sender

SENDER_LOGIN

Login name of sender

PACKAGE_NAME

Name of the package sent to the e-mail recipient

PACKAGE_UUID

The UUID of the package

PACKAGE_URL

Package's download URL

PACKAGE_DATE

Package's sent date

PACKAGE_SIZE

Size of the datain the package

PACKAGE_FILES

Number of filesin the package

PACKAGE_FILE_LIST_FIRST 10

Thefirst 10 files or folders at the top level of the package

PACKAGE_NOTE

M essage associated with the package

UPLOAD_RESULT

The result of the package upload

STATUS URL

URL to check package upload status (does not work in subject)

STATUS LINK

Link to check package upload status (does not work in subject)

ALL_PUBLIC_RECIPIENTS

All recipients of the package

ALL_PUBLIC_RECIPIENTS EMAI

| Email addresses of all recipients of the package

ALL_CC RECIPIENTS

All contacts that were notified about the receipt of this package
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String

Description

ALL_CC_RECIPIENTS EMAIL

Email addresses of all contacts that were notified about the receipt of this
package

PRIMARY_ADDRESS

The primary hostname or 1P Address of the Faspex server

ALTERNATE_ADDRESS #

The alternate hostname or IP Address of the Faspex server (if enabled)

Upload Result CC

String Description
CC_NAME Full name of the user who received the CC
CC_EMAIL Email of the user who received the CC

SENDER_NAME

Full name of the sender of the package

SENDER_FIRST_NAME

First name of the sender of the package

SENDER_LAST_NAME

Last name of the sender of the package

SENDER_EMAIL

Email address of sender

SENDER_LOGIN

Login name of sender

PACKAGE_NAME

Name of the package sent to the e-mail recipient

PACKAGE_UUID

The UUID of the package

PACKAGE_URL

Package's download URL

PACKAGE_DATE

Package's sent date

PACKAGE_SIZE

Size of the datain the package

PACKAGE_FILES

Number of filesin the package

PACKAGE_FILE_LIST_FIRST 10

Thefirst 10 files or folders at the top level of the package

PACKAGE_NOTE

M essage associated with the package

UPLOAD_RESULT

The result of the package upload

ALL_PUBLIC_RECIPIENTS

All recipients of the package

ALL_PUBLIC_RECIPIENTS_EMAI

| Email addresses of all recipients of the package

ALL_CC_RECIPIENTS

All contacts that were notified about the receipt of this package

ALL_CC_RECIPIENTS EMAIL

Email addresses of all contacts that were notified about the receipt of this
package

PRIMARY_ADDRESS

The primary hosthame or IP Address of the Faspex server

ALTERNATE_ADDRESS #

The alternate hostname or IP Address of the Faspex server (if enabled)

Relay Started CC

String

Description

CC_NAME

Full name of the user who received the CC

CC_EMAIL

Email of the user who received the CC
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String

Description

WORKGROUP_NAME

Name of the workgroup the package was sent to

DESTINATION_NODE

Storage node

DESTINATION_DIRECTORY

Docroot relative path to the destination directory on the storage node

SENDER_NAME

Full name of the sender of the package

SENDER_FIRST_NAME

First name of the sender of the package

SENDER_LAST_NAME

Last name of the sender of the package

SENDER_EMAIL

Email address of sender

SENDER_LOGIN

Login name of sender

PACKAGE_NAME

Name of the package sent to the e-mail recipient

PACKAGE_UUID

The UUID of the package

PACKAGE_URL

Package's download URL

PACKAGE_DATE

Package's sent date

PACKAGE_SIZE

Size of the datain the package

PACKAGE_FILES

Number of filesin the package

PACKAGE_FILE_LIST_FIRST_10

Thefirst 10 files or folders at the top level of the package

PACKAGE_NOTE

M essage associated with the package

ALL_PUBLIC_RECIPIENTS

All recipients of the package

ALL_PUBLIC_RECIPIENTS EMAI

| Email addresses of all recipients of the package

ALL_CC_RECIPIENTS

All contacts that were notified about the receipt of this package

ALL_CC_RECIPIENTS EMAIL

Email addresses of all contacts that were notified about the receipt of this
package

PRIMARY_ADDRESS

The primary hosthame or 1P Address of the Faspex server

ALTERNATE_ADDRESS #

The alternate hostname or IP Address of the Faspex server (if enabled)

Relay Finished CC

String Description
CC_NAME Full name of the user who received the CC
CC_EMAIL Email of the user who received the CC

WORKGROUP_NAME

Name of the workgroup the package was sent to

DESTINATION_NODE

Storage node

DESTINATION_DIRECTORY

Docroot relative path to the destination directory on the storage node

SENDER_NAME

Full name of the sender of the package

SENDER_FIRST_NAME

First name of the sender of the package

SENDER_LAST_NAME

Last name of the sender of the package

SENDER_EMAIL

Email address of sender
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String

Description

SENDER_LOGIN

Login name of sender

PACKAGE_NAME

Name of the package sent to the e-mail recipient

PACKAGE_UUID

The UUID of the package

PACKAGE_URL

Package's download URL

PACKAGE_DATE

Package's sent date

PACKAGE_SIZE

Size of the datain the package

PACKAGE_FILES

Number of filesin the package

PACKAGE_FILE_LIST_FIRST_10

Thefirst 10 files or folders at the top level of the package

PACKAGE_NOTE

M essage associated with the package

ALL_PUBLIC_RECIPIENTS

All recipients of the package

ALL_PUBLIC_RECIPIENTS EMAI

| Email addresses of all recipients of the package

ALL_CC RECIPIENTS

All contacts that were notified about the receipt of this package

ALL_CC_RECIPIENTS EMAIL

Email addresses of all contacts that were naotified about the receipt of this

package

PRIMARY_ADDRESS

The primary hostname or 1P Address of the Faspex server

ALTERNATE_ADDRESS #

The alternate hostname or 1P Address of the Faspex server (if enabled)

Relay Error CC

String Description
CC_NAME Full name of the user who received the CC
CC_EMAIL Email of the user who received the CC

WORKGROUP_NAME

Name of the workgroup the package was sent to

DESTINATION_NODE

Storage node

DESTINATION_DIRECTORY

Docroot relative path to the destination directory on the storage node

SENDER_NAME

Full name of the sender of the package

SENDER_FIRST_NAME

First name of the sender of the package

SENDER_LAST_NAME

Last name of the sender of the package

SENDER_EMAIL

Email address of sender

SENDER_LOGIN

Login name of sender

PACKAGE_NAME

Name of the package sent to the e-mail recipient

PACKAGE_UUID

The UUID of the package

PACKAGE_URL

Package's download URL

PACKAGE_DATE

Package's sent date

PACKAGE_SIZE

Size of the datain the package

PACKAGE_FILES

Number of filesin the package
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String

Description

PACKAGE_FILE_LIST_FIRST_10

Thefirst 10 files or folders at the top level of the package

PACKAGE_NOTE

M essage associated with the package

ALL_PUBLIC_RECIPIENTS

All recipients of the package

ALL_PUBLIC_RECIPIENTS EMAI

| Email addresses of all recipients of the package

ALL_CC_RECIPIENTS

All contacts that were notified about the receipt of this package

ALL_CC_RECIPIENTS EMAIL

Email addresses of all contacts that were notified about the receipt of this
package

PRIMARY_ADDRESS

The primary hosthame or 1P Address of the Faspex server

ALTERNATE_ADDRESS #

The alternate hostname or 1P Address of the Faspex server (if enabled)

Dropbox Invitation

String

Description

EMAIL

Email address of the invited outside email user

DROPBOX_NAME

Dropbox to which the outside email user wasinvited

DROPBOX_URL

The URL that the outside email user can use to send packages to the
dropbox

DROPBOX_LINK

HTML link that the outside email user can use to send packages to the
dropbox

LINK_EXPIRATION_INFO

If the download link expires, a sentence describing when the link expires

PRIMARY_ADDRESS

The primary hostname or 1P Address of the Faspex server

ALTERNATE_ADDRESS #

The alternate hostname or 1P Address of the Faspex server (if enabled)

Dropbox Submit

String

Description

DROPBOX_NAME

Dropbox to which the outside email user wasinvited

SENDER_EMAIL

Email address of sender

PACKAGE_NAME

Name of the package sent to the e-mail recipient

PACKAGE_UUID

The UUID of the package

PACKAGE_URL

Package's download URL

PACKAGE_DATE

Package's sent date

PACKAGE_SIZE

Size of the datain the package

PACKAGE_FILES

Number of filesin the package

PACKAGE_FILE_LIST _FIRST_10

Thefirst 10 files or folders at the top level of the package

PACKAGE_NOTE

Message associated with the package

STATUS URL

URL to check package upload status (does not work in subject)

STATUS LINK

Link to check package upload status (does not work in subject)
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String

Description

PRIMARY_ADDRESS

The primary hosthame or 1P Address of the Faspex server

ALTERNATE_ADDRESS #

The alternate hostname or 1P Address of the Faspex server (if enabled)

Personal Invitation

String

Description

EMAIL

Email address of the invited outside email user

RECIPIENT_NAME

Full name of the recipient who invited the outside email

RECIPIENT_FIRST_NAME

First name of the recipient who invited the outside email

RECIPIENT_LAST_NAME

Last name of the recipient who invited the outside email

SUBMISSION_URL

The URL that the outside email user can use to send a package

SUBMISSION_LINK

HTML link that the outside email user can use to send a package

LINK_EXPIRATION_INFO

If the download link expires, a sentence describing when the link expires

PRIMARY_ADDRESS

The primary hostname or |P Address of the Faspex server

ALTERNATE_ADDRESS #

The alternate hostname or IP Address of the Faspex server (if enabled)

Personal Submit

String

Description

RECIPIENT_NAME

Full name of the recipient who invited the outside email

RECIPIENT_FIRST_NAME

First name of the recipient who invited the outside email

RECIPIENT_LAST_NAME

Last name of the recipient who invited the outside email

SENDER_EMAIL

Email address of sender

PACKAGE_NAME

Name of the package sent to the e-mail recipient

PACKAGE_UUID

The UUID of the package

PACKAGE_URL

Package's download URL

PACKAGE_DATE

Package's sent date

PACKAGE_SIZE

Size of the datain the package

PACKAGE_FILES

Number of filesin the package

PACKAGE_FILE_LIST_FIRST_10

Thefirst 10 files or folders at the top level of the package

PACKAGE_NOTE

M essage associated with the package

STATUS URL

URL to check package upload status (does not work in subject)

STATUS LINK

Link to check package upload status (does not work in subject)

PRIMARY_ADDRESS

The primary hostname or 1P Address of the Faspex server

ALTERNATE_ADDRESS #

The alternate hostname or 1P Address of the Faspex server (if enabled)




| Appendix | 226

Account Approved

String Description

USER NAME Full name of the email recipient

USER_FIRST_NAME First name of the email recipient

USER_LAST_NAME Last name of the email recipient

SERVER_ADDRESS Name or ip of the Faspex server

LOGIN Login name of the email recipient
PRIMARY_ADDRESS The primary hostname or 1P Address of the Faspex server

Account Denied

String Description

USER NAME Full name of the email recipient

USER_FIRST_NAME First name of the email recipient

USER_LAST_NAME Last name of the email recipient

SERVER_ADDRESS Name or ip of the Faspex server

LOGIN Login name of the email recipient
PRIMARY_ADDRESS The primary hostname or 1P Address of the Faspex server

Partitioning Mongrel Processes between Faspex and Cargo

Partition mongrels between handling Faspex Ul requests and IBM Aspera Cargo requests to address performance
i Ssues.

When the number of Cargo clients attached to a Faspex cluster reaches a significant number, the performance of the
Faspex Web Ul can suffer due to resource contention with Cargo clients accessing the API.

To avoid this, tune the Apache configuration with separate sets of Mongrel processes dedicated to serving the Faspex
web interface and API.

Note: The examplesin the instructions below demonstrates Mongrel partitioning for 15 mongr el processes: 10 for
Cargo and 5 for Faspex.

1. Runthefollowingasct| command to set the proper total number of Mongrel processes:
asct| faspex: nongrel count nunber+of nongrels

Note: Running thenongr el _count command overwrites and removes any modifications to the
f aspex. apache. | i nux. conf configuration file, including the changes described in the following steps.
Choose not to restart Apache and Faspex.

2. Open the following Faspex Apache configuration file in atext editor: / opt / asper a/ f aspex/ confi g/
faspex. apache. | i nux. conf and make the following changes

a) Addthe<Proxy bal ancer://faspex_cargo_cl ust er > section.
For example:

#.P.roxy bal ancer section (create one for each ruby app cluster)
<Pr oxy bal ancer://faspex_cargo_cl uster>



</ Proxy>

<Proxy bal ancer://faspex_cl uster>
1: 3000

Bal ancer Menber
Bal ancer Menber
Bal ancer Menber
Bal ancer Menber
Bal ancer Menber
Bal ancer Menber
Bal ancer Menber
Bal ancer Menber
Bal ancer Menber
Bal ancer Menber
Bal ancer Menber
Bal ancer Menber
Bal ancer Menber
Bal ancer Menber
Bal ancer Menber
</ Pr oxy>

http://127.
http://127.
http://127.
http://127.
http://127.
http://127.
http://127.
http://127.
http://127.
http://127.
http://127.
http://127.
http://127.
http://127.
http://127.

0000000000000 00
0000000000000 00

3001
3002
3003
3004
3005
3006
3007
3008
3009
3010
3011
3012
3013
3014
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b) Distribute the Bal ancer Menber entriesunder <Pr oxy bal ancer://faspex_cl ust er > between

the two sections.
For example:

#iD.roxy bal ancer section (create one for each ruby app cluster)

<Pr oxy bal ancer://faspex_cargo

Bal ancer Menber
Bal ancer Menber
Bal ancer Menber
Bal ancer Menber
Bal ancer Menber
Bal ancer Menber
Bal ancer Menber
Bal ancer Menber
Bal ancer Menber
Bal ancer Menber
</ Proxy>

<Proxy bal ancer://faspex_cl uster

Bal ancer Menber

Bal ancer Menber

Bal ancer Menber

Bal ancer Menber

Bal ancer Menber
</ Proxy>

_cluster>
http://127.0.0. 1: 3000/ asper a/ f aspex/ i
http://127.0.0. 1: 3001/ asper a/ f aspex/ i
http://127.0.0. 1: 3002/ asper a/ f aspex/ i
http://127.0.0. 1: 3003/ asper a/ f aspex/ i
http://127.0.0. 1: 3004/ asper a/ f aspex/ i
http://127.0.0. 1: 3005/ asper a/ f aspex/ i
http://127.0.0. 1: 3006/ asper a/ f aspex/ i
http://127.0.0. 1: 3007/ asper a/ f aspex/ i
http://127.0.0. 1: 3008/ asper a/ f aspex/ i
http://127.0.0. 1: 3009/ asper a/ f aspex/ i

http://127.0.0.
http://127.0.0.
http://127.0.0.
http://127.0.0.
http://127.0.0.

nbox.
nbox.
nbox.
nbox.
nbox.
nbox.
nbox.
nbox.
nbox.
nbox.

atom
atom
atom
atom
atom
atom
atom
atom
atom
atom

¢) AddProxyPass /asperal/faspex/inbox.atom bal ancer://faspex_cargo_cluster to

the proxy request section.

#. éend t he proxy

ProxyPass /asperal f aspex/i nbox. at om bal ancer://faspex_cargo_cl uster

request

ProxyPass /asperalfaspex bal ancer://faspex_cl uster

3. Restart Apache and Faspex services.

asctl apache:restart
asctl faspex:restart
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Aspera Ecosystem Security Best Practices

Y our Aspera applications can be configured to maximize system and content security. The following sections
describe the recommended settings and practices that best protect your content when using IBM Aspera High-Speed
Transfer Server and IBM aspera High-Speed Transfer Endpoint, IBM Aspera Faspex,|BM Aspera Shares, and IBM
Aspera Console.

Contents

Securing the Systems that Run Aspera Software
Securing the Aspera Application

Securing Content in your Workflow

Securing the Systems that Run Aspera Software

The systems that run Aspera software can be secured by keeping them up to date, by applying security fixes, and by
configuring them using the recommended settings.

Updates

Aspera continually improves the built-in security of its products, as do the producers of third-party components used
by Aspera, such as Apache, Nginx, and OpenSSH. One of the first lines of defenseis keeping your products up to
date to ensure that you are using versions with the latest security upgrades:

» Keep your operating system up to date.

» Keep your Aspera products up to date.

e |f using, keep OpenSSH up to date. The server security instructions require that OpenSSH 4.4 or newer (Aspera
recommends 5.2 or newer) isinstalled on your system in order to use the Mat ch directive. Mat ch allows you
to selectively override certain configuration options when specific criteria (based on user, group, hostname, or
address) are met.

» |If you are using the HSTS web Ul, keep Apache server up to date.
Security Fixes

Rarely, security vulnerabilities are detected in the operating systems and third-party components that are used by
Aspera. Aspera publishes security bulletins immediately that describe the affected products and recommended
remediation steps.

Security Configuration

Recommended security settings vary depending on the products you are using and how they interact. See the
following subsections for your Aspera products.

HSTS

1. Configureyour SSH Server.
Aspera recommends that you:

e Open TCP/33001 and keep TCP/22 open until users are notified that they should switch to TCP/33001.
* Once users are notified, block TCP/22 and allow traffic only on TCP/33001.

The following steps open TCP/33001 and block TCP/22.
a) Open the SSH configuration file.

[ etc/ssh/sshd_config

If you do not have an existing configuration for OpenSSH, or need to update an existing one, Aspera
recommends the following reference: https://wiki.mozilla.org/Security/Guidelines'OpenSSH.

b) Change the SSH port from TCP/22 to TCP/33001.


https://wiki.mozilla.org/Security/Guidelines/OpenSSH

0

d)

e
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Add TCP/33001 and comment out TCP/22 to match the following example:

#Port 22
Port 33001

HSTS admins must also update the SshPor t valuein the <WEB. . . > section of asper a. conf .

Once this setting takes effect:

» Asperaclients must set the TCP port to 33001 when creating connectionsin the GUI or specify - P
33001 for command line transfers.

e Server administrators should usessh - p 33001 to access the server through SSH.

Disable non-admin SSH tunneling.

SSH tunneling can be used to circumvent firewalls and access sensitive areas of your company's network.
Add the following lines to the end of sshd_conf i g (or modify them if they already exist) to disable SSH
tunneling:

Al | owTcpForwar di ng no
Mat ch Group root
Al | owTcpForwardi ng yes

Depending on your sshd_conf i g file, you might have additional instances of Al | owTCPFor war di ng
that are set to the default Yes. Review your sshd_conf i g filefor other instances and disable if necessary.

Disabling TCP forwarding does not improve security unless users are also denied shell access, because
with shell access they can still install their own forwarders. Aspera recommends assigning users to aspshell,
described in the following section.

Disable password authentication and enable public key authentication.

Public key authentication provides a stronger authentication method than passwords, and can prevent brute-
force SSH attacks if all password-based authentication methods are disabled.

Important: Before proceeding:

e Createapublic key and associate it with atransfer user, otherwise clients have no way of connecting to the
server.

e Configure at least one non-root, non-transfer user with a public key to use to manage the server. Thisis
because in the following steps, root login is disabled and transfer users are restricted to aspshell, which
does not allow interactive login. This user and public key is what you use to access and manage the server
as an administrator.

Add or uncomment PubkeyAut henti cati on yes and comment out Passwor dAut henti cati on
yes:

PubkeyAut henti cati on yes
#Passwor dAut henti cati on yes
Passwor dAut henti cati on no

Note: If you choose to leave password authentication enabled, be sure to advise account creators to use strong
passwords and set Per mi t Enpt yPasswor ds to "no".

Per nmi t Enpt yPasswor ds no
Disableroot login.

~ CAUTION: This step disables root access. Make sure that you have at |east one user account with
i '_1 sudo privileges before continuing, otherwise you may not have access to administer your server.
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Comment out Per mi t Root Logi n yes and add Per i t Root Logi n No:

#Per m t Root Logi n yes
Per ni t Root Logi n no

f) Restart the SSH server to apply new settings. Restarting your SSH server does not affect currently connected
users.

# systenttl restart sshd. service
or for Linux systemsthat usei ni t. d:

# service sshd restart

g) Review your logs periodically for attacks.

For information on identifying attacks, see IBM Aspera|BM Aspera High-Speed Transfer Server Admin
Guide: Securing Your SSH Server.

. Configure your server's firewall to permit inbound access to only Aspera-required ports.
Aspera requires inbound access on the following ports:

» For SSH connections that are used to set up connections, TCP/33001.

e For FASP transfers, UDP/33001.

e Ifyouuse HTTP and HTTPS fallback with HSTS, TCP/8080 and TCP/8443. If you only use HTTPS, only
open TCP/8443.

« If your clients access the HSTS web Ul, TCP/80 (for HTTP) or TCP/443 (for HTTPS).

. For HSTS, require strong TL S connections to the web server.

TLS1.0and TLS 1.1 are vulnerable to attack. Run the following command to require that the client's SSL security
protocol be TLS version 1.2 or higher:

asconfigurator -x "set_server_data; ssl _protocol,tlsvl. 2"

. If isexposed to internet traffic, run it behind areverse proxy.

If your Aspera server must expose to the internet, such as when setting it up as a IBM Aspera on Cloud (AoC)
node, Aspera strongly recommends protecting it with areverse proxy. Normally, runson port 9092, but

nodes that are added to AoC must have run on port 443, the standard HTTPS port for secure browser access.
Configuring areverse proxy in front of provides additional protection (such as against DOS attacks) and resource
handling for requests to the node's 443 port.

The following instructions describe how to set up Nginx as areverse proxy and require that you have valid, CA-
signed SSL certificatesin . pemformat for the server. Other reverse proxies might be supported on your server.

a) Set up asystem user with Node API credentials on your server.
b) Download and install Nginx.
¢) Configurethe HTTPS port for .
# asconfigurator -x "set server_data; https_port, 9092"

d) Open the Nginx configuration filein atext editor.

Open/ et ¢/ ngi nx/ ngi nx. conf and ensure thefollowingi ncl ude directiveispresentinthehttp
section. If it isnot present, add it to thefile:

http {

i ncl ude /et ¢/ ngi nx/ conf . d/ *. conf :

}

€) Createafilenamed asper a_node_pr oxy. conf and saveit in the following location:


https://downloads.asperasoft.com/en/documentation/4
https://downloads.asperasoft.com/en/documentation/4
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/ et c/ ngi nx/ conf. d/ aspera_node_pr oxy. conf
f) Pastethefollowing content into asper a_node_pr oxy. conf:

#
# Aspera configuration - reverse proxy for asperanoded
#
server {
listen 443;
server_nanme your.servernanme. com
ssl _certificate /opt/asperaletc/aspera_server_cert.pem
ssl _certificate_key /opt/asperaletc/aspera_server_key. pem

ssl on;

ssl _session_cache builtin: 1000 shared: SSL: 10m

ssl _protocols TLSv1. 2;

ssl _ci phers EECDH+AESGCM EDH+AESGCM AES256+EECDH: AES256+EDH;
ssl _prefer_server_ciphers on;

access_| og / var /| og/ ngi nx/ node- api . access. | og;

| ocation / {
proxy_pass https://127.0.0. 1: 9092;
proxy_read_ti neout 60;
proxy_redirect https://127.0.0.1:9092 https://your.servernane. con

proxy_set header Host $host : $server _port;
proxy_set _header X-Real-1P $renot e_addr;
proxy_set _header X-Forwarded- For $proxy_add_x_f orwarded_for;

proxy_set _header X-Forwarded-Proto $schene;

}

Note: Configure SSL ciphers as required. The preceding sampleis not configured for backwards
compatibility, and the recommended list of secure ciphers might change. Aspera recommends reviewing and
staying current with the list provided in https://cipherli.st/.

In this configuration, Nginx listens externally on port 443, not 9092. Replace your .servername.com with your
server's domain name.

0) Restart.
# systenct!| restart asperanoded
or for Linux systemsthat usei ni t . d:

# service asperanoded restart

h) Restart Nginx.

# service nginx restart

5. Install Aspera FASP Proxy in aDMZ to isolate your HSTS from the Internet.
For more information, see IBM Aspera FASP Proxy Admin Guide

Faspex and Shares

1. Configure your Faspex or Shares server firewall to allow inbound access to TCP/443, the default HTTPS port.
2. Faspex and Shares transfer nodes should be configured as described for HSTS.

The transfer user that is used by Faspex and Shares (usually xf er ) must be configured on the node to only allow
transfers with a token:

asconfigurator -x

"set _user _dat a; user_nane, xfer; authori zati on_transfer _in_val ue, t oken"
asconfigurator -x

"set _user _dat a;user _nane, xfer; aut hori zati on_transfer_out val ue, t oken"


https://cipherli.st/
http://downloads.asperasoft.com/en/documentation/42
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Set the token encryption key to a string of at least 20 characters:

asconfi gurator -x
"set _user_dat a; user _nane, xf er;token_encrypti on_key, t oken_stri ng"

Do not use UUIDs for this key because they might not be generated using cryptographically secure methods.

Console

Configure the firewall of the computer on which Console isinstalled to only allow Aspera-required connections to the
following ports:

e For HTTP or HTTPS access for the web Ul, inbound TCP/80 or TCP/443.

e For SSH connections, outbound TCP/33001 to managed nodes.

» For Node API connections, outbound TCP/9092 to managed nodes.

« For connections to legacy nodes (those running HSTS older than 3.4.6), outbound TCP/40001 and inbound
TCP/4406. For security and reliability, Asepra strongly recommends upgrading all nodes to the latest version.

Securing the Aspera Applications

Y our Aspera products can be configured to limit the extent to which users can connect and interact with the servers.
Theinstructions for Shares 1.9.x and Shares 2.x are dlightly different; see the section for your version.

HSTS

1. Restrict user permissionswith aspshel | .
By default, al system users can establish a FASP connection and are only restricted by file permissions. Restrict
the user'sfile operations by assigning them to use aspshel | , which permits only the following operations:
* Running Aspera uploads and downloads to or from this computer.
» Establishing connections between Aspera clients and servers.
» Browsing, listing, creating, renaming, or deleting contents.

These instructions explain one way to change a user account or active directory user account so that it uses the
aspshel | ; there may be other waysto do so on your system.

Run the following command to change the user login shell to aspshel | :
sudo usernod -s /bin/aspshell username

Confirm that the user's shell updated by running the following command and looking for / bi n/ aspshel | at
the end of the output:

grep usernane /etc/passwd

Note: If you use OpenSSH, sssd, and Active Directory for authentication: To makeaspshel | the default
shell for all domain users, first set up alocal account for server administration because this change affects all
domain users. Then open/ et ¢/ sssd/ sssd. conf and changedef aul t _shel | from/ bi n/ bash to/
bi n/ aspshel | .

2. Restrict Asperatransfer usersto alimited part of the server's file system or bucket in object storage.

a) For on-premises servers, set a default docroot to an empty folder, then set a docroot for each user:

asconfigurator -x "set_node_dat a; absol ut e, docr oot "
asconfigurator -x "set user_data;user_nane, user nane; absol ut e, docr oot "

Replace username with the username and docroot with the directory path to which the user should have
access.
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b) For cloud-based servers, set a default restriction to an empty folder, then set arestriction for each user:

asconfigurator -x "set_node_data;file_restriction,]|storage_path"
asconfi gurator -x
"set _user_dat a;user_nane, usernane;file restriction,|storage_path"

Replace username with the username and storage path with the path to which the user has access. Restriction
syntax is specific to the storage:

Storage Type Format Example
local storage file:/1/l*

S3 and IBM Cloud Object Storage s3://*

Swift storage swift//*

Azure storage azu://*

Azure Files azure-files://*
Google Cloud Storage gs:/1*

Hadoop (HDFS) hdfs: //*

The"|" isadelimiter, and you can add additional restrictions. For example, to restrict the system user xf er
tos3://s3. amazonaws. com bucket xyz/ f ol der _a/* and not allow accessto key files, run the
following command:

asconfigurator -x "set_user_data;user_nane, xfer;file_restriction,|s3://
s3. amazonaws. contf bucket xyz/fol der_a/*|!*. key"
3. Restrict users' read, write, and browse permissions.

Users are given read, write, and browse permissions to their docroot by default. Change the global default to deny
these permissions:

asconfigurator -x
"set _node_data;read_all owed, fal se;wite_allowed, fal se;dir_allowed,fal se"

Run the following commands to enable permissions per user, as required:

asconfigurator -x "set _user_data;user_nane, user nane; read_al | owed, f al se"
asconfigurator -x "set_user_data;user_nane, username; wite_all owed, fal se”
asconfigurator -x "set_user_data;user_nane, user nane; di r _al | owed, f al se"

4. Limit transfer permissionsto certain users.
Set the default transfer permissions for all usersto deny:

asconfigurator -x "set_node_dat a; aut horization_transfer_in_val ue, deny"
asconfigurator -x "set_node_dat a;aut horizati on_transfer_out_val ue, deny"

Allow transfers for specific users by running the following commands for each user:

asconfigurator -x

"set _user_dat a; user _nane, user nane; aut hori zati on_transfer_in_val ue, al | ow'
asconfigurator -x

"set user _dat a;user nane, user nane; aut hori zati on_transfer_out val ue, al | ow'

Note: For auser that is used by Shares or Faspex (usually xf er ), allow transfers only with a token by setting
aut hori zation_transfer_{in|out} val uetot oken.
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5. Encrypt transfer authorization tokens.

When aclient requests atransfer from a server through an Aspera web application, an authorization token is
generated. Set the encryption key of the token for each user or group on the server:

asconfigurator -x

"set _user _dat a; user _nane, user nane; t oken_encrypti on_key, t oken_stri ng"
asconfi gurator -x

"set _group_dat a; group_nane, gr oupnane; t oken_encrypti on_key, t oken_stri ng"

The token string should be at least 20 random characters.

Note: Thisisnot used to encrypt transfer data, only the authorization token.
6. Require encryption of content in transit.
Y our server can be configured to reject transfers that are not encrypted, or that are not encrypted with a strong

enough cipher. Aspera recommends setting an encryption cipher of at least AES-128. AES-192 and AES-256 are
also supported but result in slower transfers. Run the following command to require encryption:

asconfigurator -x
"set _node_data;transfer_encryption_all owed ci pher, aes- 128"

By default, your server is configured to transfer (as aclient) using AES-128 encryption. If you require higher
encryption, change this value by running the following command:

asconfigurator -x "set _client_data;transport_ci pher, val ue"

Y ou can also specify the encryption level in the command lineby using- ¢ ci pher withascp andasync
transfers. ascp4 transfers use AES-128 encryption.

7. Configure SSH fingerprinting for HSTS.

For transfersinitiated by aweb application (such as Faspex, Shares, or Console), the client browser sends the
transfer request to the web application server over an HTTPS connection. The web application requests a transfer
token from the target server. The transfer is executed over a UDP connection directly between the client and the
target server and is authorized by the transfer token. Prior to initiating the transfer, the client can verify the server's
authenticity to prevent server impersonation and man-in-the-middle (MITM) attacks.

To verify the authenticity of the transfer server, the web application passes the client a trusted SSH host key
fingerprint of the transfer server. The client confirms the server's authenticity by comparing the server's fingerprint
with the trusted fingerprint. In order to do this, the host key fingerprint or path must be set in the server's

asper a. conf.

Note: Server SSL certificate validation (HTTPS) isenforced if afingerprint is specified in asper a. conf
and HTTP fallback is enabled. If the transfer "falls back" to HTTP and the server has a self-signed certificate,
validation fails. The client requires a properly signed certificate.

If you set the host key path, the fingerprint is automatically extracted from the key file and you do not extract it
manually.

Retreiving and setting the host key fingerprint:

a) Retrieve the server's SHA-1 fingerprint.

cat /etc/ssh/ssh_host_rsa key.pub | awk '{print $2}' | base64 -d |
shalsum

b) Set the SSH host key fingerprint in asper a. conf . (Go to the next step to set the host key path instead).

asconfi gurator -x
"set _server_data; ssh_host _key fingerprint,fingerprint”



8.
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This command creates aline similar to the following example of the <ser ver > section of asper a. conf:

<ssh_host _key_fi nger pri nt >7qdOwebGGeDeN7W +2d P3HMAN P3
</ ssh_host _key_fingerprint>

¢) Restart the node service to activate your changes.

Run the following commands to restart asper anoded:
systentt!| restart asperanoded

or for Linux systemsthat usei ni t. d:
servi ce asperanoded restart

Setting the host key path: To set the SSH host key path instead of the fingerprint, from which the fingerprint will
be extracted automatically, run the following command:

# asconfigurator -x "set_server_data; ssh_host _key path, ssh_key filepath"
This command creates aline similar to the following in the <ser ver > section of asper a. conf :

<ssh_host _key pat h>/etc/ssh/ssh_host _rsa key. pub
</ ssh_host _key_pat h>

Restart the node service to activate your changes, as described for "Retreiving and setting the host key
fingerprint".
Install properly signed SSL certificates.

Though your Aspera server automatically generates self-signed certificates, Asperarecommendsinstalling valid,
signed certificates. These are required for some applications.

Faspex

Many of the settings for Faspex are the same asfor HSTS, including SSH server configuration, firewall settings,
and signed SSL certificate installation. The following recommendations augment or are additional to the
recommendations described for HSTS.

1

Restrict transfers by all users except "faspex”.

If your system is adedicated Faspex server - the HSTS installed as part of your Faspex installation is used only for
Faspex transfers - prohibit transfers by all users except "faspex". If you have not already, deny transfers globally
by default:

asconfigurator -x "set _node_dat a; aut hori zation_transfer_in_val ue, deny"
asconfigurator -x "set_node_dat a; aut hori zati on_transfer_out_val ue, deny"

Allow transfers for "faspex" by running the following commands:

asconfigurator -x

"set _user_dat a; user _nane, f aspex; aut hori zati on_transfer _in_val ue, t oken"
asconfigurator -x

"set _user_dat a; user_nane, f aspex; aut hori zati on_transfer_out val ue, t oken"

Configure the Nginx server to allow only strong TLS.

The default configuration of Faspex has TLS 1.0, 1.1 and 1.2 enabled. Older browsers require the older and less
secure versions (TLS 1.0 and 1.1). Y ou can disable support for older browsers by removing TLS1.0and TLS 1.1
from the configuration.

a) Open the Nginx configuration file on the Shares server for editing:
/ opt / asper a/ conmon/ apache/ conf/ extral/ htt pd-ssl. conf
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b) Locate thefollowing line:

SSLProtocol ALL -SSLv2 -SSLv3

¢) Replace the line with the following and save your change:

SSLProt ocol TLSv1. 2
d) Restart Apache to activate your change:

asctl apache:restart

. Limit admin logins to those from known | P addresses.

Faspex admins have the ability to execute post-processing scripts on the server. If an admin account is

compromised, this capability can be a serious threat to your server's security. You can add additional protection by

allowing admin logins from only specific | P addresses.

a) Inthe Faspex Ul, go to Accounts and select the admin account.

b) Inthe Permissions section, locate the Allowed | P addresses for login field and enter the |P addresses or |IP
address range to allow.

¢) Click Saveto activate your changes.

. Configure Faspex account security settings.

Go to Server > Configuration > Security and set the following global default configurations in the Faspex

accounts section, then edit configurations for individual users, as needed:

a) Set anon-zero session timeout.

b) Lock usersout after five failed login attempts within five minutes.

¢) Enable Prevent concurrent login.

d) Set apassword expiration interva of 30 days.

€) Prevent reuse of the last three passwords and require strong passwords.

f) Set Keep user directory privateto Yes.

g) Disable Allow all usersto send to all other Faspex users.

h) Disable Userscan see global distribution lists.

i) Disablelgnoreinvalid recipients.

j) Disable Allow usersto changetheir email address.

Stay in Server > Configuration > Security for the next step.

. Configure Faspex account registration settings.

In Server > Configuration > Security, set the following configurations in the Registr ations section:

a) Set Self-registration to None.
When self-registration is enabled, it can be used to find out whether a certain account exists on the server. That
is, if you attempt to self-register a duplicate account, you receive a prompt stating that the user already exists.

b) Select Requireexternal usersto register.
By requiring external usersto register, you can better track their Faspex activity.

Stay in Server > Configuration > Security for the next step.

. Configure outside email address settings.

In Server > Configuration > Security, set the following global default configurations in the Outside email

addresses section, then edit configurations for individual users, as needed:

a) Disable Allow inviting external senders.

b) EnableInvitation link expiresand set an expiration policy.

¢) Disable Allow public submission URLSs.

d) Disable Allow sending to external email addresses.

€) Set apackagelink expiration.

f) Disable Allow external packagesto Faspex users.
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Stay in Server > Configuration > Security for the next step.
7. Configure Faspex encryption.

In Server > Configuration > Security, set the following configurations in the Encryption section:

a) Enable Encrypt transfers.

b) If possible in your work flow, set Use encryption-at-rest to Always.

See the next section, " Securing Content in your Workflow," for information about encryption at rest.

¢) Disable Allow dropboxesto have their own encryption settings.
8. Click Update when you have completed updating settings on the Security page to activate your changes.
9. Hideyour server's | P address from email notifications.

If Faspex is configured to identify itself by IP address (rather than by domain name), then the URLs in your
notification emails contain your |P address (for example, "https://10.0.0.1/asperalfaspex). Configure an alternate
IP address or domain name for users who are external to your organization.

a) Goto Server > Configuration > Web Server.

b) Select Enable alternate address then click Add alter nate addr ess.

¢) Enter the address name and description, and select Show in emails.

d) Click Updateto activate your change.

€) Customize your email notification templates to use the alternate address.
Go to Server > Notifications.

Shares

The Shares server and its nodes should be secured as described for HSTS, including SSH server configuration,
firewall settings, and valid, signed SSL certificate installation. Y ou can also secure the Shares application and its
network of nodes by restricting user permissions. Set the following settings globally, then edit the settings for specific
users and groups.
1. Configure Shares security settings.

On the Admin page, click User Security and set the following:

a) Set anon-zero session timeout.

b) Require strong passwords.

C) Set apassword expiration interval of 30 days.

d) Lock usersout after five failed login attempts within five minutes.

€) Do not allow self registration by setting Self Registration to None.
2. When setting up the email server (Admin > SMTP), select Use TL Sif available.
3. Configure the Nginx server to allow only strong TLS.

The default configuration of Shareshas TLS 1.0, 1.1 and 1.2 enabled. Older browsers require the older and less
secure versions (TLS 1.0 and 1.1). Y ou can disable support for older browsers by removing TLS1.0and TLS 1.1
from the configuration.

a) Open the Nginx configuration file on the Shares server for editing:

/ opt / asper a/ shar es/ et ¢/ ngi nx/ ngi nx. conf
b) Delete TLSv1 and TLSv1.1 from the following line:

ssl _protocols TLSvl TLSvl.1 TLSvl. 2;

4. Configure secure transfer settings.
Go to System Settings > Transfer s and set the following:
a) Require aminimum Connect version of 3.6.1.
b) For Encryption, select AES-128.
¢) If possiblein your workflow, set Encryption at Rest to Required.
See the next section, " Securing Content in your Workflow," for information about encryption at rest.
5. Goto System Settings > Web Server and select Enable SSL/TLS.
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This setting requires that the Shares server has avalid, signed SSL certificate.
6. When adding new usersto Shares, disable API Login if users do not need to use the Shares API.

The Shares AP is used by clients connecting through IBM Aspera Drive and IBM Aspera Command-Line
Interface

7. When adding nodes to Shares, select Use SSL (required by Shares) and Verify SSL (requires that the node has a
valid, signed SSL certificate).

8. When authorizing auser or group to a share (share_name > Authorizations), set the minimum permissions
required based on their Shares use.

Shares 2.x

The Shares 2.x server and its nodes should be secured as described for HSTS, including configuring the SSH server,
firewall settings, and installing valid, signed SSL certificates. Y ou can aso secure the Share application and its
network of nodes by restricting user permissions. Set the following settings globally and then edit the settings for
specific users, groups, and administrators.
1. Configure Shares security settings.

Go to System Administration > Configuration > User Security and set the following:

a) Set anon-zero session timeout.

b) Set an accesstoken lifetime of 8 hours.

¢) Enablerefreshing of expired access tokens, with alifetime of 7 days.

Go to System Administration > Configuration > Local User Security and set the following:

a) Require strong passwords.

b) Set apassword expiration interval of 30 days.

¢) Lock usersout after five failed login attempts within five minutes.

d) Prevent reuse of the last three passwords and require strong passwords.

2. When setting up the email server (System Administration > Configuration > SMTP), select Use TLSif
available.

3. Configure secure transfer settings.
Go to System Administration > Configuration > Transfers and set the following:

a) Require aminimum Connect version of 3.6.1.
b) For Encryption, select AES-128 (or higher, if needed).
¢) If possibleinyour workflow, set Encryption at Rest to Yes.

See the next section, " Securing Content in your Workflow," for information about encryption at rest.
4. Goto System Administration > Configuration > Web Server and select Enable SSL/TLS.
This setting requires that the Shares server hasavalid, signed SSL certificate.
5. Configure the Nginx server to allow only strong TLS.

The default configuration of Shareshas TLS 1.0, 1.1 and 1.2 enabled. Older browsers require the older and less
secure versions (TLS 1.0 and 1.1). Y ou can disable support for older browsers by removing TLS1.0and TLS 1.1
from the configuration.

a) Open the Nginx configuration file on the Shares server for editing:

[ opt / asper a/ shar es/ et ¢/ ngi nx/ ngi nx. conf
b) Delete TLSv1 and TLSv1.1 from the following line:

ssl _protocols TLSvl TLSvl.1 TLSv1. 2;

6. When adding nodes to Shares, select Use SSL (required by Shares) and Verify SSL (requires that the node has a
valid, signed SSL certificate).

7. When authorizing a user or group to a share, set the minimum permissions required based on their Shares use.
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Console

Console nodes should be secured as described for HSTS, including SSH server configuration, firewall settings, and
valid, signed SSL certificate installation. If possible for your workflow, limit Console and its nodes to your internal
network.

Y ou can also secure the Console application and its network of nodes by restricting user permissions:

1. Configure secure Console defaults.

Go to Configuration > Defaults and set the following:

a) Inthe drop-down menu for Default SSH encryption, select adefault SSH encryption algorithm of at least
AES-128 for non-Console nodes.

b) For Transport Encryption, select AES-128.

c) Disable Smart Transfer Sharing.

d) Set anon-zero session timeout.

€) Lock usersout after five failed login attempts within five minutes.

f) Enable Prevent concurrent login.

g) Enable Suppresslogging of transfer tokensto prevent tokens from being written to the Console database.

h) Set a password expiration interval of 30 days.

i) Prevent reuse of the last three passwords and require strong passwords.

2. When setting up the email server (Notifications > Email Server), select Use TL Siif available.
3. Restrict Console users permissions.

a) When creating a new user (Accounts > Users> New User), disable user login until their permissions are set
by clearing Active (allow user tolog in). Click permissions and enable only the permissions that the user
reguires. Once permissions are configured, allow the user to login by going to Accounts > Users, clicking the
user, and selecting Active (allow user tologin).

b) Assign usersto Console Groups with only the required transfer paths and permissions allowed.

Create agroup (Accounts > Groups > New Group) and restrict the group's transfers by clicking Add
Transfer Path. Assign specific endpointsto the group's transfer path, rather than Any, which grants
permission to transfer to all nodes. Limit the direction of the path, if the group's workflow allows.
4. When adding managed and unmanaged nodes, set the SSH port to 33001 and ensure SSH connections are
encrypted with AES-128 or higher.

5. When adding a managed cluster, select Use HT TPS to connect to node and Require signed SSL certificate.
6. When adding SSH endpoints, use SSH public key authentication rather than password authentication.
The key file on the node should not be a shared key; it should be a"private" key in the specified user account.

Securing Content in your Workflow

1. If your workflow alows, enable server-side encryption-at-rest (EAR).

When files are uploaded from an Aspera client to the Aspera server, server-side encryption-at-rest (EAR) saves
files on disk in an encrypted state. When downloaded from the server, server-side EAR first decrypts files
automatically, and then the transferred files are written to the client's disk in an unencrypted state. Server-side
EAR provides the following advantages:

» |t protectsfiles against attackers who might gain access to server-side storage. Thisisimportant primarily
when using NAS storage or cloud storage, where the storage can be accessed directly (and not just through the
computer running HSTS).

» Itisespecialy suited for cases where the server is used as atemporary location, such as when one client
uploads afile and another client downloadsit.

» Server-side EAR can be used together with client-side EAR. When used together, content is doubly encrypted.

« Server-side EAR doesn't create an "envelope' as client-side EAR does. The transferred file stays the same
size asthe origina file. The server stores the metadata necessary for server-side EAR separately in afile of
the same name with the file extension . asper a- net a. By contragt, client-side EAR creates a envelopefile
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containing both the encrypted contents of the file and the encryption metadata, and it also changes the name of
thefile by adding the file extension . asper a- env.)

« It works with both regular transfers (FASP) and HTTP fallback transfers.
Limitations and Other Considerations

» Server-side EAR isnot designed for cases where files need to move in an encrypted state between multiple
computers. For that purpose, client-side EAR is more suitable: files are encrypted when they first leave the
client, then stay encrypted as they move between other computers, and are decrypted when they reach the
final destination and the passphrase is available. See Step 4 of this section for more information on client-side
encryption.

e Do not mix server-side EAR and non-EAR files in transfers, which can happen if server-side EAR is enabled
after the server isin use or if multiple users have access to the same area of the file system but have different
EAR configurations. Doing so can cause problems for clients by overwriting files when downloading or
uploading and corrupting metadata.

e Server-side EAR does not work with multi-session transfers (using ascp - Cor node APl mul ti _sessi on
set to greater than 1) or Watch Folders (versions prior to 3.8.0 that do not support URI docroots).

To enable server-side EAR:
a) Set users docrootsin URI format (local docroots are prepended withfile: ///).

asconfigurator -x "set_user_data; user_nane, user nane; absol ute, file:///path"

b) Set the server-side EAR password.
Set adifferent EAR password for each user:

asconfigurator -x
"set_user_dat a; user _nane, user nane; t ransf er _encrypti on_content _protection_secret, passphrase"

Important: If the EAR password islost or asper a. conf iscompromised, you cannot access the data on
the server.

¢) Require content protection and strong passwords.

These settings cause server-side EAR to fail if apassword is not given or if a password is not strong enough.
For example, the following asconf i gur at or command adds both these options for all users (global):

asconfigurator -x "set_node_data;transfer_encryption_content_protection_required,true”
asconfigurator -x "set_node_data;transfer_encryption_content_protection_strong_pass_required,true"

. Never use "shared" user accounts.

Configure each user as their own Asperatransfer user. Sharing Asperatransfer user account credentials with
multiple users limits user accountability (you cannot determine which of the users sharing the account performed
an action).

. Use passphrase-protected private keys.

Thessh- keygen tool can protect an existing key or create anew key that is passphrase protected.

If you cannot use private key authentication and use password authentication, use strong passwords and change
them periodically.

. If your workflow allows, require client-side encryption-at-rest (EAR).

Aspera clients can set their transfers to encrypt content in transit and on the server, and the server can be
configured to require client-side EAR. Y ou can combine client-side and server-side EAR, in which casefiles are
doubly encrypted on the server. Client-side encryption-at-rest is not supported for ascp4 or async transfers.

Client configuration

The client specifies a password and the files are uploaded to the server with a. asper a- env extension. Anyone
downloading these . asper a- env files must have the password to decrypt them. Users can enable client-side
EAR inthe GUI or ontheascp command line.

GUI: Go to Connections > connection_name > Security. Select Encrypt uploaded fileswith a password and
set the password. Select Decrypt passwor d-protected files downloaded and enter the password.
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Ascp command line: Set the encryption and decryption password as the environment variable
ASPERA_SCP_FI LEPASS. For uploads (- - node=send), use--fi |l e- crypt =encr ypt . For downloads
(--node=recv),use--fil e-crypt=decrypt.

Note: When atransfer to HSTSfallsback to HTTP or HTTPS, client-side EAR is no longer supported. If HTTP
fallback occurs while uploading, then the files are NOT encrypted. If HTTP fallback occurs while downloading,
then the files remain encrypted.

Server configuration

To configure the server to require client-side EAR and to require strong content protection passwords, run the
following commands:

asconfigurator -x "set_node_data;transfer_encryption_content_protection_required,true"
asconfigurator -x "set_node_data;transfer_encryption_content_protection_strong_pass_required,true"

Note: These commands set the global configuration. Depending on your work flow, you might want to require
client-side EAR and strong passwords for only specific users.

5. For particularly sensitive content, do not store unecrypted content on any computer with network access.

HSTS, HSTE, and Desktop Client include the aspr ot ect and asunpr ot ect command-line tools that can be
used to encrypt and decrypt files. Use an external drive to physically move encrypted files between a network-
connected computer and an unconnected computer on which the files can be unencrypted.

e Toencrypt afile before moving it to a computer with network access, run the following commands to set the
encryption password and encrypt the file:

export ASPERA SCP_FI LEPASS=passwor d
asprotect -o filenanme.aspera-env fil ename

e Todownload client-side-encrypted files without decrypting them immediately, run the transfer without
decryption enabled (clear Decrypt passwor d-protected files downloaded in the GUI or do not specify - -
file-crypt=decrypt ontheascp command line).

« Todecrypt encrypted files, run the following commands to set the encryption password and decrypt the file:

export ASPERA SCP_FI LEPASS=passwor d
asprotect -o filenane fil ename. aspera-env

Patch Versions

A patched Faspex installation displays the current patch version in the page footer, defined by a patch-version file
included in a patch. Upgrading Faspex removes the patch-version file.
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