Problem Overview

Product: IBM Security Guardium

Release: 9

Fix ID#: SqlGuard_9.0p707_SecurityUpdate

Fix Completion Date: 2016-12-14

Description: Security Bulletin: Multiple security related vulnerabilities
(CVE-2016-6065)

MDSSUM 05ba47068d71b0690c77abbedefd636f

SqlGuard-9.0p707.tgz.enc

Finding the Fix/Patch

This document is intended to provide a reference to the contents of this fix/patch. If
applicable, the detailed description of each fix and instructions for applying this fix/patch
are contained within the download package. The actual package is available for
downloading from the IBM Fix Central web site at
http://www.ibm.com/support/fixcentral/

Make the following selections on Fix Central:

Product Group: Security Systems
Product: IBM Security Guardium
Installed Version: 9.0

Platform: UNIX

Click "Continue", then select "Browse for fixes" and click "Continue" again.



Security update

Fix | Bug # | PSIRT | Description
#
Fix central link to GPU700
https://www-
945.ibm.com/support/fixcentral/swg/doSelectFixes?options.selectedFixes=S
glGuard 9.0p700_GPU_September-2016_64-bit&continue=1
1. | 52285 | 83620 Shell injection in CLI command
CVE-2016-6065
2. | 55021 | 83620 Shell injection in CLI command
CVE-2016-6065
3. | 55269 | 83620 Shell injection in CLI command
CVE-2016-6065
4.0 | 55273 | 83620 Shell injection in CLI command
CVE-2016-6065
Notes:
o
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This patch is dependent on having GPU700 installed prior to installation

CLI session must be restarted following patch installation for changes to take effect.




